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Abstract—In this paper, we analyze the bit error rate (BER)
and the throughput of decode-and-forward (DF) relaying with
imperfect channel estimation and in the presence of a jammer
in the network. We consider a single DF relay scenario with
orthogonal cooperative protocols and an active jammer during
all the transmission phases attacking the relay and destination
nodes in the network. In our analysis, we assume that the
complex fading channel coefficients are estimated at the relay and
destination levels with errors. We derive the error performance
and the throughput of the network then we quantify the impact
of channel estimation and the jamming power through the
derivation of analytical performance expressions. Our simulation
results confirm the accuracy of our analytical BER expression
and quantify the performance degradation due to channel esti-
mation and jamming signals. Also, simulation results show the
performance of the throughput of the proposed system.

Index Terms—Cooperative Communications, Decode-and-
Forward, Bit error rate, Imperfect Channel, Jamming.

I. INTRODUCTION

Cooperative wireless relaying and cooperative diversity net-
works have attracted the attention of the researchers for many
years because of their efficient performance and achievement
of maximum possible diversity networks. Also, many studies
have been suggested to improve diversity and bandwidth
utilization over fading channels. Cooperative wireless systems
over Rayleigh fading channels with full or partial channel state
information assumptions at either one of the nodes have been
widely studied [1]-[3]. A simple cooperative model in which
the direct link is unavailable with no PCSI (perfect channel
state information) at the transmitter has been presented in
[4]. In [4], the authors investigate the power allocation of the
jammer when the jammer sends signals to both the relay and
destination.

Altman et al. have studied in [5] the effect of the correlation
between sub-carrier channel fading gains and the available
information on the sender side when a jammer is present in
the network. Furthermore, they have applied a game theory
approach such as zero-sum game rule between nodes and
the jammer to measure the signal-to-interference-plus-noise
ratio (SINR). In [6], some of the available power at both
the transmitter and relay are used to create a jamming signal

in order to attack a passive eavesdropper. Also, they have
assumed that PCSI is known at the relay and destination. The
authors in [7], [8] have assumed that the source node in a
cooperative system can send jamming signals to confuse the
eavesdropper in a two-way relaying system without using an
external jammer to increase the secrecy in the network. The
cooperative jamming scheme of the three-phase full duplex
relaying wiretap system has been represented in [9] to increase
the secrecy capacity excluding an external jammer node and
using one of the source nodes to interfere with the relay node
signals. Many of researches have focused on secure MIMO
communication systems when an eavesdropper can wiretap
source-relay and relay-destination channels for partial and full
cooperative jamming for two-hop DF relaying. Furthermore,
inactive relay nodes are used as a jammer to send signals
to interrupt the eavesdropper when PCSI is considered at an
eavesdropper node [10].

In this paper, we propose a DF cooperative wireless system
when a direct link is available between source and destination
nodes. The channels in the network are slow and flat Rayleigh
fading, independent and identically distributed. Also, an imper-
fect channel estimation at all nodes is considered. In addition,
an active jammer node with a single antenna in the system is
considered to create interference at the relay and destination
nodes in all transmission phases when PCSI is unavailable at
the relay and destination nodes. Two cooperative phases of
transmission are considered in time division duplex. Finally,
BER and throughput of the suggested system are derived
for the imperfect channel state information (ICSI) and in the
presence of jamming in the network.

The rest of this paper is organized as follows. The system
model is described in Section II. In Section III, we analyze the
BER of DF relaying in the presence of jamming. Throughput
of the suggested system is given in section I'V. In section V,
numerical and simulation results are presented. Finally, we
conclude this paper in Section VI.

II. SYSTEM MODEL

The system consists of four nodes, namely a source (S), a
destination (D), a relay (R) and a jammer (J). The source, relay
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and destination are all half-duplex DF single-antenna nodes.
A direct link is available between the source and destination
as shown in Fig.l. Furthermore, a jammer node with a
single antenna is trying to attack the relay and destination
nodes to degrade the performance of the system by adding
interference to the received signals at the destination and
relay. The parameters hg r, hg,p and hr p are the complex
channel coefficients between source-relay, source-destination
and relay-destination respectively and model the slow flat
Rayleigh fading. The channels are independent and identically
distributed (i.i.d) and have similar fading average power gain
with zero mean and variance o7 ;, i € {S, R} and j € {R, D}.
The system transmission is considered to be orthogonal, either
through time or frequency division (FD). For convenience, we
assume time division (TD) where each node is assigned one
time slot for each information packet. In the first time slot,
the source node transmits signals to the relay and destination
nodes. The relay node decodes and forwards the transmitted
data to the destination node in the second time slot. In this
work, the channels are estimated with error at relay and
destination nodes. In addition, the bit duration is equal one
, therefore the transmitted signal energy is equivalent to the
transmitted power (E; ; = P; ;), i € {S, R} and j € {R, D}.
The received signals at the relay ygs r and at the destination
ys,p nodes are given by

ys,r = VEshs rrs + / Ejhjrrs + ng R, (D

ys,p = \V Eshs prs+/ Ejhjprs+nsp. (2)

The received signal from relay at the destination yr p node
is given by

Yr,p = VErhR DTR + / Ejhspr;+nrp, ()

where xg, rr, and x; denote the transmitted QPSK symbols
at the source, relay and jammer respectively. Fg, Er and
E; are the transmitted signal energies at the source, relay
and jammer respectively. ngs r, ng p and ng p are additive
white Gaussian noises (AWGN) in the corresponding channels,
with variance o , 0% , and 0% 1, respectively. The channel
h;; is estimated at the receiver side to detect the incoming
bits. Therefore the relationship between the channel and the
estimated channel can be written as

h

Fig. 1: Model of relaying system with a jammer node.
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where izi,j is the estimated channel , p; ; is the correlation
coefficient (0 < p;; < 1), ¢ € {S,R}, j € {R,D} and
Ci,j 1s the AWGN in the corresponding estimated channels
with variance ogm_. The received signals at the relay and
destination are compensated by the estimated channels given
in (4), Therefore, the decision variable (D; ;) would be given

by
Dij = {yihi, } 5)

where R is the real part, iL:: ; is the complex conjugate of the
estimated channel and y; ;, 7,5 € {S, R, D} is the received
signal at the node j. We can rewrite (1), (2) and (3) in general
formula as

Yij = V Eihi jo; +\/ Erhyjrs +n, ;. (6)
Therefore, substituting (4) and (6) into (5), we can get

D'L7J =
R{(VEih; jxi+VEshy x5+ ni,j)(pi,jh;j—i_(l_pi,j)C;j)(}%)

where £} ; is the complex conjugate of the channel coefficient
and ¢, is the complex conjugate of the noise contained in the
estimated channel.

III. BER PERFORMANCE ANALYSIS

In this section, the error probability of DF relaying in pres-
ence of jamming and imperfect channel estimation is derived
in an exact form expression. The average error probability
at the destination using maximal ratio combining (MRC)
technique is given by [11]

P...(e) = P(es,r)P(es,p|er,p) + Ples,r)P(es,n| er,n),
&)

where, P.,..(e) is the end-to-end probability of error of DF
at the destination node, P(ég r) is the probability that no
error occurs during source-relay transmission, P(es p|ér, p)
is the probability that an error occurs during source-
destination transmission given that no error occurs during
relay-destination transmission, P(eg r) is the probability
that an error occurs during source-relay transmission and
P(es.p|er,p) is the probability that an error occurs during
source-destination transmission given that an error occurs
during relay-destination transmission. Now, we find each com-
ponent in eq. (8) as follows: For Rayleigh fading channel, the
average bit error probability can be written as eq. (6.58) [12]

1, [ Osm
P(esr) = 5 <1 1 +’YS,R> ; )

where 75 g is the average SNR of the source-relay channel.
To obtain the average SNR expression, we need to find the



ratio of the signal power to the overall noise plus interference
power, ¥s,r , which can be written as

7s,r = as,r/Bs,Rr, (10)

where ag g is the signal power of the source-relay channel and
Bs, r is the noise plus interference of the source-relay channel.
Based on eq. (7), the signal power at the relay node is given
by

(1)

and noise plus interference power at the relay node from
source and jammer can be written as

Bs,r = Es(1— PS,R)QE(|hs,R|2)U§s,R

Al
2
+p% rE(lhsr )on, , + (1 = psr)’ 0, on, 1

Qs R = ESP%,RE(W&RF)Z-

2 o ot 2 (12)
+ Eyp5 rE(hs,r")E(|h,r]")
C1 5
+EJ(1 — pS’R)2E(|h]’R| )J?SR .
D1

where F(.) is the expectation operator. From eq. (12), it should
be noticed that there are three kinds of interferences in the
network. First interference (A1) represents the impact of the
estimated channel on the useful signal at the relay, the second
interference (B1) occurs as a result of multiplication of noise
in eq. (1) with eq. (4) at the relay and the third interference
(C1) and (D1) represents the impact of the jamming signal
with estimated channel on the relay. Substituting (12) (11),
(12) into (10) we can have an expression for the SNR s
for source-relay channel. Therefore, the probability that no
error occurs during source-relay transmission P(ég r) would
be given by

P(és,r) =1— Plesr)

_ 1 Ys.Rr
T2 (1 T 1+ys,r )’

13)

In case of a correct decoding at R, the symbols are equal
rr = xg. Therefore, the receiver becomes equivalent to MRC
with two paths. In this case, P(es p|ér,p) can be written
as eq. (7.20) [12] for M=2 (M is number of branches at the
destination)

_ 2
Ples,plern) = 3 (1— /1282 ) x (14)
1 VS, R,
11 (14 2222,
and s g, p is given by
B « + «
Ym0 = &S, D T AR, D (15)

Bs,p0+ Br.p’

where Y5 g p is the average SNR for the equivalent MRC
scheme obtained for direct and indirect links, ag p is the
signal power of source-destination channel, ar p is the signal
power of relay-destination channel, (s p is the noise plus
interference of source-destination channel and (g p is the

noise plus interference of relay-destination channel.
Therefore, signal power for S — D link can be written as
as.p = Bspl pB(|hs.pl")*. (16)
and signal power for R — D link is given by
ar,p = Erph pE(|hr,p|*)%. (17)
Similarly, for the S — D and R — D links, we have

Bs,p = Es(1 — pS,D)2E(|h’SvD|2)O—gS,D

2
ns,o

A2
+p% pE(hs.p|*)ok, , + E(1— ps,p)ol, o

ns,D

) ) B2 ) (18)
+Ezps pE(lhspl|”)E(|hspl”)

C2
+E;(1 = ps.p)*E(|hspl*)o?, , -

D2
Br,p = Er(1 — PR,D)QE(\hR,DF)UgR,D

A3
+P%&,DE(‘hR,D|2)U?zR,D + (1= pr,D)

2 2 2
UCR,DUHR,D

) ) B3 ) (19)
+Espr pE(lhr.p|")E(|hsDl")

C3
+E;(1 = pr.p)*E(lhspl*)o?, , -

D3
All terms in (18) and (19) are similar to the terms in (12)
except that they take place in the S — D and R — D
links. Substituting (16), (17), (18) and (19) into (15) and
then substituting into (14), we can have an expression of
P(es,DléR,D)-

In case of an erroneous decision at R, the symbols are
complemented such that zp = —x g which causes the received
signals at the relay to be decoded incorrectly and forwarded
to the destination node such that (3) becomes

Yr,p = —V Erhr.pTs + VEshjpTs +nR D-

The assumption that the channels have equal average power
gain (E(lhs.p|®) = E(lhr.pl|’)) gives an average SNR,
~s.r,p = 0. Hence, the P(es p|egr, p) can be written as

P(€S,D|€R,D) =0.5 (21)

Substituting (9), (13), (14) and (21) into (8), we can have an
expression for P.,..(e) which is written as in (22) on the next

page.

(20)

IV. THROUGHPUT

In this section, we present the performance of the through-
put of cooperative DF relaying. The throughput of the system
is defined as the total number of packets that are successfully
delivered over the channel in the network for a given period
of time [13], [14].

G = Ry/E(T), (23)



1 ~ 1
Porle)= = (14 /58 ) «
2 1+9sr

22

- 2
1— VS,R,D
1+%s,r,D

where G is the throughput (bits/sec), Ry is the target rate
(bits/sec/Hz) and E(T) is the average delay. The expected
number of transmissions (original transmission plus retrans-
missions) is given by [13]

o0
E(T) =Y nP{T =n}, (24)
n=1

where n is the number of successful transmissions and
P {T = n} is the probability of successful transmission after
T time slots. In our work, we have one time slot for direct
transmission and two time slots for indirect transmission
through the relay. In the first phase of the transmission which
occurs at 7' = 1 over S — D channel, the probability of
successful transmission becomes

—Jo
PT(T = 1) = PT(WS,D > '70) = 1_PT(§S,D < '70) = e(WS’D)a

(25)
where -, is the decision threshold. In the second phase of the
transmission 7' = 2 over R — D channel, the probability of
successful transmission becomes

P(T=2)=P(Gsp <7) =1—c70). (26)

Substituting (25) and (26) into (24), and then substituting into
(23), the throughput of the proposed system can be written as
Ry
9 )

V. SIMULATION RESULTS

G = Q27

The simulation results are presented to confirm the exac-
titude of our derivation of BER, throughput and evaluate the
impact of jamming with ICSI. The channels hs p, hs r and
hr,p are assumed to be zero-mean complex Gaussian random

variables with equal variance o7, = 1, 07, i € {S, R},

17
j € {R,D} and the transmitted s]ignal energy at the source
FEg = 1. QPSK modulation is used in which the BER and
throughput of the system versus SNR are considered as the
performance metrics. Fig. 2 compares the probability of error
versus the SNR of the proposed system in case of PCSI and
ICSI with different values of p; ; without a jammer. A perfect
matching between theoretical and simulation results is shown
for all scenarios. It should also be noticed that the degradation
resulting in terms of BER using ICSI is due to the decrease
of p;; values. It is noticed that the BER is very sensitive
to p;; especially at high SNR. Fig. 3 shows the impact of
jamming and ICSI on the BER performance. Adding a jammer
node to the network will degrade BER performance in both
cases of PCSI and ICSI because the noise will be increased. In
addition, we can see that decreasing p; ; leads to increasing the
interference at the destination which causes BER performance

degradation as deduced from eq. (7). Fig. 4 illustrates the BER
performance of the proposed cooperative wireless scheme for
several values of Ej, ., where E, . is the transmitted energy
at the jammer on ¢ — j channel. Also, different locations of
the jammer in the network are simulated. In the first case, we
assume the jammer is close to destination and the energy of
the jammer is high for S — D and R — D branches and
is low for S — R, (Ejs s Ejsn, Ergp) = (0.9,0.4,0.9)
, which decreases the BER . In the second case, we as-
sume the jammer is close to the source or the relay and
(Ejs s Eys pr Egg p) =(0.9,0.9,0.4),(0.4,0.9,0.9). In this
case, BER performance is very close as shown in Fig. 4, this is
expected as narrated by eq. (13). In the third case, the jammer
node is in the middle of the network and has equal distances
to other nodes (Ej, ,, Ejs ns Erpp) = (0.9,0.9,0.9) which
constitutes the worst case scenario for BER performance. Fig.
5 plots the throughput of the proposed system versus SNR for
different threshold values ~, in these cases, PCSI, ICSI and
ICSI with a jammer. From Fig. 5, we can conclude that PCSI
gives high throughput while in case of ICSI with and without a
jammer gives low throughput at low and medium SNR. This is
a significant advantage if an eavesdropper attacks the relaying
system.
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Fig. 2: Simulation and analytical BER of cooperative scheme for
different values of p; ;

VI. CONCLUSION

In this paper, a single DF cooperative relaying scheme in the
presence of jamming with imperfect channel state information
is studied and analysed. Taking into account the estimation
error and jamming in the network, BER expression is derived
for independent and identical slow and flat Rayleigh fading
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Fig. 3: Simulation and analytical BER of cooperative scheme for

different values of p; ; and E; = 0.4
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Fig. 4: Simulation and analytical BER of cooperative scheme for

different values of (Ejg 5, Esg > Eig p) and p;; = 0.95
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Fig. 5: Throughput of cooperative scheme for different values of v,

and ps,p = 0.75

channels with imperfect channel estimation. Furthermore, the

throughput of the proposed system is obtained in this paper.
Results show that BER performance with ICSI and a jammer
node is degraded and gives high probability of error because

the

channel estimated and the jammer interferences in the

network. The worst case scenario for BER performance occurs
when the jammer is located in the middle of the network
and has equal distances to all nodes. Our results represent

the

throughput of the suggested scheme and show that the

throughput is low at low and medium SNR and is dependent
on the decision threshold.
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