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Abstract—Recent research prove that device-to-device (D2D)
communications offer substantial gain through enhancing
throughput and spectral efficiency as well as widening coverage
area of cellular network. However, from security perspective,
performance of such network has not been well investigated. With
this motive and inspired by stochastic geometry approach, we
provide secrecy rate analysis for D2D-enabled cellular network
under Rayleigh fading channels. The minimum distance among
mobile users is used to characterise the retention probability
and hence, density of D2D nodes. Moreover, a fraction of the
total transmitted power from D2D nodes is allocated to radiate
artificial noise (AN) to degrade the eavesdroppers channel. Under
such conditions, the closed-form expressions for the probability
of achieving non-zero secrecy capacity for the uplink channel
between user-equipment and cellular base-station in the presence
of D2D nodes and eavesdropper(s). Throughout the paper, we
consider the following eavesdropping strategies: (a) a single eaves-
dropper case; (b) multiple eavesdroppers that can cooperatively
cancel the interference; (c) multiple cooperative eavesdroppers
that can cooperatively cancel both the interference and AN; and
(d) the case of cooperative colluding eavesdroppers. The derived
expressions are validated via simulation as a function of antenna
gain, eavesdropper density, D2D hard-core distance and D2D
node density.

Index Terms—Artificial noise, device-to-device, interference,
point process, retention probability, secrecy capacity.

I. INTRODUCTION

The world already has witnessed a number of generation
changes in wireless mobile technology which has evolved
from sector (cellular) based communications into a global set
of interconnected networks. Following the current trend, the
next generation wireless mobile communication systems has to
cope with the demand for enormous rise in mobile broadband
connections, ability to entertain vast and diverse number of
users, prolonged battery life, minimal call latency, ultra-high-
definition video streaming, extended coverage area, secure and
reliable communication capabilities [1], [2]. According to a re-
cent study, by the year 2020, the wireless network is expected

Y. J. Tolossa is with School of Engineering and Science department of
Jacobs University Bremen gGmbH, Campus Ring 1, 28759 Bremen. E-mail:
y.tolossa@jacobs-university.de.

S. Vuppala is with the Institute for Digital Communications, the Uni-
versity of Edinburgh, King’s Building, Edinburgh, UK, EH9 3JL. E-mail:
s.vuppala@ed.ac.uk.

G. Kaddoum is with University of Quebec, ETS, 1100 Notre-Dame west,
H3C 1K3, Montreal, Canada. E-mail: georges.kaddoum@etsmtl.ca.

G. Abreu is with School of Engineering and Science department
of Jacobs University Bremen gGmbH, Campus Ring 1, 28759 Bre-
men. E-mail: g.abreu@jacobs-university.de and Ritsumeikan
University, Noji-higashi 1-1-1, Kusatu, Shiga 525-8577, Japan. E-mail:
g-abreu@fc.ritsumei.ac.jp.

Y. J. Tolossa and G. Abreu work has been supported by the EU project
HIGHTS, grant number 636537. Correspondent Author: S.Vuppala.

to support voice, video and diverse sets of communication
services simultaneously for tens of billions of customers and
several more billions of interconnected devices. Consequently,
the growing interest in fifth generation (5G) communications
emanates from the need to find a solution for such inevitable
crunch of traffic demand in the existing technology.

Recently, much of the literature on 5G networks focus on
infrastructural and topological enhancements to the existing
wireless networks. This will create additional spatial domain
that will serve as a means to achieve the goals set by 5G
standards. To name a few, designing a mixture of network
tiers of different sizes provide improved spectral efficiency
and wider coverage area [3]; deploying large numbers of
antennas at the BS guarantee more degrees of freedom, higher
throughput and energy efficiency [4]; full-duplex radio has a
potential to double the spectral efficiency [5], and mmWave
communication expands the availability of spectrum [6].

In this paper, we focus on device-to-device (D2D)-enabled
cellular communication under shared time-frequency resources
within the cell. In D2D communication, user equipments (UE)
exchange information over a direct link with another device
located in close proximity while remaining under the control
of the BS. In fact, D2D communication is recognized as one
of the major technological advancements of the evolving 5G
architecture by the European Union project METIS-2020 [7].
So far, it has drawn widespread attention in academia and
industry due to its potential in boosting spectral efficiency,
enhancing the end-user experience and providing short range
transmission with high data rate [8].

Albeit these advantages, D2D communication suffers from
several challenges in the form of mode selection, device
discovery and interference management issues [9]. In underlay
D2D communication, i.e., where D2D and cellular users share
the same spectrum, intra-cell interference will have detrimental
effect on the throughput performance unless dealt properly.
As of recently, there exist several several studies dealing
with interference management issues of D2D communications
underlaying cellular network. To name a few, Zhang et al.
[10] adopted fractional frequency reuse, and authors in [11]
and [12] proposed a novel network coding approach that
eventually improves the spectrum efficiency and throughput
of the cellular system. However, from security perspective, we
believe that the performance of D2D-enabled cellular network
is not well investigated in the literature. With this motive,
we have explored the security issues using mathematical and
simulation tools in the subsequent sections of the paper.

Security issues are inevitable in wireless networks due to
the broadcast nature of wireless medium, and the presence
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of malicious users and eavesdroppers. Consequently, intrinsic
physical layer secrecy becomes one of the major research top-
ics in random wireless networks and much work has been done
in analysing the secrecy performance. However, we would
like to point out that a little attention is paid in evaluating
the achievable secrecy capacities from 5G perspective [13]–
[15]. Hence, it is imperative to devise general framework to
evaluate the secrecy capacity taking the wireless propagation
characteristics into account. In line with this, exploiting the
physical layer characteristics to improve the security in 5G
communication systems is a promising research domain.

A few decades before, Wyner coined the information-
theoretic wire-tap channel and analyzed the existence of
reliable transmission conditions to achieve perfect secrecy in
discrete memoryless channels [16]. Later, the information-
theoretic security has been extended to additive white Gaussian
noise (AWGN) channel by Cheong and Hellman [17], and
broadcast wireless channel by Csiszár and Körner [18]. More
recently, information-theoretic security, i.e., physical layer se-
curity, has motivated several research groups [19]–[21] to un-
derstand the inherent secrecy capabilities of wireless systems
in more realistic conditions of the wireless medium. Following
this trend, Zhou et al. [22] characterised the throughput of
secure communications in decentralised wireless networks
and derived closed-form solutions for secrecy transmission
capacity. The probability of non-zero secrecy capacity of
unicast links in the presence of multiple eavesdroppers was
investigated in [23], where the transmission to the k-th legiti-
mate node was based on the order of the distance between the
source and the destination.

Intuitively, the addition of D2D nodes to a cellular net-
work introduces intra-cell interference that severely curbs
the throughput performance of the later. Several studies are
conducted till date to mitigate such interference. Readers are
advised to look into [24], [25]. However, considering security
and privacy issues, the intra-cell interference can be exploited
in such a way that the cellular network benefits from it. For
instance, the work in [13] exploits interference from D2D
transmitters, and [26] assumed the D2D users to play the role
of cooperative jammers to improve the secrecy capacity of the
cellular network.

Artificial noise (AN) transmission is another effective ap-
proach to guarantee security provided that the instantaneous
channel state information (CSI) of each eavesdropper is not
available [27]. The transmitter uses multiple antenna to al-
locate some of the available power to transmit artificially
generated noise, in addition to the information bearing signal,
in the null-space of the channel of the legitimate user. The sole
purpose of AN transmission is to degrade the eavesdroppers
channel so that the secrecy capacity of the legitimate chan-
nel is achieved. Recently, AN-aided secure transmission has
gained immense research interest. To mention some, [28], [29]
analysed an achievable secrecy rate and used this to optimise
transmitted power allocation between AN and information
signal. Whereas in [30], the authors adopted AN-aided secure
communication to design the maximal throughput scheme
under secrecy constraint where the CSI is updated adaptively

through feedback. Cooperative jamming schemes where trans-
mitters cooperate to transmit AN to trick the eavesdropper
from wiretapping the desired information is proposed in [31],
[32]. Here, we also adopt AN-aided secure communication in
D2D-enabled cellular network where the D2D users allocate
some power to radiate AN to mask the information signal from
potential malicious users and eavesdropper(s).

In this vein, stochastic geometry approaches have been
widely deployed to develop tractable models for the perfor-
mance evaluation D2D wireless network [33], [34]. In these
approaches, the wireless network is abstracted to a convenient
point process that is used to capture the network properties. A
Poisson point process (PPP) is the most popular and tractable
point process to model the locations of users and base stations
in wireless network in general. For instance, Andrews et
al. [35] derived more tractable expressions of coverage and
outage probability by assuming homogeneous PPP distributed
BS in a practical cellular environment. In conjunction with
D2D underlay cellular networks, the authors in [36] provided
analytical coverage probability expressions for such networks
under PPP distributed D2D and cellular users. Moreover, the
shortest distance based selection of candidate nodes is adopted
to form D2D pairs with density recalculated after thinning
process of the parent marked PPP. In addition, the interference
at the legitimate cellular user is characterised by the Laplace
functional of point process. Furthermore, we would like to
refer the readers to [35], [37] where several mathematical
frameworks are formulated to model the propagation charac-
teristics of D2D underlay cellular network.

In this paper, we provide a framework to characterise the
probability of achieving non-zero secrecy capacity in D2D-
enabled cellular network using stochastic geometry approach
to model the existing users under Rayleigh fading channels.
In particular, homogeneous PPP is assumed to model the
spatial distribution of D2D users and eavesdroppers. Out of the
D2D nodes, selected candidate nodes are retained according to
reduced path loss model to form D2D pairs [36]. The density
of retained D2D pairs can be derived via thinning the parent
PPP based on the hardcore distance between nodes. Moreover,
the inevitable interference at the legitimate user is modelled
according to the Laplace functional of point process. On top
of that, four different eavesdropping strategies are considered
where the analytic expressions for the non-zero secrecy ca-
pacity are derived for each scenarios under certain antenna
orientation and transmit power constraint to accommodate the
exchange of information and AN transmission simultaneously.

In a nutshell, the contributions of this paper can be sum-
marised as follows:

• The shortest path loss based retention probability of D2D
nodes is introduced and the interference to the legitimate
UE (BS) is modelled by the Laplace functional of PPP.

• We examine the effect of allocating fraction of the total
transmitted power to send AN. Our results show that the
more the power is allocated to transmit AN, the lower the
capacity of the eavesdropper channel becomes and thus,
the secrecy capacity increases.
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• An analytic framework is proposed to characterise the
probability of achieving non-zero secrecy capacity in
D2D-enabled cellular network under the presence of
single and multiple eavesdroppers. Our results show that
the secrecy capacity depends on the antenna gain, power
allocated to convey information bearing signals and AN,
eavesdropper density and hard-core distance between
candidate D2D nodes.

• The probability of achieving non-zero secrecy capacity is
also derived for colluding and non-colluding eavesdrop-
pers. Our result depicts the lower bound secrecy capacity
expressions from analysing it solely on the nearest eaves-
dropper. Moreover, similar secrecy capacity expression is
also characterised for the colluding eavesdropper case.

The remainder of this paper is organised as follows. Section
II illustrates the system model, retention probability and SINR
characterisations. Whereas, in section III, we provide the
probability of non-zero secrecy capacity analysis with respect
to four possible eavesdropping strategies. The discussions and
conclusions of derived analytical expressions are given in
section IV and V, respectively.

II. SYSTEM MODEL

We consider uplink transmission scenario in D2D communi-
cations underlay cellular network in the presence of eavesdrop-
pers as shown in Fig. 1. D2D nodes (Φ̄d) and eavesdroppers
(Φe) are modelled as two dimensional homogeneous PPP with
densities λ̄d and λe, respectively. All the location processes are
independent of each other.

Without loss of generality, we consider a typical user
equipment (UE) located at the origin as shown in Fig. 1. The
BS is located at a distance rl from origin. In addition, multiple
D2D and eavesdropper nodes are distributed throughout the
coverage area of the cellular network following a specific point
process distribution. The eavesdroppers attempt to make the
cellular network prone to security threats via wiretapping the
uplink received signal at the legitimate receiver, the cellular
BS in this case. Furthermore, each eavesdropper is assumed to
be passive, i.e., it doesn’t possess any information of its own to
convey it to the BS. Hence, its location, and even its presence
is not known. It is intuitive to note that the received uplink
signal at BS is subjected to interference due to simultaneous
D2D communication. This will make the cellular system
interference dominated. In order to alleviate such problem, it
is desirable for the SINR at the D2D receiver not to exceed a
certain threshold level set by the standard adopted by particular
telecom provider [38]. Moreover, a protected zone of radius
R is set around the vicinity of the BS in order to hamper any
interference arising from the transmission of concurrent D2D
nodes. In general, D2D nodes are assumed to be randomly
located between the coverage area of the cellular BS and the
protected zone of radius R. The channel model comprises of
generalised path loss and Rayleigh fading for all links.
A. Retention probability

In this paper, the distance among nodes is used as a metric
to quantify the pairing probabilities of candidate D2D nodes.

Fig. 1: Network model.

In other words, a D2D node is formed between two UEs
which are located within distance rd from each other and those
UEs which do not satisfy this requirement are not considered
in D2D pairing. Consequently, D2D pairing leads to a child
process which is thinned from the parent marked PPP. A set
of points which constitute the child process is denoted by Φd
distributed with density λd. These terms are used in rest of
our analysis to capture the shortest distance based selection
of points. Note that the total number of points that generate
interference are not same as the former after thinning process.
However, such interference can still be characterised using
Laplace functional of PPP.

In general, the characteristic functional of PPP is given by

L{f} = exp

(
−
∫
R2

(1− e−f(x))λ dx

)
, (1)

where f(x) is any real valued function defined on R2 and λ
is the density of PPP.

After thinning process, the Laplace functional can be re-
written as

L̂{f} = exp

−∫
R2

(1− e−f(x))Pr(rd)λdx

 , (2)

where Pr(rd) = Pr(rd < d) is the probability that any node
meet the target hard-core distance d and is given by [36], [39]

Pr(rd) = 1− exp
(
−kπλd2

)
. (3)

This model has been leveraged from [36], [39] with k tuning
factor to capture the shortest distance based selection of nodes.
The k tuning factor is chosen in such a way that the analytic
retention probability calculated as a function of the hard-core
distance d matches with the simulation result.

B. SINR characterizations

In this section, we derive the SINR expressions for the
legitimate and eavesdropper nodes with respect to the system
model under consideration.
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AN has been proved to be an important technique in
providing secure communications in cellular systems [40],
[41]. In this context, D2D users use some portion of the
transmit power Pd, i.e. (1− φ)Pd, to radiate AN in the null-
space the channel of the BS, leaving the other portion of
transmit power, φPd, to transmit information bearing signal,
provided that 0 ≤ φ ≤ 1. To further simplify the analysis,
sectoring model with AN from [41] is leveraged in this paper.
As a result, each D2D node has a main lobe of gain Gs
with probability of angle of spread ε. Whereas, during AN
transmission, D2D user possesses a main lobe of gain Ga
with probability of angle of spread 1 − ε. It is also assumed
that the sectors of the information signals and AN are non-
overlapping.

To this end, adopting AN driven security measures, the
uplink received SINR at the BS1 from a typical UE becomes

ζl =
PUE|hl|2rl−α
σ2 + Isd + Iad

, (4)

where PUE represent the transmit power from UE; hl denotes
the Rayleigh fading gain; rl is the distance between BS and
UE; σ2 stands for AWGN power at BS; the path loss exponent
is denoted by α; Isd and Iad stands for the aggregate interfer-
ence power due to D2D communication accounting both the
information signal and AN transmissions, respectively.

With a slight abuse of notation, let’s consider Φd as the sets
of interfering D2D users location. Using stochastic geometry
tools, the interfering D2D nodes can be divided into two
independent PPPs: (1) D2D nodes, Φsd, that send information
signals to the nearest receiver with intensity ελd; (2) D2D
nodes, Φad, transmitting AN to the receiver with intensity
(1 − ε)λd for 0 ≤ ε ≤ 1. As a result, equation (4) can be
rewritten as

ζl=
PUE|hl|2rl−α

σ2+
∑
i∈Φsd

(φ)PdGs|hi|2r−αi +
∑
i∈Φad

(1− φ)PdGa|hi|2r−αi
,

(5)
where Pd represents the transmitted power by the D2D user;
hi denotes the i-th interference fading coefficients and ri is
the distance between the BS and the i-th D2D user.

To characterise the received SINR from the eavesdropper
perspective, the following four possible scenarios are analysed.

1) Single eavesdropper case: Here, a single eavesdropper
is assumed coexist within the system at a distance re from
cellular UE. Similar to the the legitimate user, the interfering
D2D nodes can be grouped into two independent sets of
homogeneous point processes; those interferers transmitting
information signal and those sending AN to the respective
receiver. Consequently, the received SINR at the eavesdropper
ζe with the respective channel coefficient he is given by

ζe =
PUE|he|2re

−α

σ2+
∑
i∈Φsd

(φ)PdGs|hi|2r−αi +
∑
i∈Φad

(1− φ)PdGa|hi|2r−αi
.

(6)

1Note here that no decoding technique is deployed at the BS. As a result,
the received signal at the BS suffers from interference due to the transmission
of information signals and AN between the D2D transmit-receive pairs.

2) Multiple cooperative eavesdroppers:- interference can-
cellation scenario: In this case, multiple eavesdroppers are
considered to coexist within the cellular network in the
presence of interfering D2D nodes. Furthermore, we assume
that the eavesdroppers do not collude. As a result, each
eavesdropper decode the wiretapped uplink message to the BS
individually. However, through cooperation, the eavesdroppers
jointly process the received signal and thus can nullify the
interference arising due to the information signal among D2D
users [40]. Therefore, the aggregate interference at eavesdrop-
per is only affected by the AN transmission and AWGN.
Readers are advised to read [40, Section III-B] to get detailed
insight on this specific eavesdropping strategy. The resulting
SINR ζ̄e becomes

ζ̄e =
PUE|he|2re

−α

σ2 +
∑
i∈Φad

(1− φ)PdGa|hi|2r−αi
. (7)

3) Multiple cooperative eavesdroppers:- the ‘best’ eaves-
dropper case: In this scenario, we focus on the worst-
case eavesdropping strategy in which the eavesdroppers can
mitigate the interference via cooperation. Moreover, we over-
estimate the decoding capability of each eavesdropper. Con-
sequently, each eavesdropper is able to decode the received
message and share the information to all other nodes (eaves-
droppers) within the system so that the generated interference
and AN are subtracted subsequently [42]. In particular, we
analysed the approximate secrecy performance of the system
based on solely on the most malicious eavesdropper with the
largest SINR of the received signal, i.e., the lower bound
secrecy performance which can be interpreted as the ‘best’
eavesdropper case. Therefore, the resulting SNR at the eaves-
dropper ζ̂e can be derived from equation (5) as

ζ̂e = max
e∈Φe

{
PUE|he|2re

−α

σ2

}
. (8)

4) Multiple cooperative eavesdroppers:- colluding eaves-
droppers case: Here, rather than generalising the secrecy
capacity performance based on the most malicious eaves-
dropper, we consider colluding eavesdroppers such that the
spatially dispersed eavesdroppers adopt maximal-ratio com-
bining (MRC) in order to process the wiretapped transmission.
Therefore, the aggregate SNR ζ̃e after MRC is given by [42],
[43]

ζ̃e =
PUE

σ2

∑
e∈Φe

|he|2re
−α. (9)

III. PROBABILITY OF NON-ZERO SECRECY CAPACITY
CHARACTERISATION

In this section, we have derived the closed-form expressions
for the probability of achieving non-zero secrecy capacity for
the eavesdropping scenarios discussed in Section II-B.

The secrecy capacity of the Gaussian wiretap channel in the
presence of eavesdroppers distributed according to a certain
point process can be expressed as the difference between the
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capacity of the legitimate and the eavesdropper channel [44],
[45]. Mathematically, the secrecy capacity Cs is given by

Cs , [Cl − Ce]=[log2(1 + ζl)−log2(1 + ζe)] b/s/Hz. (10)

Consequently, the probability of achieving non-zero secrecy
capacity of a legitimate channel under a certain eavesdropping
scenario can be expressed as [23]

Pr{Cs>0} = Pr
{

[log2 (1 + ζl)−log2 (1 + ζe)]>0
}
. (11)

It is evident from equation (11) that primarily we need to
characterise the uplink received SINR distribution at the BS
and eavesdroppers. In the subsequent subsections, we provide
closed-form expressions for the cumulative distribution func-
tion (CDF) of the SINR and probability of non-zero secrecy
capacity from BS and eavesdropper(s) perspective.

A. Single eavesdropper case

CDF of the received SINR at the legitimate node Fζl and
at the eavesdropper Fζe under this particular eavesdropping
scenario is given according to the following Lemma.

Lemma 1. [46, Theorem. 1] CDF of the received SINR at
the BS from a typical UE is given as

Fζl(z) = 1− exp

(−z rαl σ2

PUE

)
× (12)

e
−
πελdr

2
l z

2
α

(
(φ)GsPd
PUE

) 2
α

sinc( 2
α )

−
π(1−ε)λdr2

l z
2
α

(
(1−φ)GaPd

PUE

) 2
α

sinc( 2
α ) .

Proof. A sketch of proof is given in Appendix A.

Similarly, CDF of ζe, i.e. Fζe(z), can be obtained using
Lemma 1.

Following from equation (11), CDF of the non-zero secrecy
capacity under high SINR regime can be expressed as

Pr{Cs > 0} = 1− Pr

{
ζl(y)

ζe(x)
≤ 1

}

= 1−
∞∫

0

β(x)∫
0

fζl(y)fζe(x) dydx

= 1−
∞∫

0

[ β(x)∫
0

fζl(y) dy

]
fζe(x) dx

= 1−
∞∫

0

Fζl(β(x))fζe(x)dx. (13)

Note that the evaluation of the above integral is not tractable
analytically. However, we give approximate closed-form ex-
pression in interference limited scenario where the effect
of AWGN is assumed to be negligible as compared to the
interference from D2D users. Similar analysis under such
assumption is made in [35], [42].

Proposition 1. Probability of non-zero secrecy capacity of the
legitimate channel in presence of a single eavesdropper and
under interference limited scenario can be given as

Pr{Cs > 0} =
Ξe

Ξl + Ξe
, (14)

where

Ξl =
πλdr

2
`

(
Pd
PUE

) 2
α [ε (φGs)

2
α + (1−ε) ((1− φ)Ga)

2
α ]

sinc( 2
α )

, (15)

Ξe =
πλdr

2
e

(
Pd
PUE

) 2
α [ε (φGs)

2
α + (1−ε) ((1− φ)Ga)

2
α ]

sinc( 2
α )

. (16)

Proof. See Appendix B.

Corollary 1. Considering similar fading, path loss and inter-
ference conditions at the BS and eavesdropper, the probability
of non-zero secrecy capacity can be given as

Pr{Cs > 0} =
r2
e

r2
l + r2

e

. (17)

Proof. Proof follows directly from Proposition 1.

B. Multiple cooperative eavesdroppers:- interference cancel-
lation scenario

In this subsection, we consider the scenario where the
interference incurred by the set of nodes transmitting infor-
mation bearing signal Φsd is mitigated via cooperation at the
eavesdroppers rendering the system to be affected only by the
sets of nodes Φad which transmit AN. Assuming interference-
limited scenario, the SIR distribution from the eavesdropper
perspective, Fζ̄e(z), can be obtained by invoking the result of
Lemma 1 as

Fζ̄e(z) = 1− exp

[
−
π(1− ε)λdr2

ez
2
α

(
(1−φ)GaPd

PUE

) 2
α

sinc( 2
α )

]
. (18)

Using a similar approach as Appendix B, the probability
of achieving non-zero secrecy capacity under this scenario is
given according to the following Proposition.

Proposition 2. Probability of achieving non-zero secrecy
capacity in the presence of multiple cooperative eavesdroppers
under interference cancelation scenario is given according to

Pr{Cs > 0} =
Ξ̄e

Ξl + Ξ̄e
, (19)

where

Ξ̄e =
πλer

2
l

(
Pd
PUE

) 2
α

[(1−ε) ((1− φ)Ga)
2
α ]

sinc( 2
α )

. (20)

Proof. This proof directly follows from Proposition 1.
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C. Multiple cooperative eavesdroppers:- the ‘best’ eavesdrop-
per case

The cooperation from malicious side provides a greater
flexibility in eavesdropping [43]. Hence, through cooperation
and adopting the worst-case eavesdropping strategy, the inter-
ference generated due to D2D nodes transmitting information
signals and AN can be subtracted perfectly at the eavesdropper.
Thereafter, the ‘best’ eavesdropper that dominates the secrecy
rate, i.e., with the largest received SINR is selected afterwards.

Lemma 2. CDF of the received SNR at the ‘best’ eavesdrop-
per node is given by

Fζ̂e(z) = exp

(
−πλe(PUE

σ2 )
2
α z
−2
α E

(
h

2
α
e

))
. (21)

Proof. A detailed proof is given in Appendix C.

Now, denoting Ξ̂e = πλe(PUE

σ2 )
2
αΓ(1 + 2

α ), the probability
of attaining non-zero secrecy capacity becomes

Pr{Cs > 0} =

∞∫
0

e−z
2
α Ξlfζ̂e(z)dz, (22)

=
2Ξ̂e

α

∞∫
0

e−Ξlz
2
α e−Ξ̂ez

− 2
α z−

2
α−1dz.

Unfortunately, the above integral does not admit closed-
form for an arbitrary path loss exponent α. Hence, we provide
a closed-form expression under α = 4 as in following Lemma.

Lemma 3. Probability of non-zero secrecy capacity for the
‘best’ eavesdropper case under α = 4 is given as

Pr{Cs > 0} =

(
2

√
ΞlΞ̂eBesselK[1, 2

√
Ξ̂e

√
Ξl]

)
, (23)

where BesselK[., .] is the modified Bessel function of the
second kind.

Proof. This proof follows directly from equation (22) after
substituting α = 4 and evaluating the resulting integral.

Corollary 2. When λd → ∞, the probability of non-zero
secrecy capacity Pr{Cs > 0} → 0. This shows that the
secrecy capacity fades away with respect to the increase in
the interference from D2D nodes.

D. Multiple eavesdroppers:- colluding eavesdroppers case
The optimum outcome of eavesdropping collusion is to

aggregate the power of all eavesdropping signals which can
leads to maximum secrecy outage. Thus, it is at most important
to characterise such eavesdropper collusion. In the following
Lemma, we will provide an approximated closed-form expres-
sions for such collusion and probability of non-zero secrecy
capacity.

Lemma 4. CDF of the aggregate power of the colluding
eavesdroppers Fζ̃e(z) can be given as

Fζ̃e(z)≈
N∑
n=1

(−1)n+1

(
N

i

)
exp

(
−πλe

(
anPUE

σ2

) 2
α z
−2
α

)
.

(24)

where a = (N !)
1
N and N is the number of terms used in

approximation.

Proof. The proof can be obtained from [41]. However, a
sketch of proof is given in Appendix D for the sake of
completeness.

The probability of non-zero secrecy capacity in this scenario

follows from equation (22) with Ξ̃e = πλe

(
anPUE

σ2

) 2
α .

Lemma 5. Considering α = 4 for tractable analysis, proba-
bility of non-zero secrecy capacity under colluding eavesdrop-
pers scenario is given by

Pr{Cs > 0} = (25)
N∑
n=1

(−1)n+1

(
2

√
ΞlΞ̃eBesselK[1, 2

√
Ξ̃e

√
Ξl]

)
.

Proof. The proof follows similar approach as Lemma 3.

IV. NUMERICAL RESULTS

In this section, we validate the analytical expressions de-
rived to characterise the non-zero secrecy capacity of the
legitimate UE-BS link under the presence of D2D and eaves-
dropper nodes following Rayleigh fading channels. Analytical
results are verified via simulation for different eavesdropper
strategies and simulation parameters. In particular, the effect of
parameters such as: Gs, ε, φ, λe and d on secrecy performance
of such network are depicted and the corresponding results are
shown in the respective Figures below. The transmit power is
set at 30 dBm for UEs with AWGN of -174 dBm/Hz and path
loss exponent α is 4.

Fig. 2 illustrates the probability of non-zero secrecy capacity
as a function of the angle of spread probability under multiple
cooperative eavesdroppers given in scenario III-B for r` = 20
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Fig. 2: Probability of non-zero secrecy capacity as a function
of angle of spread probability for Gs = {0, 5, 10, 15} dB and
Ga = 5 dB.
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Fig. 3: Probability of non-zero secrecy capacity as a function
of transmit power of D2D node for φ = {0.1, 0.4, 0.8}.

m, rl = 25 m, λd = 0.000005 and λe = 0.00001. Note that
the result follows the expression derived in Proposition 2. A
simulation result is also plotted to consolidate the accuracy
of the analytical one. It can be concluded from the figure
that as the probability of angle of spread (ε) increases to
unity, the probability of achieving non-zero secrecy capacity
vanishes to zero, i.e., the system will be in secrecy outage. This
can be explained through the fact that higher ε values imply
that an increased main lobe gain for D2D users to transmit
information signal. Hence, less power will be allocated for
AN transmission irrespective of the hard-core distance and
total transmit power. As a result, the eavesdropper channel
will suffer a little as a result of AN transmission. Thus, the
secrecy capacity of the UE-BS channel will decrease as a
result. Moreover, the advantage of AN transmission is clearly
illustrated in Fig. 2. We can conclude from the figure that
the more the gain is allocated to transmit AN, the worse the
eavesdropper channel becomes; consequently, the higher the
probability of non-zero secrecy capacity is achieved.

In Fig. 3, the probability of non-zero secrecy capacity as a
function of the transmitted power of D2D users is depicted.
It can be seen from the figure that the secrecy capacity
decreases with the increase in D2D users transmit power, due
to higher intra-cell interference, which is quite obvious. But
the important point to consider is that with decreasing the
fraction of total transmitted power, φ, the secrecy capacity can
be improved slightly. This is because low values of φ implies
allocating higher share of power to convey AN rather than
information bearing signal. This will increase the density D2D
nodes Φad which will ultimately degrade the eavesdropper’s
channel and thus, yields an improved secrecy capacity.

Fig. 4 depicts the probability of the non-zero secrecy capac-
ity as a function of eavesdropper density for λd = 0.00001,
r` = 25 m, Pd = 30 dBm, Gs = 18 dB, Ga = 2 dB,
ε = 0.5 and φ = 0.5 for different hard-core distances among
the candidate D2D nodes. This result follows from Lemma
2 stated in Scenario III-C. From the Figure, we can observe
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Fig. 4: Probability of non-zero secrecy capacity as a function
of λe for target distance between candidate D2D pairs d =
{5, 7, 10} meters.

that the likelihood of the system to be susceptible to security
breaches rises together with the density of eavesdroppers.
Furthermore, the effect of hard-core distance d for D2D pairing
on secrecy performance is shown in Fig. 4. It is illustrated in
the figure that as the hard-core distance among the candidate
D2D users increases, the secrecy capacity falls. This is due
to as the distance between D2D pairs increases, the retention
probability given by equation (3) will almost surely approaches
to 1. This means interfering density of D2D nodes changes
slightly from the parent PPP and thus, resulting in reduced
secrecy capacity.

In Fig. 5, the probability of the non-zero secrecy capacity
is plotted against eavesdropper density λe with λd = 0.00001,
r` = 25 m, Pd = 30 dBm, Gs = 18 dB, Ga = 2 dB,
ε = 0.5 and d = 5 m for both non-colluding (Scenario III-C)
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Fig. 5: Probability of non-zero secrecy capacity for colluding
and non-colluding eavesdropper scenario as a function of λe

for φ = {0.1, 0.5}.
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and colluding (Scenario III-D) eavesdropper strategies. In a
similar manner to Fig. 4, the non-zero secrecy capacity drops
with increase in eavesdropper collusion density. However, for a
particular λe, the lower bound secrecy capacity derived based
on the ‘best’ eavesdropper in terms of the received SINR
as stated in Scenario III-C is also plotted together with the
colluding eavesdroppers case (Scenario III-D). It is evident
from the figure that the secrecy performance under the ‘best’
and colluding eavesdropping scenario will be as more power
is allocated for AN transmission which eventually nullify the
effect of coexisting eavesdropper(s). Similar to Figures 2 and
3, the benefit of AN in boosting the secrecy capacity is also
illustrated in Fig 5. By allocating respective power to transmit
the information signal and AN simultaneously, higher the
secrecy capacity can be achieved for both non-colluding and
colluding eavesdropper scenarios.

V. CONCLUSION

In this paper, the probability of non-zero secrecy capacity
in D2D-enabled cellular network is analysed where the BS
is subjected to interference from the uplink transmissions
of several D2D nodes. Distance among the candidate D2D
nodes is taken as a metric to generate a set of D2D users
which exchange information among each other without routing
though the BS. Different sets of eavesdropping strategies
are analysed and the corresponding probability of non-zero
secrecy capacity is derived. Furthermore, the benefit of AN-
aided secure communication is illustrated in such a way that
some portion of the total transmitted power is allocated to
transmit AN in addition to the information bearing signal. At
the end, numerical and simulation results are given to verify
the analytical outcomes.

As a future work, we plan to evaluate the impact that
ordering D2D nodes has on the uplink secrecy performance of
D2D-enabled cellular network. Ordering is based on either the
maximum received path gain or distance from the source node.
This can be achieved via deriving the path gain distribution
between the k-th ‘best’ D2D user and the BS. The Secrecy
outage probability can be derived thereafter to quantify the
security performance of such D2D-enabled cellular networks.
In addition, this work can be extended in such a way that
the optimal transmit power allocated to transmit information
signal and AN is determined under the following conditions.
(a) the secrecy capacity at the UE and D2D pairs is kept above
a certain threshold; and (b) the interference incurred to the
cellular users has to minimal.

APPENDIX A
PROOF OF LEMMA 1

The CCDF of conditional SINR distribution, Fζl(z), is

Fζl(z) = Pr{ζl > z} = Pr

[
PUE |hl|2 r−αl
σ2 + Id

> z

]
(26)

= Pr

[
|hl|2 >

z rαl
PUE

(
σ2 + Id

)]
.

Under the assumption of Rayleigh fading channel, equation
(26) can be further simplified to

Fζl(z) = EId
[
exp

(−z rαl
PUE

(σ2 + Id)
)]
. (27)

Considering both Φsd and Φad D2D nodes, we have

Id = Isd + Iad . (28)

Accordingly, we can rewrite (27) as

Fζl(z) = exp

(−z rαl σ2

PUE

) ∏
j∈s,a

EIjd

[
exp

(
−zrαl Ijd
PUE

)]
. (29)

The expectation (Laplace function) of Ias thus becomes

EIsd

[
exp

(−zrαl Isd
PUE

)]
(a)
= EΦsd

∏
i∈Φsd

Ehi
[
exp

(
−z rαl

PUE
φGsPd hiri

−α
)]

(b)
= EΦsd

∏
i∈Φsd

(
1

1 + z
rαl
PUE

φGsPd hiri−α

)
(c)
= exp

[
−2πελd

∫ ∞
R

r

(
1−
(

1

1 + z
rαl
PUE

φGsPdr−α

))
dr

]

= exp

−πελdr2
l z

2
α

(
φGsPd
PUE

) 2
α

sinc( 2
α )

 . (30)

where (a) follows from the assumption of independent small
scale fading, (b) follows from the use of exponential dis-
tributed random variables and (c) follows from the use of
probability generating functionals of PPPs and R ∼ 0.

Similarly, the Laplace transform of Iad can be obtained
following a similar procedure and is given by

EIsd

[
exp

(−zrαl Iad
PUE

)]

= exp

−π (1− ε)λdr2
l z

2
α

(
(1−φ)GaPd

PUE

) 2
α

sinc( 2
α )

 . (31)

The proof concludes after substituting equations (30) and
(31) into (29).

APPENDIX B
PROOF OF PROPOSITION 1

Considering interference limited environment, CDF of the
SIR received at the BS from a typical UE is given by

Fζl(z) = 1− e−z
2
α Ξ` . (32)
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Similarly, the received SIR distribution and its density
function at the eavesdropper respectively becomes

Fζe(z) = 1− e−z
2
α Ξe , (33)

fζe(z) =
2Ξe

α
z

2
α−1e−z

2
α Ξe . (34)

where Ξe follows from Ξ`.
Using equation (13), the probability of non-zero secrecy

capacity is given by

Pr{Cs>0}=1−
∞∫

0

Fζl(β(z))fζe(z)dz =

∞∫
0

e−z
2
α Ξl fζe(z)dz

=
2Ξe

α

∞∫
0

e−(Ξl+Ξe)z
2
α z

2
α−1dz. (35)

The proof concludes after evaluating the above integral.

APPENDIX C
PROOF OF LEMMA 2

Here let’s assume a point process where the points repre-
sents the received SNR at the ‘best’ (nearest) eavesdropper. Let
the SNR of the ‘best’ eavesdropper be defined according to
ζ̂e ,

{
PUE r

−α
e

σ2 , re ∈ Φe

}
. The intensity function of ζ̂e (before

fading) can be obtained by using Mapping theorem [47] as

λe(x) =
2πλe

α

(
PUE

σ2

) 2
α
r
− 2
α−1

i . (36)

As a result of fading, a point of ζ̂e will get displaced to a
new location according to {ye = heζ̂e}. Hence, the intensity of
the new marked point process of intensity λ̂e can be obtained
by the displacement theorem [47] as

λ̂e(y) =

∞∫
0

λe(x)f(x, y) dx, (37)

where

f(x, y) =
d

dy
(1− FH(x/y)) = x

y2 fH(y/x). (38)

After substituting equations (36) and (38) into (37), we get

λ̂e(y) =
1

α

∞∫
0

2πλe

(
PUE

σ2

) 2
α
x
−2
α −1f(x, y) dx,

=
1

α

∞∫
0

2πλe

(
PUE

σ2

) 2
α
x
−2
α −1fH(y/x) xy2 dx,

(z= y
x )

=
1

α
2πλe

(
PUE

σ2

) 2
α
y
−2
α −1

∞∫
0

z
2
α fH(z) dz,

=
1

α
2πλe

(
PUE

σ2

) 2
α
y
−2
α −1Ehe

(
h

2
α
e

)
. (39)

Thus, the path gain distribution for the ‘best’ eavesdropper
can be obtained using the void probability of PPP [47] in the
interval (z,∞) as

Fζ̂e(t) = exp

(
−
∞∫
z

λ̂e(y)dy

)
(40)

= exp

(
− 2πλe

α

(
PUE

σ2

) 2
α
Ehe

(
h

2
α
e

) ∞∫
z

y
−2
α −1dy

)
.

The proof concludes after solving the above integral.

APPENDIX D
PROOF OF LEMMA 4

From the equation (9), the CDF of ζ̃e can be written as

Fζ̃e(Te) = Pr

{
PUEIe

σ2
< Te

}
, (41)

where Ie =
∑

e∈Φe

|he|2re
−α and Te is the target rate at

eavesdropper.
Invoking a tight approximation described in [41], [46], we

have

Fζ̃e(z) = Pr

{
PUEIe

σ2
< Te

}
≈ Pr

{
PUEIe

σ2Te
< z

}
, (42)

where z is a normalised Gamma random variable with a shape
parameter N .

Furthermore, the CDF of ζ̃e can be upper bounded with
parameter a , N

(N !)−1/N by

Fζ̃e(z) < 1− EIe

[(
1− e−

aPUEIe
σ2Te

)N]
. (43)

After performing the binomial expansion, Fζ̃e reduces to

Fζ̃e(z) =

N∑
n=1

(−1)n+1

(
N

i

)
EIe

[
e
−anPUEIe

σ2Te

]
. (44)

This proof concludes after deriving Laplace transform of
the interference as depicted in Appendix A.
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Engineering with the École de Technologie Supérieure, University of Quebec, 
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