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Abstract
The concept behind IoT is as powerful as it is complex, and for the entities and modules in the IoT solution to mesh together 
perfectly, they all must be part of a well-thought-out structure. That is where accomplishing a deep understanding, IoT 
architecture becomes paramount given the complexity of IoT domains and platforms. In this paper, we present a compara-
tive analysis of IoT-architecture models based on IoT reference architecture proposed by ISO. Herewith, the paper aims at 
establishing a common grounding and language based on the business adoption reference IoT architecture vis-á-vis a standard 
model ISO/IEC 30141. We built an Analysis Architecture Quality Security Model-AAQSM based on quantitative metrics 
and scoring methods we have defined in reference to criteria standards. AAQSM helped unify evaluation metrics critical to 
fulfilling specific quality and security attribute requirements and classify architecture models by score.

Keywords Internet of Things · IoT architectures · ISO · Evaluation architecture approach · IoT security · Security standard · 
Quality requirements

Introduction

The Internet of Things (IoT) refers to the set of devices and 
systems that interconnect real-world sensors and actuators 
to cyberspace and the Internet. This includes many differ-
ent systems, such as smart homes and buildings, wearable 
devices for health and fitness, connected cars any many more 
monitoring devices including wireless sensor networks that 

measure the world around us such as air quality, and more. 
The growth of the number and diversity of IoT devices that 
are collecting data are extremely fast. Many studies estimate 
that there will be more than 100 billion connected objects by 
2025. McKinsey Global Institute predicts the IoT Market to 
be around 10 trillion US dollars by 2025 [1].

There are two key aspects to the development of IoT solu-
tions: the devices themselves and the platforms-side archi-
tecture that supports them. Nevertheless, there are several 
challenges in developing IoT solutions: the lack of com-
parative frameworks that quantify the quality and security 
of these solutions, the diversification of the IoT architec-
tures, and the variety of needs and usage of IoT solutions. 
Also, there remains a great deal of work to be carried out to 
develop appropriate evaluation approaches centered on the 
IoT system architecture models [2]. Pratap Singh [2] pro-
poses three different classifications for the IoT architectures: 
(i) domain-specific architectures, (ii) layer-specific architec-
tures, and (iii) industrial or commercial defined architec-
tures. In the commercial context, we spotted a variety of IoT 
Reference Architecture (IoT-RA) models used and presented 
by the providers. Thus, it is necessary to make a comparative 
study of IoT-RA in accordance with a standard reference 
model to be able to deeply understand the commercial pro-
posals and maps their similarities and differences.
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The International Standardization Organization (ISO) 
specified a standardized IoT Reference Architecture using 
a common vocabulary and reusable designs. It covers four 
architecture views: functional view, system view, networking 
view, and usage view. The standard identifies the character-
istics of IoT system into a generic IoT Conceptual Model. 
Studying the standard, exploring the architecture character-
istics, and mapping the AR providers models, we identified 
the possibility to build an evaluation approach based on a set 
of reference standards. The proposed evaluation framework 
aims to help IoT systems’ designers and developers meet all 
the principles and criteria which emphasis has been placed 
on for the IoT systems’ requirements.

One of the main contributions of this paper is the presen-
tation of a comparative analysis of four of the top commer-
cial Reference Architecture (RA) Models as ranked in [3]. 
Our comparative analysis is based on the ISO/IEC 30141 
reference IoT architecture [4]. Concretely, we are highlight-
ing the similarities on domain-based ISO RM, with an expo-
sure of the security capabilities of each provider. Last but 
not least, we provide in this paper a quantitative approach for 
IoT architecture evaluation based on specific frameworks for 
Analysis Architecture Quality Security Model (AAQSM).

The remaining paper is organized as follows: We start 
by providing an overview about the IoT-Architecture sur-
veys and studies over the related work section. We present 
the ISO/IEC 30141 reference model explaining the outline 
of the standard with a specific focus on the domain-based 
model. Then, we provide a description of each commer-
cial provider reference model followed by an analysis of 
similarities with the ISO standard. Thereafter, we introduce 
our evaluation approach including the quality and secu-
rity frameworks driven by examples of evaluation of two 
commercial Reference Architectures. Then, we discuss the 
results and challenging point in IoT-architecture models. 
Finally, we conclude the paper with our main observations 
and future work.

Related Work

In the literature, multiple studies have analyzing IoT-archi-
tecture based in different categorizations such as layer-
based architecture [5, 6], domain or sector-based models, 
also, commercial and industry defined models [3]. Those 
surveys aim to provide systemic classifications of different 
IoT architectures. Alshohoumi [7] performed a systematic 
review of existing IoT architectures including a set of 144 
studies from 2008 to 2018. They provided a classification 
based on the number of layers and the features deployed 
in each layer. Pratap Singh [2] studied industrial IoT archi-
tectures and described the differences between them. Same 
classification studies were performed in [6]; adding specific 

domain-based models [3] have provided a survey identify-
ing specific challenges depending in the application domain 
specifications. Ammar [8] presented a survey on security 
considerations in eight IoT architectures.

Even though those studies have performed systemic 
reviews on IoT architecture models, surveys of the IoT 
landscape and highlight technical challenges such as inter-
operability, scalability, security, energy efficiency, etc, still 
remain a remarkable gap on evaluation IoT-Architecture 
model studies and tools.

A recent paper has proposed an evaluation study [9]; 
they report multiple reference commercial models and 
provide evaluation analysis based on architecture criteria. 
However, they did not drive any similarities analysis, qual-
ity performance, or security focus. Which are of paramount 
importance as assessed and concluded in several studies [5, 
10–13].

To facilitate future research and to help the solution 
designers and developers understanding the IoT system 
architecture models, this paper contributes investigation and 
analysis of providers’ reference architecture models based on 
ISO standards which can help the developers’ comparison 
of widely used commercial providers’ architecture capabili-
ties. We analyze the RM model following ISO/IEC 30141 
standards using the ISO RM-domain-based model as a refer-
ence to highlight similarities with focus on security capac-
ity. Furthermore, through our current study, we present a 
qualitative approach for quality and security evaluation of 
IoT Reference Architecture.

ISO IoT Reference Model and Reference 
Architecture

In this section, we introduce the IoT Reference Architecture 
(IoT RA) defined in ISO/IEC 30141 [4], which we consider 
as our standard reference model.

The IoT RA outlines what the general structured approach 
for an IoT system shall be by providing an architectural 
framework. It delivers direction to guide designing and 
developing an IoT system. It also aims to provide a better 
understanding of IoT systems to the stakeholders of those 
systems. In this paper, we summarize essential aspects, char-
acteristics, and architectural views aligned with the architec-
ture description defined in ISO/IEC 30141. That reference 
model presents the following description:

• A Generic characteristic of IoT systems outlining the 
characteristics expected from an IoT system;

• A Conceptual Model (CM) describing a key concept 
characterizing an IoT system;

• A Reference Model (RM) providing the overall structure 
of the elements of the architecture;
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• Architecture views describing the architecture from sev-
eral perspectives as functional views.

IoT RA Structure

The IoT RA is derived from a Conceptual Model (CM) and 
a set of characteristics defining a Reference Model including 
one or multiple architectural views, as it shown in Fig. 1. 
The characteristics include functional based such as context 
awareness, network, connectivity, etc., while others can be 
non-functional, such as integrity, availability, and compli-
ance. In the other hand, the CM provides a common struc-
ture describing several vital concepts and the logical rela-
tions between the entities of an IoT System. Combined with 
the characteristics, it provides a background for Reference 
Model (RM) and the architectural views. ISO/IEC 30141 
breaks down the CM into height system-level entity-based 
RM and domain-based RM. In this paper, we are mainly 
studying the Domain-Based Model.

Domain‑Based IoT RM

The domains help the designers and developers of an IoT 
system to focus on various tasks that must be performed 
allowing a logical or physical subdivision. It is used to sort 
functions under different categories of responsibility, the 
main domains are: User Domain (UD), Operation and man-
agement Domain (OMD), application and services Domain 
(ASD), and Physical Entity Domain (PED), as shown in 
Fig. 2.

In our approach, we based our mapping providers’ refer-
ence model with the ISO Domain-IoT-based RM. We sum-
marize the ISO Domain-IoT based RM as follows:

User Domain (UD): Users are the actors of the UD. 
Users are both human and digital users. Human users inter-
act with services via user devices, through which users 
access the IoT environment. Such devices can take many 

forms. Digital users interact directly with services through 
interfaces.

Operation and Management Domain (OMD): System 
operators and managers are the main actors of the OMD. 
They are responsible to maintain the overall good opera-
tion of the IoT systems. The OMD incorporates the primary 
functions responsible for provisioning, managing, monitor-
ing, and optimizing the general systems’ operational per-
formance. The OMD typically includes the operation sup-
port system (OSS) and business support system (BSS), the 
systems by which the IoT system is managed, respectively, 
from an operational and a business viewpoint. The OMD is 
also responsible for overseeing the secure decommissioning 
of the IoT system when needed.

Application and Services Domain (ASD): Application 
and service providers represent the main actors of the ASD. 
It offers services to the IoT-User in the UD. The ASD con-
tains the applications and services offered by the provid-
ers. The users in the UD interact with the applications and 
services to satisfy their requests. They interact also with 
the entities in the SCD to obtain data or drive actions in the 
PED. The applications and services can be delivered through 
cloud services and interact with peripheral entities via the 
RAID involving external organizations and peer systems. In 
the ASD, the applications and services interact with compo-
nents in the OMD which are responsible for managing the 
operational aspects.

Resources and Interchange Domain (RID): The RAID 
runs mechanisms by which exterior entities can gate the 
capabilities of the IoT system. The main external entities 
are users interacting via their devices and peer systems. 
The abilities of the IoT system are accessible and controlled 
via one or more service interfaces. The RAID encloses the 
controlled endpoints offering the services. The fundamental 
capabilities proposed by the RAID are implemented by one 

Fig. 1  IoT RA structure ISO IEEE 42010 [4]

Fig. 2  Domain-IoT-based RM [4]
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or more of the other domains, basically the ASD and the 
OMD.

Sensing and Controlling Domain (SCD): IoT devices, 
sensors, and actuators are the principal actors of the SCD. 
The SCD consists of the sensors monitoring different aspects 
of the PED and, also, of the actuators which can act on 
the PED. It is a vital part of an IoT system which bridges 
between the cyber environment and the real world. This 
domain encloses other entities, such as IoT gateways, local 
data stores, and local services.

Physical Entity Domain (PED): It contains the Physical 
Entities in an IoT system. Thus, the PED is a central environ-
ment inside which an IoT system offers monitoring, sensing, 
and controlling functions.

In our study, we present each RM provider based on their 
references, we analyze their architecture by describing each 
component, layer, or domain, and give examples and ana-
lyze the similarity with the ISO RM, mainly the ISO Based-
Domain RM. We review the commercial models based on 
the ISO RM Based-Domain RM, as a domain model gener-
ally serves as a tool for human communication between peo-
ple working in similar domains or across different domains.

IoT Security

ISO/IEC 30141 described how proprieties such as safety, 
security, privacy and Personally Identifiable Information 
(PII) protection, resilience and reliability apply to IoT sys-
tems in the context of the IoT Reference Architecture. In 
fact, in accordance with ISO/IEC 30141, an IoT system 
should use an Information Security Management System to 
identify risks to the IoT system. Then, this system identifies 
and implements sets of security controls that are applied to 
the IoT system to address those risks. In addition, an IoT 
system product Security Life Cycle Reference Model to 
standardize a set of activities called “IoT system Security 
Controls”.

However, as IoT security is not detail led deeply in ISO/
IEC 30141, there is another standard that extends the prin-
ciples of IoT Security and provides guidance on the princi-
ples, the risks, and corresponding information security and 
privacy controls to mitigate those risks for the Internet of 
Things. This standard is the ISO/IEC DIS 27400 Cyber-
security—IoT security and privacy—Guidelines.1 In fact, 
this new standard identifies a set of ‘risk sources’ and ‘risk 
scenarios’ relevant to IoT. Then, it proposes a rational basis 
for the selection of security and privacy controls to miti-
gate those risks. In this paper, we will propose a framework 
to evaluate the security of IoT architectures based on this 
standard.

Commercial RA Models and Mapping 
with ISO

The Internet of Things systems are paving the way towards 
success, providing solutions in different sectors. However, 
they still complexes to design, develop, and operate, and no 
single IoT architectural model can provide support for all 
domains and solutions. Lately, some providers have released 
their IoT platform reference architectures with the aim to 
standardize the complex and fragmented IoT industry, help 
giving an overview, and abstraction of their capabilities. 
However, a deep comprehensive analysis of the providers’ 
reference models can provide a starting point for develop-
ers looking further for developing efficient and scalable IoT 
solutions. Using a standard like ISO can offer a highly valua-
ble abstraction of the architecture model’s main components 
and functionalities. Also, ease the valuation of the IoT-based 
system through different phases, design, implementation, 
operation, and maintenance. Further, provide a common 
approach to understand and compare providers’ AR-Model 
capabilities, components, services, and functionalities. In 
this section, we perform an analysis and ISO-based mapping 
for RA-IoT models of the top-ranked providers, Fig. 3 [3]

.

Intel Reference Architecture

Intel Model Analysis

Intel proposed an IoT Reference Architecture [14] that con-
tains three main components: things, network, and cloud. 
Intel presents their RM as a layer-based model including 
the following:

• Business and application layer, including components, 
e.g: APIs Libraries, Services orchestration, Business por-
tal, API management portal, and product portfolio.

Fig. 3  Top IoT company [3]

1 https:// www. iso. org/ stand ard/ 44373. html.

https://www.iso.org/standard/44373.html
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• Communication and connectivity layers, including com-
ponents, e.g.: Cloud data ingestion software, Enterprise 
services bus, Gateways, and Management agent.

• Data layer, including components, e.g.: Edge analytic 
agent, data agent, cloud data ingestion software, and 
operational DB.

• Management layer, including components, e.g.: Manage 
agent, devices cloud platform, data transport brokers, 
Management UI, Gateway, and Device agent.

• Control layer, including components, e.g.: Sensor hub, 
sensor handlers.

• Security layer, including components, e.g.: Intel HW 
security, McAfee embedded, ePolicy Orchestrator, and 
threat intelligence.

ISO vs. Intel

In this subsection, we analyze Intel RM through the ISO 
Domain-Based RM describing the similarities in function 
and services provided under each domain (Fig. 4).

User Domain (UD): As it can be easily observed, there is 
a considerable similarity between UD in ISO RM, the busi-
ness and application layers on Intel RM. Those layers utilize 
the application layer as an access point to different services.

Operation and Management Domain (OMD): We 
observe a similarity with communication and connectiv-
ity layer, which support data ingestion and device con-
trol. Intel IoT RA performs broad protocol normaliza-
tion, allowing multi-protocol data communication among 
devices at the edge as well as endpoint devices, gateways, 
the network, and the data center. It assures interaction with 
the edge data agent and ingests data coming from differ-
ent devices. Also, we observe accordance with the data 
layer in which Intel IoT RA addresses the need of valu-
able insights generated by data analytics by distributing 
the analytics and control among the edge/cloud, gateways 

and end point devices. And so also, here is a similitude, 
with the management layer through which Intel IoT RA 
provides manageability function through the device cloud. 
Each managed device had an agent which connects the 
device to the cloud, updates software, and supervises 
devices. Device cloud function includes among others: 
discover, register and provision new devices, update appli-
cation, manage data flows, upload or stream data, initiate 
action; manages access and users, etc.

Application and Services Domain (ASD): We noticed 
a similarity with business and application layer as they 
allow access point to many services. Also, there is a simi-
larity in services provided by Intel RM in its data layer and 
analytics. The Intel service orchestration ensures service 
level agreements across resource managers. It can access 
operation databases and data, via ESB (Fig. 4).

Resources and Interchange Domain (RAID): Intel 
RA provides manageability functions through the device 
cloud via the management layer. It offers services to assure 
device management via device agents, data interchange via 
data transport brokers. Also, provide management for user 
interfaces and end users’ access points.

Sensing and Controlling Domain (SCD) and Physi-
cal Entity Domain (PED): Those two domains present a 
similarity with the control layer in Intel RM. Intel provides 
directions to split up the management layer into a manage-
ment plane and control plane with policy, control object, 
and APIs. Also, offer remote control via a cloud/centered 
control programming.

• Security Capability: Is a cross-domain capability 
trustworthiness. Security in Intel RA spans endpoint 
devices, the network, and the cloud providing end-to-
end protection guided by MacAfee. It covers an end-
point device level, cloud level, and network level.

Fig. 4  Analysis of Intel IoT 
Architecture
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Microsoft Reference Architecture

Microsoft Model Analysis

Microsoft [15] present a reference architecture showing a 
recommended architecture for IoT application on Azure 
using platform-as-a-service (PaaS) component. This archi-
tecture consists of the following components:

• IoT devices, including components, e.g.: IoT devices, 
Edge IoT devices

• Cloud gateway, including components, e.g.: IoT hub.
• Device provisioning, including components, e.g.: IoT 

hub device provisioning services (DPS).
• Stream processing, including components, e.g.: Azure 

stream analytics, Azure databricks.
• Machine learning, including components, e.g.: Azure 

Machine learning.
• Warm path (WP) and Cold path (CP) storage, including 

components e.g.: Cosmos DB Azure and Blob storage.
• Data transformation, including components, e.g.: Pro-

tocol gateway, Azure function.
• Business process integration, including components, 

e.g.: Azure logic app.
• User management, including components, e.g.: Azure 

active directory.
• Security monitoring, including components, e.g.: Azure 

security center for IoT.

ISO vs. Microsoft

In this subsection, we analyze Microsoft RM through the 
ISO Domain-Based RM, Fig. 5.

User Domain (UD): We observed a similarity with the 
user management domain in the Azure model. It includes 
Azure activity directory and offers the possibilities of user 
management by restricting which users or groups can per-
form action on devices and, also, defines capabilities for 
users in applications.

Operation and Management Domain (OMD): We 
notice a similarity in functionalities related to data man-
agement in the intro/inter-domains level. Stream processing 
in Azure offers the possibility to join external data sources 
and manage the stream processing of data records. As well, 
we observe similarities with data transformation services in 
Azure as it provides different data management functionali-
ties such as converting and combining data points before and 
after reaching IoT hub. Also, we notice data management 
capabilities on the Warm and Cold Path (WP) and (CP) as 
they provide the possibility of managing and holding data 
for short or long term. As well as in the user management 
domain Azure offers operation management in users’ access 
and capabilities.

Application and Services Domain (ASD): We 
observe a similarity with Azure machine learning com-
ponent which allows predictive algorithms to be executed 
enabling scenarios such as predictive maintenance. Also, 

Fig. 5  Analysis Microsoft architecture
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with Microsoft business process integration which per-
forms action based on insights from the device’s data, 
including sorting informational messages, and sending 
email and SMS. Those services are offered over the Azure 
logic app.

Resources and Interchange Domain (RAID): We 
notice a similarity with Azure stream processing over 
Azure data bricks and Azure stream analytic which offers 
complex analysis at scale using time windowing func-
tions, also stream aggregations, and joins external data 
sources.

Sensing and Controlling Domain (SCD): Azure 
supports IoT devices on devices’ level, edge, and cloud. 
Over the cloud gateway, Azure provides a cloud hub for 
devices to be able to connect securely to the cloud. Also, 
it provides device management and other capabilities, 
including command and control of devices. Via IoT hub, 
Azure offers a hosted cloud service that ingests events 
from devices, performing as a message broker between 
devices and back-end services. It also maintains a secure 
connectivity, bidirectional communication, and device 
management. IoT hub device provisioning services (DPS) 
help assign and register devices to specific Azure IoT Hub 
endpoints.

Physical Entity Domain (PED): Azure supports PED 
by offering the capabilities to IoT and edge devices to 
securely register and connect to the gateways and cloud.

• Security Capability: Azure offers Security monitor-
ing via Azure security center for IoT which assures an 
end-to-end security solution for IoT workloads and sim-
plifies their protection by providing a unified control 
and intelligent threat prevention, and detection, also 
responses across workloads from devices via Edge as 
well as up through the cloud.

Cisco Reference Architecture

 Cisco Architecture Analysis

Cisco, Ref. [16] IoT Architecture is following a seven-
layer model, as shown in Fig. 6. Each layer is specified in 
accordance with the ISO Reference Architecture to present 
an industrial architecture that may be globally accepted. 
For the data, on the one hand, it is considered in motion 
across the Physical Devices and Controllers level, the Con-
nectivity level, the Edge/Fog level, and the Data Accumu-
lation level. On the other hand, it is considered at Rest for 
the Data Abstraction level, the Application level, and the 
Collaboration Processes level. The Cisco IoT Architecture 
describes how tasks at each level should be handled and 
the relationships between levels.

ISO vs. Cisco

In this subsection, we analyze Cisco RM through the ISO 
Domain-Based RM reporting the similarities in function and 
services offered under each domain (Fig. 6).

User Domain (UD): We observed a similarity with the 
level 7 of Cisco IoT architecture, Collaboration and Pro-
cesses. In fact, in this level, users interact directly with ser-
vices through well-described interfaces. It includes Cisco 
Intersight, a software-as-a-service (SaaS) infrastructure 
lifecycle management platform that delivers simplified con-
figuration, deployment, maintenance, and support for IoT 
platforms. In addition, we identify in this layer the Nexus 
dashboard, which can provide a unified operation view 
across diverse IoT platforms.

Operation Management Domain (OMD): We notice 
that no services or products are provided currently by Cisco 
for this domain.

Application and Services Domain (ASD): We notice a 
similarity with some functionalities in Level 6 is the applica-
tion level that includes mobile applications, business intel-
ligence reports, analytic applications, etc. For example, the 
Cisco Application Services Engine provides real-time ana-
lytics, visibility, and assurance for policy and infrastructure 
of IoT platforms.

Resources and Interchange Domain (RAID): We notice 
a similarity with some functionalities in Level 4, Data Accu-
mulation, as the data in motion are converted to data at rest. 
This includes transforming the format of the data from 
network packets to database relational tables and achiev-
ing transition from “Event-based” to “Query-based” com-
puting. In addition, the data abstraction in level 5 includes 
reconciling multiple data formats from different sources 
and confirming that data are complete to the higher-level 
application.

Sensing and Controlling Domain (SCD): Communica-
tions and connectivity are concentrated in Level 2 of the 
Cisco IoT architecture model. At the level 3 Edge (Fog) 
Computing, The Functions of Level 3 are driven by the need 
to convert data flows generated at the network level into data 
that can be used for storage and processing at the next Level 
(data accumulation).

Physical Entity Domain (PED): This domain is specified 
in Level 1 of the Cisco IoT architectures: Physical Devices 
and Controllers. However, we notice that no services nor 
products are provided currently by Cisco for this domain.

• Security Capability: Cisco specified an IoT Threat 
Defense framework that takes an architectural approach 
to protecting IoT. Among others, this framework attends 
to secure the devices and applications that are present on 
IoT platforms and to defend against high-risk activity on 
these platforms.
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Google Reference Architecture

 Google Architecture Analysis

Google Cloud Platform (GCP) presents an IoT architecture 
to connect IoT devices and manage/analyze their related 
data in the edge or the cloud [17]. In this architecture, we 
are observing that Google is following the ISO reference 
architecture with all its components, the device, gateway, 
cloud services and applications, and data usage systems.

The gateway can manage data on behalf of one or a 
set of devices. Its main role in the Google Reference 

Architecture is to ensure that devices can send the col-
lected data to the cloud services even if they are not con-
nected directly to the internet.

While identifying the similarities and divergence 
between Google architecture and ISO reference archi-
tecture, Fig. 7, we observed that there is a high empha-
sis in the Data Analytics in the Cloud. Indeed, the data 
from each device are sent to Google Cloud, where it is 
processed and combined with data from other devices to 
present the service layers (layer 3 in ISO), and potentially 
orchestrate the interaction with the human and digital 
users (layer 4).

Fig. 6  Analysis of Cisco IoT 
Architecture
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ISO vs. Google

In the following, we analyze Google RM through the ISO 
Domain-Based RM outlining the similarities under each 
domain, Fig. 7.

User Domain (UD)): Google IoT architecture ensures 
in this domain the interaction with data based on services, 
such as Datalab, Google Data Studio, and Google insights. 
Concretely, Datalab may be used by a user to interactively 
explore, transform, analyze, and visualize the data using a 
hosted online data workbench environment based on the 
open-source Jupyter project. In addition, the Google Data 
Studio is used to connect with IoT data and to visualize them 
through interactive reports. Finally, Google insights allows 
the detection of automated insights (that detects unusual 
changes or emerging trends in IoT data) and custom insights 
(that creates conditions that detect specific changes in IoT 
data).

Operation and Management domain (OMD): Google 
IoT architecture proposes IoT Core as a fully managed ser-
vice for managing devices and secure their communications. 

This includes several tasks, such as the registration, authen-
tication, and authorization if IoT devices inside the Google 
Cloud resource hierarchy, and the ability to send IoT device 
configuration from the service to IoT devices.

Application and Services Domain (ASD): According 
to Google IoT architecture, the application and services’ 
domain are implemented through Cloud Functions which 
allows the users to write custom logic that can be applied 
to each event as it occurs. This is used to raise alerts, filter 
invalid data, or invoke other APIs. If the user needs to pro-
cess data and events with more complex analytics, Dataflow 
provides analytic tools which can be useful to streaming and 
batch data including time windowing techniques and con-
verging data from various streams. Finally, Pub/Sub offers a 
global and durable message ingestion service. The user can 
enable various components of an application to subscribe 
to specific streams of data without the need to construct 
subscriber-specific channels on each device, thus by creating 
topics for different streams or channels. Pub/Sub also allo-
cates the users to connect to other Google Cloud services, 
such as ingestion, data pipelines, and storage systems, etc.

Fig. 7  Analysis of Google IoT 
Architecture
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Resources and Interchange Domain (RAID): Google is 
presenting a set of AI and big data resources as mechanisms 
by which external entities can access the capabilities of the 
IoT system. For example, the Cloud Machine Learning pro-
vides fully configured environments to train models in the 
cloud with AI Platform Training services. On the one hand, 
BigQuery provides a fully managed data warehouse with 
a familiar SQL interface, so the user can store the devices 
data along with any of other enterprise analytics and logs. 
It also offers a better choice for queries that require data 
aggregation. On the other hand, Cloud Bigtable delivers a 
low-latency and high-throughput database for NoSQL data. 
It works better for queries that act on rows or groups of 
consecutive rows, as the Cloud Bigtable stores data using a 
row-based format.

Sensing and Controlling Domain (SCD): according to 
Google IoT architecture, this domain is presented as an Edge 
Gateway that manages and monitors the interchange of data 
with Cloud IoT Core. Several tools are ensuring this capa-
bility such as the Edge IoT Core runtime which connects 
edge devices to the cloud, allowing software and firmware 
to update and to manage data exchange with Cloud IoT Core. 
Moreover, Edge Connect is a Google component to connect 
IoT devices to the edge. In addition, users may use Linux 
OS services to connect IoT devices to the edge. As local ser-
vices, we are identifying the Edge TPU, which can run AI at 
the edge. It brings high performance in a small physical and 
power footprint, allowing the deployment of high-accuracy 
AI at the edge. In addition, users may use GPUs or CPUs 
on Computing Engine instances to run your machine learn-
ing. We are also identifying the Edge ML runtime, which 
performs local ML inference using pre-trained models to 
reduce latency and increase the versatility of edge devices.

Physical Entity Domain (PED): For Google IoT archi-
tecture, this domain presents the IoT devices that detect 
physical signals and transform them to digital forms. The 
devices support voice commands and allow interaction with 
services through Google Assistant. Both in-house and third-
party services are integrated, allowing various services for 
end users such as listening to music, controlling playback of 
videos or photos, or receiving news updates by voice. Some 
devices have integrated support for home automation, allow-
ing users control smart home via voice command.

• Security Capability: In Google, IoT architecture is 
ensured through the secure services’ deployment, secure 
data storage with end-user privacy protections, secure 
communications between services, secure and private 
communications between users and IoT devices. Con-
cretely, the Cloud IoT Core offers a set of security fea-
tures such as per-device public/private key authentica-
tion, Identity and Access Management (IAM) roles and 
permission, etc.

Proposed Evaluation Approach

Architecture evaluation is an important activity to assess 
the potential of a chosen model. It is a fundamental step in 
the development solution’s roadmap in the aims to provide 
a system capable of fulfilling required quality requirements, 
also define potential risk. Due to the complexity of an IoT-
architecture model, it has been very challenging to even 
have a reference architectural model as a consensus. In the 
past few years, as shown in the present paper, organizations, 
researchers, and practitioners have proposed RA models to 
ease the understanding of IoT architecture and the use of 
some existing solution frameworks. However, we still face a 
lack of evaluation tools to help developers and architectures 
to report an objective evaluation based on clear metrics and 
evaluation criteria. Thus, we propose an evaluation frame-
work centered on architecture quality criteria based on ISO, 
also a security evaluation framework inspired by a compiling 
security reference and standards.

Evaluation Methodology

We propose an IoT reference architecture evaluation 
approach established on the Maximum Expectations 
(MAX-E) of an IoT-Architecture Model in functionality 
(Table 1), quality (Table 2), and security (Table 3). The 
Methodology is based on the following features:

• Standard ISO/IEC 30141 IT-IoT RA: Based on ISO 
30141, the framework defines functional, architectural, 
and security criteria, described by the above-mentioned 
standards as the Main Characteristics of the IoT Systems.

• Criteria score: We specified scoring methods to define 
the existence or not, of a specific criterion. We are 
using as score 0 to 2, (0) Do not exist, (1) Partially 
exist or not clear, (2) Exist.

• Relevance weight: Derived from the level of relevance, 
as described by the ISO standard. We define a weight 
from 1 to 3: (1) Not relevant, (2) Relevant nice to have, 
and (3) Relevant must have.

• Value criteria (V): Value is then a multiplication of the 
criteria score (S) by the criteria relevance weight:(W)

• Total points value Architecture Model: Is the sum of 
all the value criteria (defining j as the criteria index):

  V(A) = ΣjS.W.

We tested our framework on two companies’ models 
respecting confidentiality, ethic, and privacy, and we give 
the companies fictitious names, a company X and company 
Y instead of the commercial brand to assure the neutrality 
of our a scientific and research work.
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Architecture Quality Evaluation Framework

Quality architectural evaluation reveals risks in the system 
design, and also brings central information about architec-
ture components and functionalities. As the IoT solution 
is a pervasive system including different views, it can be 
approached by the entities-based or functional-based view 
as described in the preliminary sections ISO model and RA 
mapping.

Architecture Quality Evaluation Criteria

Architecture quality evaluation is based on architectural 
criteria and functional criteria as described in detail below.

Architectural Criteria

• Functional and Management Capability Separation: 
Functional interfaces and IoT component capabilities 

are properly separated, offering different endpoints 
for the management interface and functional interface 
which need to be handled by different software compo-
nents.

• Composability: Is the ability to congregate various dis-
crete IoT components into an IoT system to accomplish a 
set of objectives. Heterogeneity: Is the ability to support 
a various set of components, and logical and physical 
entities of an IoT system that interact in different ways.

• Highly Distributed Systems: It defines systems that, 
while being functionally integrated, include subsystems 
that can be physically separated in various and remote 
locations.

• Legacy Support: Is the concept that an IoT system 
might need to incorporate existing installed compo-
nents, even where these components embody technolo-
gies that are no longer standard or approved. A service, 
protocol, device, system, component, technology, or 

Table 1  Functional criteria and 
architectural function evaluation

Functional criteria R-Weight MAX-E Company X Company Y

Accuracy 2 2 1 1
Auto-configuration 2 2 2 2
Compliance 2 4 2 2
Context-awareness 2 4 2 4
Content-awareness 2 4 2 2
Data (4V) 2 4 2 4
Discoverability 3 6 6 6
Self-description 3 6 6 3
Flexibility 1 6 6 3
Manageability 3 6 6 6
Network Management and Operation 1 2 2 2
Network Communication 3 6 6 3
Real-Time Capability 2 4 2 4
Service Subscription 2 4 2 2

Score-Sum 60 47 44

Table 2  Architectural criteria 
and architectural quality 
evaluation

Architectural criteria R-Weight MAX-E Company X Company Y

Composability 3 6 6 6
Functional and management operation 3 6 6 6
Heterogeneity 3 6 6 6
Highly distributed systems 2 4 4 4
Legacy support 2 4 4 4
Modularity 2 4 4 4
Network Connectivity 3 6 6 3
Scalability 2 4 4 4
Sherability 2 4 2 4
Unique identification 3 6 6 6
Well defined component 3 6 6 3

Score-Sum 56 54 50
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standard that is outdated but which is still in current 
use, can be incorporated into an IoT system.

• Modularity: Is a property allowing components to be 
combined forming larger systems, also easily removed 
and replaced with a similar size module or logical and 
physical interface.

• Network Connectivity: Communication capability is a 
core concept of IoT. It enables various other IoT char-
acteristics including composability, resilience, share’s 
ability, scalability, and discoverability.

• Scalability: Is the ability of a system to continue work-
ing effectively as the size, complexity, and volume of 
the system’s workflow is increased.

• Shareability: It defined as the capacity of a system’s 
component to be accessed and its resources allocated 
communally among different interconnected systems.

• Unique Identification: Is the characteristic of an IoT 
system to clearly and repeatedly associate the entities 
within the system using individual code, symbols, or 
numbers, which allow easy interaction with those enti-
ties and enable control and trace of their activities.

• Well-Defined Components: It allows an accurate 
description of the capabilities and characteristics of the 
system’s IoT entities including associated uncertainties, 
configuration, security, etc.

Functional Criteria

• Accuracy: Depending on the context, an appropriate 
level of accuracy is necessary and might be required 
for the IoT system deployment and operation.

• Auto-configuration: It defines the devices automatic 
configuration based on their predefined interworking 
rules, which allow the IoT system to react to specific 
devices also conditions to their addition or removal. It 
is useful for large-scale IoT system to dynamically react 
to different changes.

• Compliance: Is the characteristic of conforming to dif-
ferent rules, regulation, standard, and policy. Deploy-
ment of IoT system can require adherence to a various 
of regulation and law which may need specific configu-
rations to assess the IoT devices and system to function 
in certain context usage.

• Context-Awareness: Is the ability to monitor its own 
environment in which the device or the system is oper-
ating, based on real-world observation and information, 
such as time, location, and more. Context-awareness 
allows IoT systems to be flexible and user centric.

• Content-Awareness: Is the characteristic of having 
good enough knowledge of the information in an IoT 

Table 3  Security criteria and security assurance evaluation

Security criteria R-Weight MAX-E Company X Company Y

Availability 3 12 6 3
 First Sub Criteria Secure Data Storage 3 6 6 3
 Second Sub Criteria Service Availability Assurance 3 6 0 0

Confidentiality  2 8 4 2
 First Sub Criteria Data Possession Management 2 4 0 0
 Second Sub Criteria Identity and Access Management 2 4 4 2

Integrity 3 12 6 3
 First Sub Criteria Vulnerability Assessment of IoT Devices 3 6 6 3
 Second Sub Criteria Data Integrity Assurance 3 6 0 0

Protection of Personally Identifiable information 2 8 2 4
 First Sub Criteria Privacy Assessment and Management 2 4 0 0
 Second Sub Criteria Privacy Protection 2 4 2 4

Reliability  1 4 2 4
 First Sub Criteria Failure Management 1 2 0 2
 Second Sub Criteria Security Threat Assessment 1 2 2 2

Resilience 1 4 0 4
 First Sub Criteria Fault Tolerance 1 2 0 2
 Second Sub Criteria Adaptability 1 2 0 2

Safety 1 4 0 4
 First Sub Criteria Implementation of Safety Standards 1 2 0 2
 Second Sub Criteria IoT Safety Protection 1 2 0 2

Score-Sum 52 20 24
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entity and its associated metadata which support appro-
priate functional operations.

• Data Characteristics (4v): The data 4Vs derives from 
big data system characteristics, as the IoT systems are 
the source of large volume data, generated from diverse 
locations and with a wide variety of data types.

• Discoverability: Defines the ability of an endpoint on the 
network to be dynamically found and reports its services 
and capabilities through a query or a self-advertising 
mechanism.

• Flexibility: Is the ability of an IoT entity or system to 
provide a various range of functionalities suitable to a 
specific need or context.

• Service Subscription: As IoT system services are often 
established in the basis of the subscription model, it is 
important that the IoT service provider designs, operates, 
and maintains a clear mechanism for the subscriptions.

Security Assurance Evaluation Framework

It is commonly used to define the security as the combina-
tion of availability, confidentiality, and integrity. More spe-
cifically in ISO/IEC 20924, trustworthiness is defined as fol-
lows: “Degree of confidence that a stakeholder has that the 
system performs as expected with characteristics including 
safety, security, privacy, reliability and resilience, in the face 
of environmental disruptions, human errors, system faults 
and attacks.” Inspired by this definition, by the ISO speci-
fication of IoT security described in ISO/IEC DIS 27400 
Cybersecurity—IoT security and privacy—Guidelines,2 we 
are proposing to evaluate the security of IoT architectures 
based on a set of criteria, we identify their relevance in 
accordance with the ISO Reference Architecture.

Security Criteria

Availability: This property means that the IoT architecture 
provides ways to ensure the continuous accessibility and 
usability of devices, data, and services by an authorized 
entity. We select the following two considerations in this 
propriety:

• Secure Data Storage: The user needs to store data gen-
erated from the Internet of Things and these data grow 
exponentially. We will evaluate whether the proposed 
architecture allows the user to store the IoT data on the 
cloud securely to be available in a timely manner.

• Service Availability Assurance: We will evalu-
ate whether the proposed architecture can provide the 
required availability in a resource-efficient manner, by 
dynamically providing failure detection in IoT services 
and recovery function according to service characteris-
tics.

Confidentiality: This property means that the IoT architec-
ture provides ways to protect sensitive data to being available 
or disclosed to unauthorized entities. We select the following 
two considerations in this propriety:

• Data Possession Management: We will evaluate 
whether the proposed architecture record data origins, 
and manage the data possession and the history of data 
generation with processing.

• Identity and Access Management: We will evaluate 
whether the proposed architecture provides a way for 
management Identity Access Management by identify-
ing users and things (this includes user authentication, 
authorization, and consent).

Integrity: This property means that the IoT architecture 
provides ways to protect sensitive data to being available or 
disclosed to unauthorized entities. We select the following 
two considerations in this propriety:

• Vulnerability Assessment of IoT Devices: We will 
evaluate whether the proposed architecture includes a 
process of identifying, quantifying, and prioritizing the 
vulnerabilities in IoT devices.

• Data Integrity Assurance: We will evaluate whether the 
proposed architecture ensures that data collected, shared, 
and stored in IoT is complete, original, consistent, attrib-
utable, and accurate.

Protection of Personally Identifiable information: This 
propriety includes several principles to be handled by the 
IoT architecture, such as consent management, information 
collection limitation, and data minimization.

• Privacy Assessment and Management: We will evalu-
ate whether the proposed architecture provides a way to 
assess privacy risks associated with IoT systems.

• Privacy Protection: We will evaluate whether the pro-
posed architecture provides sensitive Data Protection 
through mechanisms such as anonymization.

Reliability: This property means that the IoT architecture 
provides ways to ensure that the data are consistent, and 
the communication is following an intended behaviour. We 
select the following two considerations in this propriety:

2 https:// www. iso. org/ stand ard/ 44373. html.

https://www.iso.org/standard/44373.html
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• Failure Management: Failures in IoT can be due to hard-
ware, software, connectivity, or unexpected adverse condi-
tions. We will evaluate whether the proposed architecture 
provides the ability to log and retry failures in IoT plat-
forms.

• Security Threat Assessment: We will evaluate whether 
the proposed architecture assesses threats and risks which 
consider the dynamics and uniqueness of IoT.

Resilience: This property means that the IoT architecture can 
adapt its component to continue to implement its functions 
regardless changes and faults. We select the following two 
considerations in this propriety:

• Fault Tolerance: We will evaluate whether the proposed 
architecture ensures a fault-tolerant IoT.

• Adaptability: We will evaluate whether the proposed 
architecture can adapt and evolve to defend against future 
threats.

Safety: This property means that the IoT architecture is mak-
ing proper consideration of safety factors. We select the fol-
lowing two considerations in this propriety:

• Implementation of Safety Standards: This includes com-
pliance with safety standards.

• IoT Safety Protection: We will evaluate whether the pro-
posed architecture provides mechanisms of preventing, 
reducing, or mitigating the potential for undesired out-
comes; specifically, damage, harm, or loss.

 Results and Discussion

Generic Result

Tables 1, 2 and 3 presents our evaluation approach based, 
respectively, on functional, architectural criteria and secu-
rity assurance requirements. We describe criteria, weight, 
and scoring for each category. We provide a reference score 
Max-E and we generate scoring for two IoT-Architecture 
models, developed by two worldwide companies, we called 
“Company-X” and “Company-Y”.

The Score-Sum provides a global score for each category 
compared to the MAX-E reference score. The presented 
graphical evaluation of the Company X and Y vs. the scores 
of MAX-E, for the purpose to have a reference to best archi-
tectures scores values (Figs. 8, 9 and 11).

Regarding the architectural quality, Fig. 8, we observe 
that the companies reach the average or the max of each 
criterion and attain a high sum score near the sum MAX-E. 
That is due to the fact since the provider tries to cover dif-
ferent needed components supporting IoT solutions. Still, 
the network communication is not a component provided or 
supported clearly by different providers.

A rather similar trend can be observed among functional 
criteria Fig. 9 but with an exception on specific criteria 
regarding more cognitive capacities and data management, 
such as context awareness, content awareness, data, etc., 
which likely indicates a business focus of certain providers’ 
services on offer (see Fig. 10).

A global scores are presented in Figs. 11, 12, and 13.

Fig. 8  Architectural Evaluation
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Discussion

Following the need of offering a deep understanding of the 
existing Reference IoT architecture and the urgent necessity 
of a common vocabulary, we have investigated the state-of-
the-art of the top existing IoT Reference model presented by 
the commercial provider. Which we analyzed and mapped 
based on ISO reference architecture.

By choosing a referential standard model as ISO, we 
could evaluate different architectures in accordance with 
an international standard that defines the functionalities 
and capabilities that an IoT architecture must provide. As 

expected, we observe that there is no single consensus on 
IoT architecture. The complexity of the IoT domain, as well 
as the diversity of IoT-based solutions, are among others, 
reasons for differences among the IoT architectures. The 

Fig. 9  Functional evaluation

Fig. 10  Security assurance evaluation

Fig. 11  Security score

Fig. 12  Architectural quality total score
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proposed study and mapping approach aim to provide a 
common tool for architecture analysis that may be used by 
developers and designers across different domains, including 
different stakeholders and end users.

ISO RM proposes a structured architecture combining 
views and characteristics which we used to classify the 
functionalities of the different providers’ RM components. 
There is no obligation for any IoT system for those charac-
teristics defined by the ISO entities-based or domain-based 
reference model. However, it is still essential for any IoT 
architect to reflect those concepts in his design. In another 
hand, the ISO model offers a common structure describing 
fundamental concepts and the logical relations between the 
entities of an IoT System. Combined with the characteristics 
it provides, a background for the Reference Model (RM) and 
the architectural views which were the basis of our analysis 
approach and the fundamental vital component for a robust 
IoT-based solution.

Given the importance of the security aspect, we had a 
specific analysis point on the security capability. As noted, 
the providers present their model including security capa-
bilities; however, not all of them provide specific security 
capabilities for each domain. We also noticed the absence of 
any specific protocols discussing privacy along the data life 
cycle; which is also unfortunately absent on ISO reference 
document under any clear and precise recommendations to 
tackle security and privacy issues or/and policies.

Inspired by the ISO RM and quality criteria combined 
with security assurance concepts and standard, we specified 
an evaluation framework for IoT-architecture models.

To provide a clear and granular approach, we defined 
architectural quality evaluation centered on multiple criteria 
and sub-criteria where needed. We specified an architec-
tural quality framework evaluation based on architectural 
and functional criteria. We have observed a global trend in 

respecting the main and mandatory requirement for func-
tionality as flexibility, scalability, manageability, auto-con-
figuration, and self-description. Also, for the specific IoT 
system expectations such as discoverability, legacy sup-
port, modularity, unique identification, well-defined com-
ponents and highly distributed system capacity, Figs. 8 and 
12. However, some criteria remain not clear in the provider 
reference architectural RM description or not covered. This 
may be due mostly to the business focus and market trend 
which still way from adoption of some integration related 
to the data valorization and cognitive capacities on the IoT 
systems. Particular attention must be paid to improving the 
awareness capacities of the systems as context [18, 19] and 
content awareness and also data management and analytic 
services [20, 21].

In Table 3 and Fig. 10, we showed a ruining example of 
our proposed security framework by evaluating two of the 
most used IoT architectures. Our evaluation showed a clear 
lack of security criteria implemented in IoT architectures. 
Indeed, in the absence of a mandatory standard for basic 
security implementation, IoT manufacturers only focus on 
device functionality [22]. For example, we noticed that the 
analyzed IoT architectures do not present mechanisms to 
check for vulnerabilities in the IoT platforms, or in the asso-
ciated applications.

The most common reason behind this fact is that the first 
and sometimes the only priority of IoT providers is to reduce 
production costs and speed time to market [23]. Concretely, 
many IoT manufacturers prioritize convenience over secu-
rity [24]. Although some IoT architectures provide privacy 
and security protections, this protection is still far from the 
required one described in ISO standard.

As an increasing number of IoT-connected devices make 
massive entry into our ecosystem, companies need to care-
fully assess the security capabilities of the IoT providers and 
their related architectures. Currently, the security personnel 
are already busy with frequent, but relatively minor vulner-
abilities, they will find it difficult to cope with new potential 
and damaging risks related to IoT platforms [25].

Conclusion

With the diversification of IoT tools and solutions, it became 
hard to evaluate and to compare the different IoT architec-
tures. Thus, we presented a study that compares a set of the 
most adopted IoT architectures in accordance with the ISO 
reference model. In addition, inspired by the quality and 
security criteria specified in that standard, we presented an 
evaluation framework, AAQSM, that evaluates the quality 
and the security of IoT architectures. We aim that our study 
benefits researchers that performing comparative analysis 
of IoT architectures and enthusiast that needs to choose 

Fig. 13  Total evaluation score
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the most suitable IoT providers in accordance with ISO 
recommendations.

More models’ data can provide a deeper analysis of the 
quality and security of IoT architecture. It will also allow 
a richer metric to estimate deviation calculated based on 
impact which we were not able to have any information 
about it. Once available, a dynamic assessment quality and 
security framework can be developed it.

Our future work includes (i) a quantitative analysis and a 
systematic literature review of IoT architectures, including 
industrial and open-source platforms (ii), and the explora-
tion of correctness measures to improve the quality and the 
security of IoT architectures.
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