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Abstract: This paper introduces a novel and robust data-driven algorithm designed for Aircraft
Trajectory Prediction (ATP). The approach employs a Neural Network architecture to predict future
aircraft trajectories, utilizing input variables such as latitude, longitude, altitude, heading, speed, and
time. The model’s foundation is rooted in the Generative Adversarial Network (GAN) framework,
known for its inherent generative capabilities, rendering it remarkably resilient against Adversarial
Attacks. To enhance its credibility, the Blockchain is employed as a Ledger Technology (LT) to securely
store legitimate predicted values utilized in subsequent trajectory predictions. The Blockchain ensures
that only authorized and non-adversarial samples are stored in the blocks, rejecting any adversarial
predictions. In the validation process, trajectory data for training the GAN model were generated
through the UAS-54 Ehécatl simulation model. The performance evaluation relies on the model’s
resistance to adversarial attacks, measured by fooling rates. The results acquired affirm the excellent
efficacy of the GAN model, Secured by Blockchain, approaching against adversarial attacks.

Keywords: robustness; aircraft trajectory prediction; generative adversarial networks; blockchain

1. Introduction

Aerial transportation may be formulated as critical aviation problem with special
requirements to ensure flight safety [1]. In fact, “safety” is the first and main concern
related to the aerial transportation [2,3]. The design and development of a reliable trans-
portation algorithm require awareness of aircraft trajectories [4]. Trajectory awareness
can significantly increase aerial transportation performance [5]. The prediction of future
trajectories contributes to the Aerial Transportation Algorithm [6] (ATA) in terms of path
planning and collision avoidance [7].

Precise trajectory prediction can boost an ATA’s efficiency in terms of safety, costs,
and time [8]. Numerous research investigations have concentrated on precise trajectory
prediction as a fundamental requirement for enhancing safe and efficient ATAs [9]. Eu-
rocontrol’s CASCADE Project [10], NASA’s Air Traffic Management Research [11], and
Single European Sky ATM Research (SESAR) [12] are the most well-known practical ap-
plications for accurate trajectory prediction in the real world. Eurocontrol implemented
advanced trajectory prediction algorithms that analyze real-time data from aircraft, weather
conditions, and air traffic control systems. By accurately predicting aircraft trajectories,
controllers can proactively identify potential conflicts between flights and provide timely
instructions to pilots to avoid collisions. NASA’s AAC project incorporates advanced tra-
jectory prediction algorithms to model aircraft movements and predict potential conflicts.
By integrating data from various sources, including radar, ADS-B (Automatic Dependent
Surveillance-Broadcast), and weather data, the system can anticipate trajectory deviations
and suggest route adjustments to air traffic controllers. Within SESAR, trajectory prediction
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is a fundamental component of the “trajectory-based operations” concept. This involves
using accurate trajectory predictions to enable more precise planning and coordination of
flights, from departure to arrival.

In this context, our research has been directed toward formulating and creating a
reliable methodology for precise predictions of aircraft trajectories. In essence, there are
two methods that can be employed for predicting flight paths: the “Deterministic” ap-
proach [13] and the “Probabilistic” approach [14]. Predictions of deterministic trajectories
involve methods where forthcoming paths are determined based on their initial parameter
values. Deterministic methodologies can be designed using statistical [15], artificial intel-
ligence [16], and hybrid [17] models. Receding Horizon techniques that utilize kinematic
and kinetic models have been the dominant type applied and have demonstrated their
effectiveness [18,19].

Deterministic methods have the ability to forecast aircraft paths by solving intricate
dynamic programming problems while considering various constraints [20]. While they
are good in predicting short-term trajectories, their accuracy reduces over the long-term
due to error propagation throughout the prediction horizon [21]. This error is due to variety
of factors including complexity of dynamic environments, uncertainty in environmental
conditions, limited data and observations, nonlinear behavior of dynamic environments,
interaction and cooperation complexity, cumulative sensing and actuation errors, and
computational loads [22]. Hence, probabilistic [23] approaches were created and advanced
to enhance the accuracy of long-term trajectory prediction.

Regarding probabilistic techniques, evolutionary algorithms [24], such as Genetic
Algorithms (GAs) [25], Particle Swarm Optimization (PSO) [26], and hybrid GA-PSO, have
effectively been employed for probabilistic ATP [27]. GA simulates evolution by generating
a population of potential solutions, evaluating their fitness, selecting the fittest individuals,
combining their traits through crossover and mutation, and iterating over generations
to improve solutions. This diversity-driven approach helps explore various possibilities
and avoids getting stuck in local optima, making it suitable for probabilistic prediction
where uncertainty is prevalent. PSO imitates the social behavior of particles in a swarm.
Particles move through the solution space, adjusting their positions based on their own
experiences and the swarm’s best results. This balance between local and global exploration
allows PSO to effectively handle uncertainty and produce diverse solutions, making it
fitting for probabilistic prediction tasks where multiple outcomes need to be considered.
Both algorithms offer ways to navigate complex solution spaces and embrace uncertainty,
making them well-suited for generating a range of potential outcomes in probabilistic
prediction scenarios. However, these evolutionary algorithms focused solely on nearby
local consistencies during their optimization process [28], resulting in generating single
point locations without considering the entire trajectory.

The trajectory prediction problems have been revolutionized by Neural Networks
(NN) employing deep structures that rely on data loggers that provide extensive and rich
datasets [29]. By employing deterministic datasets and architectures, featuring probabilistic
activation functions, NN models can be trained to achieve highly accurate predictions of
long-term trajectories. A variety of data-driven models, including Logistic Regression (LR),
Deep Neural Network (DNN), Support Vector Regression (SVR), Recurrent Neural Network
(RNN), Convolutional Neural Network (CNN), and Long-Short Term Memory (LSTM)
models, have been effectively utilized as benchmark techniques for ATPs [30]. Regarding
the representative neural network for trajectory prediction, hybrid architectures combining
transformers and recurrent layers are among the most novel approaches. Combinations of
transformers and recurrent layers [31] to leverage the strengths of both architectures have
emerged. Transformers excel at capturing global dependencies, while recurrent layers are
efficient at modeling temporal patterns. These architectures could significantly improve
trajectory prediction performances.

While NN ATP models demonstrated strong performance in terms of prediction
accuracy, they exhibited vulnerability to adversarial attacks [32]. Adversarial attacks on



Appl. Sci. 2023,13, 9503

30f15

trajectory prediction models pose serious risks to various applications, including flight
safety and operational efficiency. These attacks can exploit the vulnerabilities of neural
network models, leading to incorrect predictions that could have far-reaching consequences.
It may cause collisions due to airspace congestion, misleading control decisions, operational
delays [33].

The ATA’s major concern, i.e., safety, was affected by the Adapted Fast Gradient Sign
Method (AFGSM) attacks. Furthermore, even with enhanced resilience through adversarial
retraining, ATP models continued to be vulnerable to black-box adversarial attacks [34].
Therefore, we conducted a study aimed at devising a resilient algorithm founded on the
principles of the Generative Adversarial Network (GAN) methodology [35] to be robust
against both white- and black-box adversarial attacks.

Generative Adversarial Networks (GANSs) offer a unique approach to trajectory pre-
diction, utilizing two components—a generator and discriminator—to generate realistic
trajectory predictions. The generator learns from historical data to create synthetic trajecto-
ries, while the discriminator evaluates their authenticity. GANs excel in capturing complex
patterns and generating diverse, plausible trajectories. They are especially suitable for tasks
that involve uncertain outcomes and multiple potential paths. However, challenges such
as mode collapse, training instability, and ensuring realism need to be addressed for GANs
to reach their full potential in producing accurate and safe trajectory predictions [36].

The Generative Adversarial Network (GAN) is structured around two networks:
the “Generator” and the “Discriminator”. Utilizing the original dataset, the “Generator”
learns to generate new datasets with similar statistics to the original data, while the “Dis-
criminator” assesses these generated datasets [35]. This framework finds application in
various contexts, particularly data reconstruction. The GAN can also generate adversarial
samples, where the prediction model is trained using a provided dataset, while the Gen-
erator simultaneously produces adversarial samples that are being used in the training
phase. This approach’s strength lies in its capacity to defend against both white-box and
black-box attacks.

GAN algorithms have been successfully utilized to solve unmanned moving vehicle
trajectory prediction problems. A GAN model was designed for a UAS with the aim of
predicting the landing trajectories [37]. Such a model could be used to manage landing
paths around an airport. A GAN model was also used in another research study for an
UAV’s long-term trajectory prediction [38]. The GAN algorithms have been used for marine
and ground transportation to accurately predict trajectories [39]. In terms of reliability,
GAN algorithms remain susceptible to black-box attacks. It is, therefore, essential to label
and store the original values of predicted trajectories to improve data security and the
GAN’s performance.

To improve the reliability of GAN algorithms (the first objective of our study),
Blockchain was utilized as a Ledger Technology (LT) to record the predicted trajectory
values [40] (the second objective of our study). Integrating Blockchain technology as a
ledger for storing predicted trajectories offers robust advantages in data security, integrity,
and resilience against adversarial attacks. The immutable nature of Blockchain ensures
trajectories remain tamper-resistant, transparent, and traceable. Decentralization and cryp-
tographic security further bolster trust in trajectory data. Consensus mechanisms prevent
unauthorized alterations, maintaining data accuracy. This blockchain-based approach
assures accountability, compliance, and data protection, making it a powerful solution
for secure trajectory storage, particularly in scenarios where data integrity and resilience
against adversarial threats are paramount [41].

This approach boosts the resilience of the GAN-ATP model against forthcoming
adversarial attacks. Blockchain Ledger Technology (BLT) stores both the GAN-predicted
trajectories, relying on previous block confirmations on the blockchain. The hash associated
with the previous block and the predicted trajectories values are stored in the new block for
forthcoming predictions. Note that the hash is a unique digital fingerprint that verifies the
integrity and authenticity of data.
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For development of smart contracts associated with the BLT, formal methods play a
pivotal role by using mathematical techniques to rigorously verify correctness, security,
and reliability. They ensure that smart contracts adhere to intended behaviors, preventing
costly errors and security breaches. Formal methods involve creating models, defining
specifications, and employing verification tools to prove mathematically that smart con-
tracts meet desired properties [42]. The benefits include early issue detection, heightened
security, enhanced trust, and long-term reliability, making formal methods an essential
practice for building robust and trustworthy blockchain applications [43].

This research study offers four main contributions. The first constitutes the design
of a customized GAN architecture for trajectory prediction application to our UAS-54.
Expressing the adversarial attack concept in time-series problems and imposing adversarial
attacks on the GAN-based UAV trajectory prediction are the second and third contributions.
The fourth major contribution is the design of a blockchain-based ledger technology that
stores original predicted trajectories and has a high level of robustness in the face of
adversarial attacks.

This article comprises five sections. Section 2 describes the aircraft trajectory prediction
problem in detail. The trajectory prediction model is formulated through the utilization
of a GAN, and then is secured using the Blockchain, as elaborated in Section 3. Section 4
presents results and assesses the performance of the proposed model when subjected to
adversarial attacks. Finally, Section 5 gives conclusions regarding the GAN trajectory
prediction model and evaluates the contribution of Blockchain to its robustness against
adversarial attacks.

2. Problem Statement

It is assumed that an aircraft is flying in its corridor, as shown in Figure 1. The objective
is to predict the future trajectory of this aircraft for the next i steps by using a set of data at
time = T,, composed of latitude, longitude, altitude, heading, speed, and time.
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Figure 1. Air Corridor Containing an Aircraft Alongside its GPS Data.

With this aim, a deep neural network model must be trained in order to predict future
trajectories in real time operations. Neural networks with deep architectures composed
of multiple layers are capable of efficiently learning complex patterns. Such networks
do not require complex activation functions, and they can learn from raw datasets. A
prediction model using a deep neural network should be trained using a large and rich
aircraft trajectories database. After training the prediction model and fine-tuning its hyper
parameter, aircraft GPS datasets are applied to the trained model. The trained deep neural
network is then able to predict future trajectories of the aircraft for T;,y; to T},,,. Figure 2
shows the procedure for the off-line training and then real-time testing of the Aircraft
Trajectory Prediction (ATP) model.
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Figure 2. Off-line Training and Real-Time Testing of the Deep Neural Network Designed for the ATP.

Deep neural network architectures can work efficiently if they are provided with a
large and rich database. To obtain such a database, we used our UAS-54 simulation model
to generate a large number of aircraft trajectories. Figure 3 shows the Hydra Technologies
UAS-54 Ehecatl, and Table 1 gives its geometrical and flight data specifications [44].

Figure 3. Hydra Technologies UAS-54 Ehecatl.

Table 1. The UAS-54 Geometrical and Flight Data Specification.

Specification Value
Wing area 2.3 m?
Wingspan 42m
Mean aerodynamic chord 0.57 m
Total length 25m
Empty weight 50 kg
Maximum take-off weight 80 kg
Loitering airspeed 35 knots
Maximum speed 135 knots
Operational range 120 km
Service ceiling 15,000 ft

The aircraft trajectories” database was created using a simulator that was designed
based on support vector regression flight dynamics model [45,46] and its robust adaptive
fuzzy controller [47,48].

3. Methodology

The Generative Adversarial Network (GAN) can generate new aircraft trajectory data
that are statistically the same as those of the given training dataset. The concept behind the
GAN relies on training a prediction model indirectly through a discriminator [49]. In this
process, another supportive neural network criticizes the predicted data and updates itself
accordingly. The generator network is not supposed to minimize the loss corresponding
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to a specific trajectory, but rather to mislead the discriminator. Therefore, the GAN can be
trained while remaining robust, even when dealing with adversarial data [50].
For the mathematical representation of the GAN model concept, we consider a proba-

bility space (w, Hre f) , where w is the sample space and y is the event space. In addition,

the “Generator” is considered an actor, while the “Discriminator” is considered a critic.
Both contest each other. The generator network tactic, denoted by Pg(w), is composed
of measured probabilities y; over w. In contrast, the discriminator’s tactic is based on
Markov kernels such that yp : w — P[0, 1]. The GAN is supposed to solve a zero-sum
game according to the following objective function [51].

min max V(D, G) = Eyp, () |08 D(3)] + Evupo [ log(1 = D(G())] ()

D and G are Discriminator and Generator neural network functions, respectively. E is
the logarithm probability of D and G predictions associated with the GPS data, whether is
genuine or not.

By applying input noise P,, the GAN prediction model learns the distribution of the
Generator network P over trajectory data x. Therefore, mapping to the data space is
achieved through G (z; 6;) by relying on the generator’s weighing parameters 6.

The GAN is trained while updating the discriminator’s weighting parameters. The
training process continues until when the discriminator cannot differentiate between the G
and D distributions, and D(x) = 1/2. The following Algorithm 1 is employed for training
the GAN model based on gradient descent [51].

Algorithm 1: GAN'’s Gradient Descent Training.

for a number of training iterations do
for k steps do
o Pick a batch of 1 number of noise samples {z1, ..., z;,} from the prior noise Pg(z).
o Pick a batch of i number of samples {xj, ..., x;,} from the data generating
distribution Py, (x).
o Update the discriminator’s weighting parameters by ascending gradient as:
Voot & = llog D(xg)) +log (1~ D(G(z))))
ok &= 0] )
end for
e Pick a batch of i number of noise samples {z1, ..., z;} from the prior noise P5(z).
e Update the discriminator’s weighting parameters by ascending gradient as:

Vooh L = [1-10g(1-D(6(z0))))]

end for
there is no restriction for utilizing the gradient descent algorithm.

We designed the trajectory prediction model based on GANs to address the issue of
Adversarial Attacks targeting Neural Networks. Figure 4 illustrates the structure of the
developed GAN designed for executing the ATP task.

trajectories (G) o
Discriminator CRoniE)
‘ The UAS-S4 trajectories database ]—Iﬁ

:
D) Adversarial
Figure 4. The structure of the developed GAN designed for executing the ATP task.

<>

As depicted in Figure 4, the GAN architecture consists of two primary components:
the Generator (G) and the Discriminator (D) [35]. Random feasible trajectories following
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a Gaussian distribution are fed into the feature extractor (z). The G-network generates
samples resembling those within the database, while the D-network differentiates between
the data generated by the Generator and the data from the trajectory database. The D-
network undergoes training based on its inputs, and the Regressor predicts forthcoming
trajectories by considering both original and adversarial samples.

The detailed architecture of the proposed Generative Adversarial Networks aimed at
Aircraft Trajectory Prediction (GAN-ATP) is shown in Figure 5, in which the trajectories’
data generation is illustrated step by step [52].

Latent Vector ——> Normalization Weights w

Full Propagation l l
Y

Latent Style Vector ——>»| Affine 4 —>»{ Transformer —>{ 6x1 Convolution

) 4
Gaussian Noise ———>»  Pre-chanel Scaling —)69(— Bias

\ 4

Normalization

!

Figure 5. The designed GAN architecture for aircraft trajectory data generation.

According to Figure 5, generated trajectory data are applied to the Transformer. Simul-
taneously, the Latent Vector is normalized and fully propagated through the latent style
vector. The output of the Latent Style Vector block is then passed to the Transformer via
the affine A (“adaptive instance normalization”) block. The mixture is transmitted from
the Transformer into 6 x 1 convolution layers supported by weights w. Gaussian noise is
then added via Pre-channel Scaling, and Bias is added as well. New trajectory data are
generated after normalization. One style of latent vector per generated trajectory is used
during training, as it performs its stylization independently of other style blocks.

Initialization and batch normalization procedures were executed prior to the training
phase, and both the Generator (G) and Discriminator (D) networks were established using
a full-propagation architecture. The Mean Square Error (MSE) served as the metric for
performance assessment, and the error rates were employed to gauge the effectiveness of
the Regressor.

The GAN framework has the potential to enhance its ability against adversarial attacks
through a more effective defense strategy when compared to the adversarial retraining
technique. This advantage arises from the GAN’s defense approach, which can effectively
counter both white-box and black-box attacks, whereas adversarial retraining is limited to
addressing white-box attacks exclusively.

Predictably, the GAN remains vulnerable to adversarial attacks, inevitably allowing
some adversarial samples to pass the Discriminator when the GAN is fooled, resulting in
erroneous predictions by the regressor for future trajectories §. In such instances, the appli-
cation of Blockchain, a form of Distributed Ledger Technology (DLT), becomes relevant. It
can be utilized to retrieve data registered in the preceding block [40].

Drawing upon the reliable and authenticated trajectory data, if a predicted trajectory
surpasses a particular threshold, the prediction is considered unsuccessful. Consequently,
the Blockchain ensures that inaccurately predicted trajectories are prevented from being
recorded in the subsequent block [53]. In fact, its consensus protocol hinders the incorpo-
ration of the new block into the chain. To this end, Figure 6 shows the configuration of
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the Blockchain, trajectory storage (data within blocks), consensus determination, and the
implementation of new blocks.
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Figure 6. The structure governing Consensus Decision, Trajectory Storage, and the Execution of
New Blocks.

As shown in Figure 6, the Generator G produces adversarial samples that are similar
to those in the UAS-54 trajectory database. Next, the Discriminator D discriminates be-
tween two inputs (those from Generator G and those from the UAS-54 trajectory database)
and trains the samples regardless of if they are original or adversarial. Then, the future
trajectories are predicted by the repressor. Meanwhile, the original UAS-54 trajectories are
stored in the UAS-54 database via the Blockchain. Within the blockchain, Blocky1y can
be processed for trajectory storage provided that the originally known predicted value 7
and the Hash of Blocky collectively verify that the predicted trajectory remains below
a threshold defined by the trajectories stored in Blocky,1). A hash is a fixed-size digital
fingerprint generated from input data, ensuring data integrity and security within the
decentralized network.

Predicted trajectories are transformed into the encrypted data stored within the block.
This on-chain procedure involves the utilization of the hash from the preceding block, the
execution time (timestamp), a random number (nonce) added to the hash, and j number
of trajectory predictions (transactions). The evaluation of the GAN model’s performance
against adversarial attacks, is elaborated upon in the subsequent section.

4. Results and Discussion

The database used in this study for testing and validation of the proposed methodology
comprised a total of 1820 trajectories and was composed of 218,400 samples. In which, each
sample is a vector representing the GPS data (i.e., [latitude, longitude, altitude, heading,
speed, time . ) [54]. For enhancing the stability of the GAN model, Initialization of the
weight vector and batch normalization were undertaken. “Z-score normalization” and
“Batch normalization” are common methods used to normalize latent vectors. We utilized
batch normalization methodology as it has faster convergence. For the proposed generative
adversarial model, batch normalization aims to normalize the activations of neurons in a
network layer by adjusting them based on the statistics of the current batch of data during
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training. While batch normalization is commonly used in the layers of a neural network, it
is not typically applied directly to latent vectors.

Furthermore, a regularization process was implemented to reduce the magnitude
of the regressed values. L2 regularization methodology was utilized, in which it added
a penalty term A|jw||3 to the loss function, and encouraged the weights to be small, and
eventually to avoid overfitting. A denotes regularization strength hyperparameter for
parameter vector w.

Fully connected Deep Neural Networks (DNN) architecture, with 12 hidden layers
and 12 neurons in each one activated by ReLU (Rectified Linear Unit) functions, were
utilized for both Generator and Discriminator. In order to make a trade-off between the
conservatism and sensitivity of the GAN model, the prediction threshold was set to 0.8.

As the GAN model was further designed and developed for trajectory prediction, its
learning curves must be evaluated. The GAN should be trained such that the prediction
model avoids both overfitting and underfitting. For this purpose, training curves were
plotted to show the variation of the Mean Square Error (MSE) loss versus the number of
training epoch. Figure 7 shows GAN'’s training and validation performance in terms of
MSE loss variation with the number of training epoch.

—— train UAS-S4 dataset
validation UAS-S4 dataset

MSE Loss

e e S . —

0 10 20 30 40 50
Epoch

Figure 7. GAN'’s training and validation performance.

As shown in Figure 7, the GAN model was well-trained, as the MSE loss decreased
over the epochs without abrupt fluctuations. After four epochs, MSE loss curves related to
the training and validation performance stabilized and converged to the point of stability
with a very small difference. Given the small difference between the learning curves, it can
be inferred that the GAN model provided a very good generalization for future trajectory
prediction.

The other important metric related to the trained GAN model’s efficiency is its Dis-
criminator output behaviour during divergence minimization. Figure 8 illustrates the
Discriminator’s output for the UAS-54’s real and fake trajectory data.

As shown in Figure 8, the GAN-generated trajectory data has the aim of converging
the Discriminator’s output at 0.5. It could consistently minimize the UAS-54 trajectory di-
vergences corresponding to the real and fake data, showing that the discriminator assigned
the same probability of a fake or a real trajectory existence.

The Receiver Operating Characteristic (ROC) curve was also considered for the perfor-
mance analysis. The ROC curve indicates the prediction model parameters, namely, the
true and false-positive predicted trajectory rates. A ROC curve serves as a performance
index when various thresholds are considered. The area under the ROC curve helps to
assess a trained prediction model’s efficiency. Figure 9 shows the ROC performance curves
related to each of the three methodologies.
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Figure 9. Receiver operating characteristic (ROC) performance for the LSTM, GAN, and GAN-BLT.

An ROC is a probability curve, so that the area under it measures the trajectory
separation. It reveals to what extent the trajectory prediction model can distinguish between
inbound and outbound trajectories.

Figure 9 indicates that there is not a high difference between the GAN and LSTM ROC
performance. However, our proposed GAN-BLT shows a higher value for the area under the
ROC, which confirms the superiority of this method in the correct recognition of inbound
and outbound trajectories. The well-trained GAN and its optimized Discriminator allowed
the model to accurately predict the forthcoming trajectories of the UAV-54. Table 2 gives
the GAN model accuracy-based performances describing the details of the ROC curves.

Table 2. Performance of the LASM, GAN, and GAN-BLT at trajectory prediction.

Method Training Accuracy Testing Accuracy Precision Sensitivity F1 Score
(%) (%) (%) (%) (%)
LSTM 94.9 90.6 97.2 93.6 93.7
GAN 96.5 92.1 95.6 91.2 94.1
GAN-BLT 95.7 91.6 94.1 94.3 96.4

In accordance with the results in Table 2, among the three models analyzed, the GAN
model obtained the best trajectory prediction accuracy for both training (96.5%) and testing
(92.1%) phases. The Long Short-Term Memory (LSTM) gave a 97.2% precision, and it
outperformed GAN-based methodologies in terms of precision. Using the Blockchain
Ledger Technology, the GAN sensitivity was improved, up to 94.3%; this was higher
than that of the LSTM. The F1 score performance index confirmed the superiority of the
GAN-BLT over the two other trajectory prediction methodologies.
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Blockchain Ledger Technology (BLT) was designed to safely store trajectory data in an
untrusted environment, even when new agents were approached. Therefore, a sufficient
delay was needed for confirmation in order to generate a new on-chain block for trajectory
data storage. Figure 10 shows the agents’ (UAVs) agreement confirmation probability.

F

Cumulative Probablity

0 . 0 T T T T T T
0 2 4 6 8 10 12 14

Block Number

Figure 10. Agents (UAV’s) trajectory prediction confirmation probability.

Figure 10 shows the cumulative probability versus the block number. Hence, a per-
centile analysis can estimate the percentile of executed confirmations up to the generation
of a particular block. This metric is used by ground satiation to evaluate the risk from
confirmation failures. According to Figure 10, the cumulative probability of a successful
confirmation is 64.7% after the first block generation. After generating four blocks, this
value settles on 97.2%, and exceeds 99.1% when the sixth block is generated. Consequently,
the generation of six blocks was considered essential for the storage of future trajectory data.

The blockchain used in this study was also evaluated in terms of reliability [55], and
its error rates were considered as the performance index. Error rates arising from failures
in block execution were measured while various consensus mechanisms were experiencing
adversarial attacks. Concretely, Leader-based, Leader-free, and Deterministic consensus
methodologies were utilized.

Table 3 shows that the leader-free consensus methodologies caused 0.63% block execu-
tion error rates, while deterministic and leader-based approaches caused 2.03% and 1.86%
block execution error rates, respectively. In accordance with the error rate values, it can
be inferred the leader-free blockchain is more reliable than deterministic and leader-based
consensus protocols in terms of adversarial attacks resiliency.

Table 3. Blockchain Reliability relying on different Consensus Methodology Approaches.

Consensus Methodology Approaches

Deterministic Leader-Based Leader-Free

Error Rate % 2.03 1.86 0.63

For a comparative analysis, a Long Short-Term Memory model (LSTM) [30] was
employed. Adversarial attacks based on Adapted Fast Gradient Sign Method (AFGSM)
were imposed in order to attack resiliency evaluation. Excluding adversarial attacks,
the prediction accuracy stood at 99.51% for LSTM and 99.1% for GAN. These findings
imply that both methods can effectively predict future trajectories as they are not facing
adversarial samples.

To further scrutinize the efficacy of the LSTM and GAN models, another analysis
was carried out when adversarial attacks were considered. The model’s effectiveness was
assessed while adversarial samples (generated via AFGSM) were being imposed. Table 4
presents the Fooling Rate (%) for both the GAN and LSTM models under adversarial attacks.
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Table 4. LSTM and GAN Model Performance under White-Box Attacks Generated by the AFGSM.

Iterations 1 2 3 4 5
. o LSTM methodology 29.4 41.7 48.2 54.1 59.9
Fooling Rate [%] - N methodology 315 432 495 56.7 61.3

In accordance with Table 4, there is a direct correlation between the increase in the
number of iterations and the rise in the fooling rate. Both the LSTM and GAN models are
sensitive to adversarial samples generated through AFGSM. After five iterations, the LSTM
slightly outperforms the GAN in terms of fooling rate (59.9% vs. 61.3%). In both cases,
the trajectory prediction models could be deemed unsuccessful against adversarial attacks.
Consequently, defense strategies were devised, including Adversarial Retraining (AR) for
white-box attacks and Generative Adversarial Networks (GANSs) secured by Blockchain
Ledger Technology (BLT) for black-box attacks.

Table 5 illustrates the effectiveness of the defense mechanisms in relation to their
fooling rates when confronted with black-box attacks.

Table 5. Performance of the Defense Mechanisms Adversarial Retraining, GAN, and Blockchain
Undergoing Black-Box Attacks.

Iterations 1 2 3 4 5
AR-LSTM 25.4 14.7 11.1 10.3 9.8
Fooling Rate [%] GAN 27.3 12.5 8.4 5.5 4.8
GAN-BLT 13.7 7.6 4.8 2.9 2.8

Table 5 outlines the outcomes confirming that the AR defense implemented on the
LSTM (AR-LSTM) exhibited the lowest resilience (9.8% fooling rate after five iterations)
when confronted with black-box adversarial samples. In contrast, the GAN defense method
recorded nearly double the efficacy (4.8% fooling rate after five iterations) in comparison to
Adversarial Retraining. The GAN defense methodology enhanced by Blockchain Ledger
Technology (GAN-BLT) demonstrated the highest performance, causing a 2.8% fooling
rate after five iterations. The incorporation of BLT notably amplified the efficiency of the
GAN defense methodology. Nevertheless, BLT could yield even greater effectiveness if
the occurrence of transaction execution failures during data registration in new blocks
was reduced.

5. Conclusions

A method resilient to adversarial attacks was developed for predicting aircraft tra-
jectories. A trajectory prediction model was designed based on a Generative Adversarial
Network (GAN). Demonstrating its capability, the GAN effectively predicted forthcom-
ing trajectories using the provided UAS-54 trajectory database, encompassing vectors
containing latitude, longitude, altitude, heading, speed, and time.

The adversarial attack concept was explained, showcasing the GAN'’s ability for pro-
ducing adversarial samples during its training process. The designed GAN was subjected
to a comparison with the Long-Short Term Memory trajectory prediction model, evaluating
their respective robustness against attacks. Both the LSTM and GAN models were evalu-
ated, during which they were exposed to adversarial attacks founded on the Adapted Fast
Gradient Sign Method (AFGSM). The resulting fooling rates validated that both models
were vulnerable to adversarial samples generated through a white-box approach.

In order to formulate effective defense strategies, algorithms such as Adversarial
Retraining (AR), Generative Adversarial Networks, and Blockchain Ledger Technology
(BLT) were developed. The GAN-BLT algorithm that was ultimately designed showed
the highest performance compared to the three defense algorithms, in which it recorded a
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fooling rate of 2.8%. The GAN-BLT model exhibits the ability to excel beyond both GAN
and AR-LSTM defense strategies when confronted with either white- or black-box attacks.
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Nomenclature

D = Discriminator network

G = Generator network

h = number of noise samples

i = Number of steps for future trajectory prediction
j = Number of executed transactions

N = Number associated with a block in the chain
Ty = Time during which the aircraft is as step n

7 = Predicted Trajectory

z = Filter for feature extraction

w = Sample space

(w, Hre f) = Probability space

Ps(w) = Generator strategy

(e = Generator’s weighing parameters
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