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Extraction and Early Detection of Anomalies in
Lightpath SNR using Machine Learning Models

Stéphanie Allogba, Banti Laure M. Yaméogo and Christine Tremblay

Abstract— In a context of ever-increasing traffic, a
degradation of the optical layer could affect client demands, in
particular the quality of service provided by telecommunications
operators. Thus, the rapid detection and prediction of
performance degradations occurring in the optical lightpath
could help to minimize errors in the network. This paper
proposes a failure detection model, equivalent to a performance
degradation detection model, but based on machine learning
(ML) techniques, namely, the interquartile range (IQR) and the
support vector machine (SVM) methods. Note that this model is
built from performance metrics monitored on real optical
lightpaths. In addition, our model can both label the anomalies to
be defined on the data and capture the features that will be used.
Feature engineering is explored using three ML techniques,
namely the Boruta algorithm, the Random Forest classifier and
the recursive feature elimination (RFE), to select the most useful
features for the implementation of the model. Tested on
monitored performance metrics, the validation phase shows that
the model using the RFE method gives us the best results with an
F1-score and a recall of 99.51% and 100%, respectively. These
results prove the model’s ability to detect in advance the
degradation of the performance of the network.

Index Terms—  Anomaly Detection, Time  Series
Decomposition, Interquartile Range Method, Performance
Degradation Detection, Boruta, Feature Engineering, Feature
Selection, Random Forest, Recursive Feature Elimination,
Random Forest, Statistical Analysis, Support Vector Machine.

l. INTRODUCTION

As optical WDM transmission systems are designed to
carry increasingly data-intensive applications over large

distances, network failures can lead to increasingly larger
losses in data. Network failures can be classified into two
groups: hard failures (fiber cuts, equipment failures, etc.) and
soft failures (deterioration of equipment performance, aging of
fiber and equipment, etc.). Hard failures lead to loss of signal
and therefore are service impacting, whereas soft failures lead
to degradation of signal quality. Soft failures can be detected
by monitoring networks and analyzing the networks’
performance metrics [1]. These performance metrics can be
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used to identify and locate the root causes of network
performance degradations and failures. One strategy to limit
the impact of performance degradations and to prevent failures
is to use system margins. However, these margins can be
either too low, which increases the probability of failure and
leads to a significant presence of false alarms in the network,
or too high, which leads to excessive usage of network
resources [1-3]. Another strategy is to use ML techniques for
failure prediction or detection in the network [4, 5]. Failure
prediction aims to analyze and exploit historical data collected
in the network to detect performance trends over a given time
horizon to detect degradations before they occur. Failure
detection aims to detect or identify the degradation of network
performance metrics at an early stage, based on classification
algorithms [6].

In this paper, we propose a network failure detection model
based on the early detection of anomalies observed in the
signal-to-noise ratio (SNR) time series for 8 lightpaths
deployed in a production network. The proposed model
consists of two modules, namely an anomaly definition
module and an anomaly detection module. The first module
makes it possible to define and extract features and labels
based on the interquartile range (IQR) approach. The second
module is an anomaly detection model based on the support
vector machine (SVM) algorithm.

The remainder of this paper is organized as follows: Section
Il defines the problem and presents an overview of previous
works. Section 111 defines the notion of anomaly and describes
the anomaly definition module. Section IV.A describes the
feature engineering process used to select the best features to
use in the SNR anomaly detection module. The
implementation details of the anomaly detection module, as
well as the performance results, are presented and discussed in
Section 1V.B. Finally, Section VV summarizes the conclusions
of this work and highlights the potential of the proposed
method for network operators.

Il. PROBLEM DEFINITION AND RELATED WORK

A. Related work

Wang, et al. [2] proposed a hard failure detection model
based on SVM to identify the presence or absence of a failure
in the network equipment. The features considered by the
authors are defined by the physical parameters of the
transceivers (input optical power, output optical power, laser
current, laser temperature, and environmental temperature)
and the statistical properties (maximum, minimum and mean
values) of the bit error rate (BER). Moreover, the labeled
failures were defined by using an arbitrary threshold set on the
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unusable time of the equipment. Such thresholds are highly
dependent on the expert and might not be representative of
observed hard failures in a real context.

Conversely, Vela et al. [7-9] focused their work on soft
failures by implementing a finite state machine (FSM) and a
Bayesian-network-based algorithm to detect BER anomalies
reflected by the unexpected state changes observed in the BER
data. The labels defining these BER anomalies were
established using a fixed threshold, calculated from the mean
and standard deviation of the observed BER data. Moreover,
the study used synthetic BER data generated from a 320-km
lightpath carried on a lab testbed. The features implemented in
their anomaly detection model are the statistical properties of
BER data over observation windows ranging from 2 minutes
to 10 days.

Shahkarami, et al. [10] compared three different methods,
namely SVM, random forest (RF) and neural network (NN) to
detect soft failures in the network. The authors defined the
failures as BER changes with respect to a threshold (defined
by an expert) detected during observation periods ranging
from 18 to 73 minutes. The results show that the RF algorithm
outperformed the other algorithms in terms of prediction
accuracy. Similar to the work in [7-9], the authors tested their
models on synthetic BER data from a 380-km lightpath on an
experimental testbed using statistical parameters as features.

Chen et al. [1, 11] proposed a NN-based model to detect
anomalies in the power data of an optical lightpath. In their
study, the anomalies were defined by observing the distortions
in the distribution of power values. The authors defined the
labels by using a density-based method of clustering data. This
method, unlike previous studies, allowed the authors to define
anomalies without relying on a fixed threshold. Subsequently,
an NN algorithm was applied using the densities resulting
from the clustering method as features. Similar to the previous
studies, the authors tested their models on synthetic data from
6 lightpaths carried on a 220-km network testbed.

In summary, the characteristics of the ML models proposed
thus far for network-failure detection have three aspects in
common. The first is that the models were trained and tested
using synthetic data. These synthetic data were extracted from
lightpaths ranging from 220 to 380 km carried in lab
experimental setups. The second is that the anomalies or
failures are defined based on a fixed threshold-based
approach, except in one case. This being said, due to the
random nature of the anomalies and their infrequent
occurrence, the first two aspects are not representative of the
real contexts of the network. Finally, the third common aspect
pertains to the choice of features used in the models. These are
mainly the statistical parameters of the observed data
(minimum values, maximum values, average values, etc.)
gathered during an observation period of only a few hours.
However, it should be noted that in [1, 11], the authors used
different characteristics for the last two aspects.

B. Detection of Anomalies in SNR Time Series

The best approach to improve the performance of anomaly
detection models is to avoid using fixed-threshold methods.
The models should instead be based on similarity extraction
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approaches (unsupervised method) or on variable threshold
methods using statistical approaches (supervised method). As
well, the anomaly detection models would benefit from being
trained using field data, which has a good diversity of features.

In this work, we propose a method for the early detection of
performance anomalies based on this approach. The
performance metrics are obtained and the proof of concept is
demonstrated by using SNR time series for 8 lightpaths
deployed in the production network of a large carrier in the
United States. The method involves two modules. The first
module can automatically define the anomalies observed in
the SNR time series. The second module can perform early
detection of the SNR anomalies. The models are constructed
and tested on field data, which make them better adapted for
real-world applications.

Fig. 1 shows the methodology used to implement the soft
failure detection model. Each of the four steps is detailed in
the following sections. Steps 1 and 2 are part of the anomaly
definition module, while steps 3 and 4 are part of the detection
module.

The first step (Section I11.A) involves data preprocessing,
which consists in analyzing and cleaning the collected raw
data to extract the features to be implemented in the model.
One of the particularities of the model is that it uses as
features the data from the time series decomposition method,
the collected performance metrics, as well as external factors
that can be related to human activities in the central offices
(COs).

The second step (Section 111.B) consists in defining and
extracting the anomalies. Unlike previous studies [2, 7-9], the
anomalies (labels to be used in the model) are defined without
relying on the fixed threshold that is provided by the
operators, by only considering the unique patterns of the
anomalies.

The third step (Section IV.A) deals with feature
engineering. Its aim is to select the features that have the most
impact on the anomalies observed in the SNR time series,
while keeping in mind that the features chosen will affect the
performance of the ML-based anomaly detection models [6].
The three ML techniques used to select the features are: the
Boruta algorithm, RF algorithm and RFE method.

Finally, the last step (Section IV.B) is the implementation
of SNR anomaly detection models using the SVM algorithm.
This includes the model optimization phase, the model
construction phase and the model performance evaluation
phase. Four SNR anomaly detection models are presented by
different feature sets in order to evaluate the impact of the
features on SNR anomalies.

I11. ANOMALY DEFINITION MODULE

This section will begin with a presentation of the knowledge
base (KB) of the field data used in this work. Then, more
details are provided on the anomaly definition module,
including the definition of anomalies in the context of our
study as well as the extraction procedure and the presentation
of the features.
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Fig. 1. SNR anomaly detection methodology
A. KB description Interquartile range (IQR)
The knowledge base (KB) used in this work includes Outliers —
performance metrics (PMs) monitored on eight (8) lightpaths |
carried in the production network of a Service Provider in o ', |
North America. The lightpaths are deployed on 6 different | 25ﬁ median 750 |
routes, both buried and aerial fiber plant types, ranging from lpercentile Q, percentilel
100 km (regional) to 1400 km (metropolitan and long haul). Q,-31QR Q, Q, Q, +31QR

Note that the routes are located in different geographical areas.
Lightpaths 4 and 8 share a common 1250-km segment of the
same 1280-km route and lightpaths 5 and 6 share a common
200-km segment of the same 330-km route.

The links include amplification sites spaced from 25 to 50
km apart and ROADM sites. All the lightpaths are 100 Gb/s
polarization multiplexed quadrature phase shift keying (PM-
QPSK) channels.

The PMs include received optical power (Prx) and SNR
time series collected at 15-minute sampling intervals over an
observation period of about 12 months. The resulting KB
contains 259,837 instances for each PM. Moreover, there are a
number of gaps (282 missing instances at total) in each time
series. These gaps, whose duration range from a few minutes
to several hours, typically result from software upgrades or
maintenance activities. The median value over the observation
period is used to fill the gaps in the time series. It is assumed
here that selecting a fixed value will not affect the distribution
of the data due to the small percentage of missing data for the
entire database (0.11%).

B. Anomaly definition

The anomaly definition module is divided into two parts.
The first part consists of defining and identifying the labels
that are to be assigned to the instances in the KB. In other
words, it is the definition and the extraction of SNR
anomalies.

In general, the notion of anomaly is strongly related to the
application domain. Typically, anomalies represent points in a
dataset that do not conform to the notion of normal behavior
of the domain. Normal behavior, on the other hand, is defined
by the interval in which the majority of values lie [12].

In our context, the definition of anomalies was based on the
interquartile range (IQR) approach, also known as the mid-
spread or boxplot rule. Note that this approach is widely
applied in intrusion detection systems and the computer field
[12-14]. Thus, the IQR approach determines the interval
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Fig. 2. Hlustration of the IQR approach using a boxplot

corresponding to the normal behavior, thus enabling the
observation of anomalies in the data.

It consists of estimating threshold values beyond which
anomalies are identified based on statistical measures of
dispersion. These threshold values are identified by the inner
quartile range (25% and 75%) determined from the
distribution around the median, as presented in Fig. 2.

In short, anomalies are identified by following two steps.
The first step is to calculate the IQR interval, as shown in (1).
This interval corresponds to the difference between the 75t
percentile and the 25" percentile, also called the upper quartile
and the lower quartile, respectively, as follows:

IQR = Q3 — Q4 ey

where Qs is the third quartile or 75" percentile and Q; the
first quartile or 25™ percentile.

The second step is to establish the threshold for defining an
anomaly. This is established by expanding the 25/75 baseline
by a factor of 3 IQR. Below this baseline, as shown in Fig. 2,
any data instance is identified as an anomaly. This is reflected
in (2) where any data instance less than Q; minus 3 IQR is
declared as an anomaly.

anomaly < Q, — 3 X IQR (2)

The anomalize package from Rstudio was used to
implement the IQR approach in the anomaly definition
module [15].

Fig. 3(a) shows the anomalies obtained for the 8 optical
lightpaths using the IQR approach and Fig. 3(b) shows an
example of anomalies in the SNR data for one of these optical
lightpaths. Note that the duration of these anomalies (or abrupt
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Fig. 3. (a) Boxplots identifying the anomalies in SNR time series for 8 deployed lightpaths using the IQR approach; (b)
Example of normal and abnormal data instances observed in the SNR data of one of the 8 optical lightpaths

changes in SNR) is variable and typically range from 15
minutes to less than 2 hours.

Based on the definition and extraction of anomalies, two
classes are defined: class 0 (normal behavior or non-anomaly)
and class 1 (abnormal behavior or anomaly). Thus, the
anomaly definition module extracts 257,739 instances labeled
‘non-anomaly’ and 2,098 instances labeled ‘anomaly’ from
the database. Note that the ‘anomaly’ instances represented
less than 1% of the database. This strong disproportion of the
data could affect the accuracy of the models by overestimating
the detection accuracy. To deal with the imbalanced dataset,
the number of “non-anomaly” instances has been reduced (in a
random fashion) to approximately 4% of the total number of
non-anomaly instances, as proposed in [6]. The resulting KB
contains 10,490 instances labeled ‘non-anomaly’ and 2,098
instances labeled ‘anomaly’.

C. Feature identification

The second part of the anomaly definition module is the
identification and extraction of features from the data
collected in the network. These features are grouped into three
categories.

The first category is derived from the seasonal and trend
decomposition (STL) of the SNR data. This decomposition is
performed by applying locally weighted regression (Loess)
smoothing as described in [16]. Further information on the
STL method applied to PM data can be found in [16]. This
method consists in separating the time series into three
components:

- the trend component (T): this represents the general trend
in the variations observed in the time series, i.e., an
increase, decrease or stability in the changes during an
observation period. Note that the trend is not always the
same for different slices of the observation period. In
other words, for a given time division in the overall
observation period, the data may tend to decrease during
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one slice of that period, while for another time slice, the
data may tend to increase or remain stable;

- the seasonal component (S): this represents the periodicity
observed in the time series, i.e., the patterns that are
repeated over a certain period of time (quarter of the year,
month, day of week, etc.). Thus, the seasonal component
is influenced by seasonal factors;

- theirregular component (R): this represents the residual or
the remainder of the time series after the other
components have been extracted. This component
theoretically follows a normal distribution with a zero
mean. It can be used to identify random events in the data
as mentioned by the authors in [16].

The second category of features is derived from temporal
information from the observation period. Indeed, the temporal
effects have an impact on the behavior of a time series. The
temporal information retained is therefore: the hour (H), day
of the week (D), the number of the week within the year
(indweek), the period of the day (periodgay) characterized by the
time category [daytime (morning, late morning), evening,
night-time].

Note that the extraction of the temporal information (time,
day, week, month and year) was extracted from the PM
reporting date using the Rstudio lubridate library.

Finally, the last category of features is derived from the
performance metrics collected from the network, namely Pgx.
Moreover, values derived from the SNR data were also added,
namely the minimum and maximum values (noted minsng and
maXSNR).

IV. ANOMALY DETECTION MODULE

A. Feature engineering

The anomaly definition module identified 10 features,
namely: season (S), trend (T), residual (R), minimum and
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Table I. Correlation analysis

S 1
T 0.2 1
R | -03 -0.2 1
Mingyr 0.9 0.6 -0.3 1
maXgyg 0.9 0.6 -0.3 1
Prx 0.01 0.05 0.07 0.03 0.03 1
D | -0.005 -0.01 0.002 -0.009 -0.009 -0.005 1
H 0.001 -0.006 -0.009 -0.002 -0.002 -0.006 -0.01 1
ind,, . 0.1 0.5 -0.2 0.3 0.3 0.04 0.002 |-0.00002 1
periodg,, | -0.001 -0.02 -0.007 -0.008 -0.008 0.001 -0.02 0.3 -0.009 1
S T R Mingyg | MaXgyg Pryx D H ind, ... |periodg,,

maximum SNR values (minsxe and maxswgr, respectively),
optical power at the receiver (Prx), day of the week (D), hour
(H), number of the week within the year (indweex) and period of
the day (periodgay). Note that these features can add either
relevant information, noise, or redundant information to the
label description [17]. Thus, feature engineering is introduced
to understand, analyze and select the features that are to be
used in the ML models for SNR anomaly detection.

1) Feature cleaning phase

The first step in the feature engineering is to eliminate
interdependent features. Interdependent features only add
more noise to the model as they do not provide any additional
information on the labels.

Thus, in the feature cleaning phase, a correlation analysis
was performed using the Pearson test. The objective of this
correlation analysis is to highlight the features that are
strongly correlated with each other. Table | shows the results
of the correlation study. Three strong correlations were
revealed. These correlations are between maxsyr and minsnr
(correlation value = 1) and between maxsyr and minsyr With
the season (correlation value = 0.9), and finally between the
lower limit and the season (correlation value = 0.9). Note that
much weaker correlations were found between the other
features.

Subsequently, an arbitrary threshold was set at 0.7 as the
dependent correlation value. This threshold value was
arbitrarily chosen on the basis that a correlation value above
0.7 is considered strong [18, 19]. Above this threshold, if two
features correlate with each other, only one of them is retained
and the other is removed from the feature set. Therefore, the
minimum and maximum values (minsng and maxsnr) were
removed because in addition to correlating with each other,
they also correlated with the season.

2) Feature selection

The second step of the feature engineering is to implement
the feature selection methods with three ML algorithms that
are commonly used in the literature [17, 20, 21], namely the
Boruta algorithm, RF algorithm and RFE method. Indeed, the
feature selection method consists in removing the least
relevant feature for the model. Unlike redundant features that
do not provide any additional information to the models,
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irrelevant features add noise and bias to the models, which can
ultimately reduce the performance of the model. Thus, using
Python 3’s Scikit-learn package, the three ML-based feature
selection methods were implemented in the model training
process to evaluate the relevance of each feature regarding the
defined labels.

Boruta

The main objective of Boruta’s algorithm is to select the
features having the most impact on the desired labels. Here,
the desired labels are the anomalies to be detected. The
algorithm is implemented following three steps.

The first step is to create a new feature set called shadow
features. These shadow features are derived from a random
combination drawn from the initial feature set. This makes it
possible to compare the importance or the score (Feature
importance, Fl) of the features in the initial feature set with
that of the shadow features in the next step.

The second step is to create a list called hit list. This list
contains all features whose FI score is greater than that of the
best feature in the shadow features set. To do this, the FI score
of the features is first determined from an estimator trained on
each newly generated shadow features. The estimator used in
our study is the RF estimator. Then, the FI score of each
feature in the initial feature set is compared to the maximum
value of the shadow features FI score. The feature in the initial
feature set having the highest FI score compared to the scores
of the shadow features is added to the hit list.

The last step is to repeat the previous two steps until all
features are sorted and entered into or rejected from the hit list
or until a predefined condition is reached.

Random Forest

The Random Forest algorithm is a learning method based
on decision trees. The main idea is to build a tree from the KB
composed of features associated with labels. Each node of the
tree is a condition on the feature to be inserted into the tree. In
other words, it is a condition meant to select optimal features.

Thus, to build the decision tree, first the feature importance
measure is determined for each node. This measure is called
impurity. Features that are relevant for the classification will
have a high impurity value, while those that are not associated
with the expected labels will have an impurity value near zero.
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Fig. 4. SVM topology: (a) Hlustrative example; (b) Optimum parameter set

Table 11. Best feature set using feature engineering

Feature selection method Best feature set

Boruta S, T, Prx, D, h, indyeek
RF S, T, R, indweex
RF R

Subsequently, this impurity measure is used as a condition
to divide the KB into distinct groups forming the branches of
the tree. A tree branch is formed such that the selected features
are those that lead to a decrease in the impurity measure. In
other words, the features selected at the top of the tree are
generally more important than those at the end nodes of the
tree.

Recursive Feature Elimination

The objective of the RFE algorithm is to find the smallest
set of features for which the model provides good accuracy. It
follows three steps. The first is to determine the feature
importance measure using an RF estimator trained on the
initial feature set. The second step is to eliminate or save the
feature. This step consists of pruning the least important
features from the initial feature set. A new RF estimator is
then trained on the remaining feature set. The third step is to
repeat the previous two steps recursively on the pruned set
until the desired number of features to be selected is finally
reached.

Table 11 shows the features found by each feature selection
method. Thus, for the method using the Boruta algorithm, the
best features found are: season, trend, residual, Prx, day, time,
indweek. FOr the method using the RF method, the best features
are: season, trend, residual and indweek. For the method using
RFE, the best feature is the residual.

Upon completing the feature engineering step, the identified
features are fed into the classification model for early
detection of SNR anomalies. This results in four SNR
anomaly detection models. Each of these models has a
different set of features corresponding to the three sets of
features found by the feature selection models and to the
feature set resulting from the correlation study.

B. Anomaly detection models

The SVM algorithm is used to implement the SNR anomaly
detection models. Indeed, it is presented as one of the
algorithms frequently used for anomaly detection problems
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C G Kernel
SVM_AIl 1000 0.1 RBF
SVM_Boruta 1000 0.1 RBF
SVM_RF 1000 1 RBF
SVM_RFE 1000 1 RBF

(b)

offering a good compromise between computation time and
model accuracy [10, 12, 22, 23].

Using this SVM algorithm as well as the various feature
configurations found in Section IV.A, four models have been
implemented to detect SNR anomalies. These are identified
here as SVM_all, SVM_Boruta, SVM_RF and SVM_RFE
corresponding to the model using the feature set after the
cleaning phase, the Boruta feature set, the RF feature set and
the RFE feature set, respectively.

This section includes the presentation of the anomaly
detection models and it is divided into two parts. The first part
describes the implementation of the SVM algorithm and its
optimization. The second part is about the performance
evaluation of the models.

1) SVM design for SNR anomaly detection models

The SVM algorithm is mainly used in classification
problems and its objective is to distinguish the classes of the
database using a hyperplane. This hyperplane acts as a
boundary between the classes. In our case, we have two
classes: class 0 (anomaly) and class 1 (no anomaly), as defined
in Section I11.B. The SVM algorithm is described in Fig. 4(a).

The hyperplane can be a linear or nonlinear boundary. It is
constructed to maximize the distance between the two classes.
This distance between the classes is called the margin. The
location of the margin is determined using a subset of
observations taken from the training dataset. This subset of
observations is called support vectors.

Note that the SVM algorithm is defined by several
parameters, namely the regulation or C parameter, the gamma
or G parameter and the kernel. The C parameter is used to
avoid or reduce the misclassification of each training dataset.
The higher the value of C is, the smaller the margin is,
yielding a stricter classification. Conversely, the smaller the
value of C is, the larger the margin is, giving a broader
classification even if some data is misclassified. The G
parameter defines the influence of the training points on the
calculation of the hyperplane. In other words, a low G
parameter means that the points defining the support vectors
could be far from the hyperplane. In the same way, a high G
parameter means that only the points close to the hyperplane
are considered in defining the support vectors.

The kernel represents the function that defines the set of
features. It is used to solve the hyperplane equation.

So, in order to implement the four SNR anomaly detection
models, the KB is divided according to the ratio 80/20. This
ratio corresponds to the training and test datasets.
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Fig. 5. Confusion matrices for (a) SVM_AIl model; (b) SVM_Boruta model; (c) SVM_RF model; (d) SVM_RFE model

Table Ill. Performance metrics of anomaly detection models

Flscore | Recall | Computation time
(%) (%) (ms)”
SVM_AII 98.53 99.26 46.87
SVM_Boruta 98.78 99.51 46.87
SVM_RF 98.77 99.02 15.62
SVM_RFE 99.51 100 5

* The models were executed on a system with an
Intel® Core™ {5-7200U 2.5 GHz CPU, 8 GB RAM.

The training dataset is used to optimize the hyper-
parameters that are to be used in the models and to train the
models. For the optimization phase, the GridSearchCV
method of the Scikit-learn library in Python 3 was used. This
method consists in performing an exhaustive search on the
combinations of hyper-parameter values to find the best
combination to use in the models. As for the kernel, it has
been fixed. Indeed, because the relationship between the
anomalies and the features is nonlinear, it was set to the radial
basis function (RBF) [24, 25]. Fig. 4(b) presents the optimal
hyper-parameters found with the GridSearchCV method. The
values set to be varied for the optimization step are (0.1; 1; 10;
100; 1000) and (1; 0.1; 0.01; 0.001; 0.0001) for C and G,
respectively. Thus, the final combinations (C; G) obtained are
(1000; 0.1) for the models SVM_all and SVM_Boruta, and
(1000; 1) for the models SVM_RF model and SVM_RFE.

A weighting has been applied on each label in the models to
address the problem of class imbalance.

2) Evaluation of the SNR anomaly detection models

The models were evaluated using the test dataset
corresponding to 20% of the KB. This includes 2,108
instances of class 0 (non-anomaly) and 410 instances of class
1 (anomaly).

Fig. 5 shows the confusion matrices obtained for each
model. These provide insight into the accuracy of the models
based on the true positive and true negative rates located along
the diagonal matrices, as well as the false negative rate. The
first two rates, located along the diagonal matrices, are the
ratio of instances correctly predicted as anomalies or non-
anomalies. In other words, these rates correspond to the
correct predictions made by the models on the 2,518 instances
of the test dataset. The higher these are, the better the model
performs. As for the false positive rate, it indicates the cases
where the model predicts a non-anomaly (class 0) while the
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actual data is an anomaly (class 1). Contrary to the true
positive and true negative rates, the lower the false positive
rate is, the better the model performs. With its lowest false
positive rate (0) and highest true positive rate (410), the
SVM_RFE model is the best model, followed by the
SVM_Boruta model.

The confusion matrices are also used to determine the
model’s performance metrics, namely Fl-scores and recall,
used to assess the models’ accuracy. Indeed, the recall
quantifies the proportion of correctly predicted anomalies
among all the anomalies observed.

The Fl-score is a combination of the recall and the
precision, where the precision represents the proportion of
correctly predicted anomalies among all predicted anomalies.

Note that both the F1-score and recall are robust metrics to

use with imbalanced datasets.
The computation time (defined here as the time to run the
anomaly detection models) is also evaluated in order to
compare the complexity of the models as a function of their
execution time. These performance metrics are presented in
Table I11.

Thus, the F1-score is indicative of the quality of the model.
The higher the Fl-score is, the greater the model’s
performance. In Table 11, the best performance was obtained
with the SVM_RFE model. This model corresponds to the
model with the smallest number of features. In other words, it
represents the best model to correctly predict SNR anomalies.
Indeed, the F1-score decreases from 99.51%, with the
SVM_RFE model, to 98.78%, 98.77% and 98.53% with the
SVM_Boruta (7 features), SVM_RF (4 features) and
SVM_AII (8 features) models, respectively. Also note that the
smaller the number of features, the better the performance.

As presented in [17], the feature engineering methods
improve the performance of the ML models by reducing
irrelevant features that can generate errors. This shows that
models with fewer features perform better than those with
more features.

On the other hand, a good anomaly detection model means
low false positive rate in confusion matrices, as shown in Fig.
5.

This is equivalent to high recall. Indeed, the false positive
rate represents the cases where the model indicates an instance
as non-anomaly (class 0) while the true class of the instance is
labeled as an anomaly (class 1). Thus, when analyzing the
recall presented in Table 11, the best model is SVM_RFE with
a recall of 100%. This means that the SVM_RFE model
correctly detects all the anomalies present in the test dataset.
For the other models, the SVM_Boruta model gives the best
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Table IV. Comparative analysis of anomaly detection models

Characteristics Knowledge base Accurac
Method Anomaly Features Anomaly PMs Lightpath Observation (%) y
definition detection information (days)
Fixed Statistical FSM- 1 lightpath
1[7-9] threshold parameters Bayesian BER (lab) 320 km 60 90
Fixed Statistical NN, SVM, 1 lightpath
2[10] threshold parameters RF BER (lab) 380 km 24 99.1 (RF)
. . 6 lightpaths -
3[1,11] Clustering Density NN Power (lab) 220 km 94.8
. . 8 lightpaths
SVM-RFE IQR Residual SVM SNR (field) 150-1250 km 365 99.5

recall with 99.51%, followed by the SVM_AIl model with
99.26% and the SVM_RF model with 99.02%.

Finally, with regards to the computation time, the number of
features affects the speed of the model. The less features the
model uses, the faster it is. The computation time also explains
the complexity of the model. In other words, the lower the
number of features, the less complex the model is. Thus,
SVM_RFE is the least complex model in its execution with
the smallest computation time.

Moreover, by comparing the feature found in each of the
models, the feature common to all models is the residual. This
validates the hypothesis put forward in [16], in which the
residual is the best feature to characterize SNR anomalies.

Table IV shows a comparative performance analysis
between our best proposed anomaly detection model, namely
the SVM_RFE model, and methods found in the literature.
Thus, our proposed model is positioned as the best model with
the best F1-score, namely 99.51% compared to 90%, 99.1%
and 98.4% for methods 1, 2 and 3 published in the literature.

Moreover, the SVM_RFE model uses real field data from a
real production network with optical lightpaths of up to
1,250 km, unlike other methods that use synthetic data.
Feature engineering was also performed. It extracted the
residual as being the best input to use in the SVM algorithm,
compared to the statistical values used in methods 1 and 2.

V. CONCLUSIONS

In this work, we proposed a new model for the early
detection of SNR anomalies. More specifically, the proposed
model examines the SNR instances one by one and extracts
the best feature from each. Subsequently, the SVM algorithm
classifies this new instance, determining whether or not it is an
anomaly. This model uses two distinct modules, which are
described below.

The first module offers a new definition of SNR anomalies
based on the IQR approach. This approach identifies, within
the SNR time series of 8 optical lightpaths of a production
network, data that could be considered as anomalies or not.
This approach differs from the traditional (and often more
costly for operators) method, which consists of setting a
threshold beyond which the anomaly is detected. In addition,
this module selects features different from those proposed in
the literature, which are mainly composed of statistical
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parameters. The features for our approach were grouped into
three categories, namely the collected performance metrics,
the temporal information and the statistical parameters of the
SNR.

The second module is used to detect anomalies in the SNR
data. Through feature engineering, it first reduced the list of
features to those that are the most relevant by way of a
correlation analysis to remove redundant features. Then, three
ML algorithms for feature selection (RF, Boruta and RFE
methods) were implemented. This reduced the initial feature
set to 4, 7 and 1 feature for the RF, Boruta and RFE method,
respectively. From these selected features, four anomaly
detection models using the SVM algorithm were proposed.
The best results were obtained with the SVM-RFE model (1
feature) with an F1-score of 99.51% and a recall of 100%.

In addition, by analyzing the performances of the different
models, our approach also presents the residual as the best
feature to describe SNR anomalies. The SVM_RFE model,
using the residual as feature, appears as a promising solution
that could be used in real time to detect SNR anomalies. This
model could be implemented in proactive maintenance tools in
the event of a network failure due to degraded performance.

Further work will focus on the optimization of the ML
models using additional input data to search for complex
patterns and periodicities in the SNR data. Moreover, another
classification algorithm could be used as a comparison with
the SVM method to find the best model to detect anomalies.
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