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Device to Device (D2D) communications appear like an emergency solution for the Public Safety Network (PSN) when the LTE
cell range is limited. D2D networks can use the unlicensed frequency bands, as this makes their transmissions cheaper and easier
to deploy..erefore, the development of this technology must deal with the security challenge. On the one hand, it is important to
know how to design a secure D2D solution within the small cells, and on the other hand, the new scheme needs to deal with the
problem of radio resources limit, since it will be used during emergency situations. .is paper develops a new algorithm, named
Generalized Secure Network Coding-based Data splitting algorithm (G-SNCDS), to ensure a secure data transmission for Public
Safety D2D communications over LTE Heterogeneous Networks (HetNets) and 5G networks, without using additional radio
resources. Our approach consists of performing Network Coding (NC) data packets transmissions based on a new Data Splitting
(DS) technique, which we developed, based on a constructed butterfly effect that uses a new Butterfly network algorithm that we
propose. Our solution enhances the security without affecting the level of Quality of Service (QoS). .us, it is more suitable when
network resources are limited. .e simulation results show that our approach provides a secure D2D communication without
increasing the overhead in the network.

1. Introduction

Disaster management is certainly an important issue that
attracts public attention. During a crisis, any information
is vital to save lives. .at’s why the Public Safety Networks
(PSNs) are deployed. It facilitates the first responders’
communications through exclusive frequencies. .ere-
fore, it allows them to make critical decisions when it lets
them to get good information quality. In North America,
the 700MHz spectrum bands are dedicated to these
networks.

Nowadays, PSN may also use Commercial Network
(CN) resources over LTE Networks when the resources are
limited or lacking. .is may enhance its performance during
a crisis. .erefore, sometimes, the nodes within the disaster
area are unreachable, and sometimes the resources are
limited. Both of these situations can affect seriously the
efficiency and the reliability of the disaster management

process. .us, the Device-to-Device (D2D) [1, 2] commu-
nication, deployed in LTE Heterogeneous Networks (Het-
Nets) [3] and 5G networks using the unlicensed frequencies
have become more relevant to the Public Safety (PS) data
transmission, because of its availability and the lower cost of
radio resources that it uses, also for its easy deployment
within the unreachable areas.

Many studies show the benefit of using local wireless
networks, as Wireless Mesh Network (WMN), Wireless-
Fidelity (WiFi), and Ad hoc, for D2D communications over
LTE HetNets and 5G networks [4–10]. WMN is one of the
unlicensed networks used within the LTE HetNets and 5G
networks, to perform D2D communications for PSN.
However, WMN vulnerability due to its security issue makes
it continuously exposed to both internal and external se-
curity attacks..e internal attacks occur when the hacker is a
legitimate node belonging to the WMN. A foreigner-mis-
behaving node performs the external attacks.
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.e different attacks can affect deeply the confidentiality,
the integrity, and the availability of the transmitted infor-
mation in the wireless network. .e data confidentiality
means that data are only reachable and known by authorized
users. In other words, no information is delivered or di-
vulged to a nonauthorized node. Data integrity means that
the data have not been corrupted or changed during the
transmission from the source to the destination nodes..us,
the destination must receive the unchanged information
sent from the source. Finally, the information availability
consists of making the information available to the users at
any time.

.e transmissions within multi-hops networks are
performed by broadcasting data packets. .is will increase
the vulnerability level and the probability of attacks in these
networks. One solution, for this issue, is to use the network
coding mechanism. It improves the security level by mixing
symbols before transmitting them through the network.
Figure 1 illustrates a network coded data transmission with
the presence of an eavesdropper inside the transmission
area. In such cases, the hacker can intercept the native
packet B, and all other packets transmitted through the
same path.

Many studies are performed to enhance the wireless
networks security and to overcome the Confidentiality,
Integrity, and Availability (CIA) attacks. One suitable
solution to ensure a secure communication within the
wireless networks is to use encryption mechanisms
[11–14]. However, it is hard to overcome the additional
control traffic generated by the encryption algorithms.
Consequently, the level of the Quality of Service (QoS) will
absolutely deteriorate because of the additional con-
sumption of the radio resources. Furthermore, WMN
networks are known for using redundancy transmissions.
In fact, the network resources will become quickly satu-
rated during disasters.

Moreover, authentication mechanism is an efficient
solution to avoid unauthorized nodes to access the network.
Many solutions are proposed to ensure the authentication
process. Transport Layer Security (TLS) [15]; Extensible
Authentication Protocol (EAP) [16]; authentication, au-
thorization, and accounting (AAA) [17]; andMessage Digest
5 (MD5) [18] are all mechanisms that are proposed in the
literature to avoid eavesdroppers acceding networks. Note
that this solution is unable to overcome the internal attacks,
and it causes generation of additional traffic in the system.

Other proposals are given by Refs. [19–25] to increase
the security level in wireless networks. Unfortunately, all of
them generate additional traffic in the network. .ese ap-
proaches are not suitable for managing an emergency, when
the resources are lacking, and where the first responders
require more resources, because of the urgent need to rapid
decisions, to save lives.

.e authors in Ref. [26] develop a multi-part authen-
tication solution with encryption of personal data to pre-
serve the identity of the transmitters. .is helps in reducing
attacks using other users’ authentication information col-
lected during the transmission of authentication packets.
Like the previous solutions, this approach generates more

transmitted traffic because of the encryption process, which
adds bits to each packet before transmitting it.

.e article [27] represents a solution to secure the IoT
traffic transmitted between the objects to guarantee the
confidentiality of private life and to preserve personal in-
formation. .e solution is based on double authentication.
In fact, each object must authenticate with the other object
with which it communicates, this is a mutual authentication.
In addition, this process includes key exchange between
communicators. Although, this approach ensures a good
level of security of personal data, it generates additional
traffic, during authentication, exchanging keys and during
data encryption operations.

.e study in Ref. [28] proposes an interesting idea, which
is based on the use of a central surveillance system. .is one
will supervise the behavior of the nodes in the transmission
path and locate malicious nodes. Indeed, when a vulnerable
route is discovered, this mechanism will redirect packet
paths to another secure route. As a result, packets will be
routed while ensuring information security. .erefore, this
solution generates additional control traffic because of the
surveillance process. Furthermore, during crisis situations, it
becomes unlikely to find an alternative path because of the
limited resources..us, this solution may not be efficient for
these cases. It is important to mention that if no alternative
route exists, the packet will either be blocked or transmitted
through the native path. In the first case, the rate of blocked
packets will be increased, while in the second case, infor-
mation security will be compromised. .us, in both situa-
tions, the communication will be affected.

.e solution proposed in Ref. [29] uses network coding
within Software-defined networking (SDN). .is scheme is
very promising. However, during situations of a crisis, the
resources will still be limited or lack lacking.

Our objective is to develop a solution that may enhance
the security level in the network without generating an extra
traffic through the network. We do not aim to give the
optimal solution that avoid all attacks, but just improve the
security in the network by using the available resources.
.erefore, our main objective is to avoid the use of more
than the available resources to ensure a secure
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Figure 1: Network coding data packets forwarding with the
presence of an eavesdropper.
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communication. No additional resources will be used within
the network to improve the security of D2D communica-
tions. .is is our challenge when we propose a new secure
D2D transmission mechanism based on Network Coding
mechanism. Our approach is suitable for the case of disaster
management, when the resources are usually limited, and
when the first responders belonging to the Public Safety
Networks (PSN) need to communicate well to manage the
situation andmake urgent decisions to save lives. Remember
that in such cases, the use of radio resources by both PSN
and commercial Networks (CN) increases, which make
them limited.

.is study develops a new algorithm, named Generalized
Secure Network Coding Data Splitting algorithm (G-
SNCDS), to provide a secure Data transmission for Public
Safety D2D communications over LTE HetNets and 5G
networks. Our approach consists of performing Network
Coding Data packets transmissions based on the Data
Splitting technique that we define in this paper. We develop
this approach initially for avoiding only the confidentiality
attacks in Ref. [30]..e native algorithm is then extended, in
this article, to avoid integrity and availability attacks. Fur-
thermore, the NC transmissions are carried out over But-
terfly effects. Hence, a new approach for constructing the
butterfly effect is proposed and developed in this paper. We
called it Reliable Butterfly effect Construction (RBC) algo-
rithm. .e RBC mechanism allows constructing many
butterfly effects in the same WMN network. In this scheme,
we show how and why the use of more than one butterfly
effect may efficiently avoid the integrity and the availability
attacks. Joined to a new Data Splitting and Data shuffling
techniques, the transmission becomes more secure. .ere-
fore, an innovative Data Splitting scheme is proposed in this
research. It is based on dividing packets into several frag-
ments and shuffling the bit positions in the same fragment,
before sending it through the transmission channel.

As mentioned above, the objective of G-SNCDS is to
enhance the security level without adding a considerable
quantity of control traffic even if solution is not optimal.
.erefore, our simulation is performed for showing that
G-SNCDS improves the security level by providing a new
transmission scheme, without affecting the QoS level. .us,
it makes it harder to get the initial information by the hacker
even if he or she intercepts the packets. Note that G-SNCDS
is recommended when the resources are limited or lacking.

Besides, the main contribution of this paper is the
development of G-SNCDS algorithm, which guarantees a
secure data transmission within a mesh network without
adding any control traffic, to make a D2D communication
by the first responders of the Public Safety Networks. It
means that the security level in the network is enhanced
without affecting the QoS of the whole network. .is is
made possible, on the one hand, thanks to Data Splitting
and the Data Shuffling schemes, which minimize the
probability of intercepting meaningful information by the
hackers, and on the other hand, by the simultaneous use of
several butterfly effects to transmit data to avoid the in-
tegrity and availability attacks. .e second contribution
consists of the butterfly effects construction. Remember

that not all network topologies allow decoding packets
when using Network Coding scheme to enhance the net-
work QoS, because of a lack of specific paths within these
networks. .erefore, performing network coding trans-
missions over a butterfly network assures that decoding
operation will be done successfully. .us, building such a
network in WMN is very relevant to the execution of the
G-SNCDS algorithm. Moreover, the butterfly effects con-
struction issue is addressed by only a few articles in the
literature [31, 32]. As said, the use of RBC algorithm allows
the construction of several butterfly networks in the WMN
networks. .is is very important to overcome the integrity
and the availability attacks.

.is paper is organized as follows. Section 2 presents the
RBC algorithm. Section 3 details the G-SNCDS scheme.
Section 4 summarizes the more important results of our
performed simulations to validate RBC and G-SNCDS
mechanisms. Section 5 concludes this article.

2. Reliable Butterfly Effect Construction

Network Coding is an efficient solution that is used to
improve the wired and wireless Quality of Service networks,
thanks to its capability of increasing the throughput and
decreasing the end-to-end delay and packet loss in the whole
network. Established by Ahlswede [33], the network coding
allows simultaneous transmissions of multiple data streams
arriving from one or more sources to one or more desti-
nations. .e benefits of the use of network coding in wired
and wireless networks were largely studied in the literature
[34–38].

.e challenge of the Network Coding technology con-
sists of finding routes and connecting the source to the
destination with higher coding and decoding opportunities.
Sometimes, even if the coding process is possible, the
decoding scheme may not be achieved because of a lack of
feasible routes. One solution to this issue is to construct a
butterfly network within the wireless network before per-
forming the network coding transmissions. .us, the
decoding process will surely be done.

Many papers explore the use of network coding in
butterfly networks [39–41]; however, as mentioned above,
few researches have been conducted to create a butterfly
effect in a network.

.e Reliable Butterfly Effect Construction (RBC) solu-
tion that we propose in this work consists of constructing a
butterfly effect between a single source S and a single des-
tination D. Figure 2 shows a Butterfly Effect implementation
to connect a single source S and single destinationDwithin a
mesh network. .e objective is to achieve a successful
network coded data transmission within the WMN.

In this network pattern, the one hop neighbors from the
source and the destination are called source’s children and
destination’s children, respectively. Also, the two-hop nodes
from the source and the destination are called grand-
children. Some nodes belong to the WMN, but they are not
members of the butterfly network. .e coder node in this
model is a source’s grandchild and the decoder is one of the
destination’s children set.
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RBC algorithm is based on defining three shortest routes.
.e first path connects one source’s child with one desti-
nation’s child. .e second one connects the other source’s
child with the second destination’s child. Finally, the third
path connects one source’s grandchild with one destination’s
grandchild. .e three paths need to be disjointed and the
grandchildren must be the children of the source or desti-
nation’s children. Several disjoined butterfly effects may be
created between the same nodes pair (S, D), where S is the
source node and D is the destination one. .is allows for
performing a load balancing of data and assures a backup
mechanism in case of a butterfly effect failure.

.e detailed RBC algorithm is given below.

Step 1: choose S and D randomly, from G� (V,E)
Step 2: find all source children

C(s) � v ∈ V,Distance(v, S)≤R{ }, (1)

where Distance(v, S) is the distance between the node v

and the source S, and R is the coverage radius of nodes
in G.
Step 3: for all u, v ∈ C(S), find the common children of
u and v, denoted by Cc(u, v)

Ccs(u, v) � C(u)∩C(v). (2)

Each w ∈ Ccs(u, v) has two common parents denoted

Prs(w) � u, v ∈ C(S){ }. (3)

.e set of grandchildren of S, having each two parents,
is denoted as GCc(s)

GCc(s) � ∪
u,v∈C(S)

Ccs(u, v). (4)

Step 4: repeat steps 1 to 3 for the destinationD to get the
following equations

C(D) � v ∈ V,Distance(v, D)≤R,{ (5)

Ccd(u, v) � C(u)∩C(v), (6)

GCc(D) � ∪
u,v∈C(D)

CcD(u, v), (7)

Prd(w) � u, v ∈ C(D).{ (8)

Step 5: set α � 0, where α is the number of butterfly
effects in the wireless mesh network, initialized to 0.
Step 6: for all nodes ∈GCc(s).

(1) Find the shortest path relaying w1 ∈ GCc(S) to
w2 ∈ GCc(D) , denoted as e1.

(2) If e1 exists, find e2, the shortest path relaying
u1 ∈ Prs(w1) to u2 ∈ Prd(w2).

(3) If e1 and e2 exist, find e3, the shortest path relaying
v1 ∈ Prs(w1) to v2 ∈ Prd(w2).Where v1 ≠ u1 and
v2 ≠ u2.

(4) If ei , i � 1, 2, 3{ } exist and disjoint, so set α � α + 1
(5) Construct the αth butterfly network, by relaying

(i) w1 to u1 and v1, u1 and v1 ∈ Prs(w1)

(ii) w2 to u2 and v2, u2 and v2 ∈ Prd(w2)

(iii) S to u1 and v1
(iv) D to u2 and v2

(6) Representation of the αth butterfly network.

G
α
Bfly � VBfly, EBfly ,

(9)

VBfly � S, D, w1, w2 ∪Prs w1( ∪ Prd w2( ∪ V1, V2, V3 ,

(10)

Vi � v, (u, v) ∈ ei, i � 1, 2, 3 . (11)

Figure 3 shows an application scenario of RBC algo-
rithm. It illustrates the case of constructing one butterfly
effect.

.e Reliable Butterfly Effect Construction (RBC) solu-
tion consists of constructing a butterfly effect connecting a
single source S and a single destination D.

.emain objective of the RBC algorithm is to find one or
more Butterfly Effects in the WMN connecting a source
node S to a destination node D. Note that it is possible that
no butterfly effect is present in the WMN; in such cases, no
butterfly network is built by the RBC scheme. Another
solution may be applied to transmit Data in this case, even if
the network coding mechanism will not be achieved; our
study performed in Ref. [42] may be used to find a multipath
connecting a couple of source and destination nodes. .is
last solution assures a load balancing routing through a
node-disjoined multipath.

As we had already specified in Ref. [43], our reliable
approach constructs a set of butterfly effects with the same
network connecting a single pair of source and destination
nodes. In fact, this solution is efficient when the network
suffers from links and nodes failures. .e continuous
availability of several backup butterfly networks guarantees
the topology recovery scheme. Furthermore, the strength of
our scheme appears when applying the load balancing in
the mesh network. More than one butterfly effect may
collaborate to transmit data by sharing the load within the
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same wireless mesh network. Besides, one constructed
butterfly network avoids the confidentiality attack by
performing a network coding data transmission based on a
Data Splitting (DS) mechanism that we develop and im-
plement in this study. Moreover, the use of two or more
butterfly effects to transmit data overcomes the integrity
and availability attacks. Note that CIA Attacks avoidance is
assured by the G-SNCDS algorithm; this will be detailed
later in this paper.

3. Generalized Secure Network Coding-Based
Data Splitting Algorithm

In this work, a new approach is developed for secure network
coded data transmission for PS D2D communications over
LTEHetNets networks and 5G networks..e objective of this
approach was to maintain the confidentiality, the integrity,
and the availability of the transmitted Data over the network
when resources are limited or lacking. Our solution consists
of developing and applying the Data Splitting mechanism for
forwarding symbols from the source to the destination nodes,
over a butterfly network that we construct within the WMN
network. In other words, instead of sending all packets
through each path of the butterfly network, each packet will be
divided, by the source node, into fragments of six bits.
.ereafter, each bit position within the fragment will be
changed in the same fragment according to Random Se-
quence Position (RSP) selected by the source, to get a shuffled

sequence of bits. Finally, the bits of the same fragment will be
transmitted from the source to the destination through two
distinct routes. .e source transmits the first bit of the
shuffled sequence using the first path, the second bit by the
second one, and so on until sending the whole bits of the
current fragment. .e process is then executed again with the
next fragment, and it will be repeated until all packets are sent.
We assume that the random sequence position, RSP, is
encrypted by the source and sent to the destination at the
beginning of the transmission by using trust modes. Oth-
erwise, we suppose that the coding matrix format is known by
the destination, but not the matrix codes values. .e desti-
nation node uses the RSP to construct the coded matrix. In
fact, each value of the RSP is used one or more times to
construct the coding matrix. In this way, our solution reduces
the quantity of encrypted data, as the RSP length is lower than
that of the coding matrix.

Below, details of our DS mechanism are defined. Next,
DS development and application is given. Figure 4 gives an
example of Data Splitting process.

Let C be the coding matrix used for coding and decoding
data by the network coding scheme.

C �

c1 c2

c3 + c4c1 c4 ∗ c2

c5 ∗ c1 c5c2 + c6

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠. (12)

With ci, for i� 1 to 6 are the codes used by the three
coding nodes to perform the coding operation, as shown in
Figure 5. Remember that when the network coding scheme
is used, two symbols are sent simultaneously by a coding
node. .us, the coding node needs to mix the two symbols
together after combining each symbol with a code.

Otherwise, let P � (p1p2p3p4p5p6) be the Random
Sequence Position vector, RSP, randomly generated by the
source. Note that pi ∈ [1, 6],with i � 1 to 6, represent the
positions of bits within the original fragment of the native
packet. For example, for a fragment f� 100011, we use
P� (1,3,5,2,6,4), then the shuffled fragment is fs � 101010. As
mentioned below, the sequence RSP � P is encrypted by the
source node and after that, sent to the destination. In ad-
dition, the source may send a new RSP vector each time it
wants to change the shuffling sequence. .is may happen
when a hacker attack can succeed, or after a periodic time
specified by the source. .e periodic change of the RSP
sequence reduces the probability of its resolution by the
attackers. Hence, this may improve the robustness of our
solution.

Besides, the destination gets the coding matrix C by
substituting each code Ci with the value of pi, with i � 1 to 6.

.is approach avoids the hackers to get meaningful
information by intercepting confidential Data. .e eaves-
dropper cannot get all the bits of the packet sent because
some of them are sent through another path, very probably
out of its range. Furthermore, the hacker ignores the exis-
tence of RSP used by the source to shuffle the sent data..en,
this will certainly complicate the reconstruction of the native
fragment. .e G-SNCDS can thus reduce the impact of the
confidential attacks.

Nodes within butterfly paths 

No participant nodes

(a)Source and Destination are chosen
randomly in the wireless mesh
network

(b) Source’s and Destination’s children
are defined

(d) Connection of the source and the
destination to the butterfly network

(c) Apply Dijkstra algorithm to find the
disjoined shortest paths between
source’s and destination’s children
and grand-children

Source and Destination nodes

Source and Destination children

(a) (b)

(c) (d)

Figure 3: Steps of butterfly network construction.
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In addition, the algorithm G-SNCDS uses the RBC
scheme to get a set of Butterfly Effects. .e transmission of
Data through more than one butterfly effect allows the
avoidance of the integrity and availability attacks. .is will
be detailed later in this paper. Note that DS scheme is applied
for each Butterfly network as explained below in this article.

In the following, the DS mechanism and decoding
packets will be defined and explained.

3.1. Data Splitting and Coding Operation. Figure 6
illustrates the native packet divided into fragments and
transmitted by using the G-SNCDS algorithm. .e choice of
the value six as number of bits in one fragment is not done
randomly. Our objective is tomake a relationship between the
number of positions of bits in the fragment and the number of
codes used to code symbols in the butterfly network. In fact,
the coding matrix is built by using the six codes employed by
the coding nodes to generate symbols. .erefore, we propose
to use the six new bit positions within the sent fragment as
codes to perform the network coding operation. Note that
these six new positions are represented by the sequence RSP.
Furthermore, RSP gives the native position of each received
bit by the destination, such that the source has to just transmit
the RSP sequence to the destination, and in this onemay, first,
define the initial positions of bits and then construct the
coding matrix used by the network coding process.

After getting the fragments of the one packet, the source
shuffles each fragment in accordance to a random sequence
position, RSP (Figure 6(c)). .en, the shuffled generated
fragment will be transmitted from the source to the desti-
nation (Figure 6(d)).

Figure 5 illustrates the data transmission by using net-
work coding and DS mechanisms, for a general case. Note
that all bits, which are located on odd positions, will be sent

through one path. Besides, all bits located on even positions
will be sent through the second path. .is approach makes
our scheme capable of avoiding the confidentiality attack
and reduces the number of affected packets when an in-
tegrity attack is performed.

.e DS mechanism avoids the confidentiality attack
since it does not allow attackers to get the whole data, be-
cause some packets are transmitted through a path, which is
out of reach of the hackers. Moreover, the impact of the

bi
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bk

bk

Y1 = C1 * bi + c2 * bk

Y2 = C3 * bi + c4 * Y1 Y3 = C5 * bk + c6 * Y1
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, ap5
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Figure 5: Network coding transmission with splitting data
mechanism.
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Figure 6: Data splitting mechanism. (a) Native packet. (b) Step 1:
packet fragmentation. (c) Step 2: sequence reorder. (d) Step 3: final
fragments.
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(a) Step1: packet fragmentation

(b) Step2: Sequence reorder
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Figure 4: Example of data splitting.
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integrity attack is reduced for the same reason as the con-
fidentiality attack. In fact, 50% of packets sent do not pass by
the hacker’s zone. .erefore, it will be impossible for the
attacker to affect this data packet. Note that G-SNCDS gives
a solution to overcome the integrity attack, namely, the use
of several butterfly effects when data are transmitted. .is
technique will be explained later in this paper.

Let bi, bk be the sent bits from the source to the des-
tination over the butterfly network, with i&k ∈ P �

(p1p2p3 p4p5p6)&i≠ k. Let C be the coding matrix used by
the network coding process. C is given by formula (12)
above.

Finally, let yj be the coded symbols, with j ∈ (1, 2, 3).
.en, the mathematical formulation of this network-coded
transmission is given as follows:

Y1 � c1 ∗ bi + c2 ∗ bk,

Y2 � c3 ∗ bi + c4 ∗Y1,

Y3 � c5 ∗ bk + c6 ∗Y1.

(13)

When only Y2 andY3 are received by the destination, we
will consider only these symbols for coding-decoding
scheme. .erefore, we need to substitute Y1 by its computed
value given in (13).

So, we get the following linear system of the two
equations

Y2 � c3 ∗ bi + c4 ∗Y1 � c3 + c4 ∗ c1( bi + c4 ∗ c2 ∗ bk,

Y3 � c5 ∗ bk + c6 ∗Y1 � c1 ∗ c6 ∗ bi + c5 + c6 ∗ c2( .
(14)

Finally, we can write:

Y2 � c3 + c4 ∗ c1( bi + c4 ∗ c2 ∗ bk,

Y3 � c1 ∗ c6 ∗ bi + c5 + c6 ∗ c2( bk.
(15)

.en, the coding scheme will be represented as follows:

y2

y3
  �

c3 + c4c1 c4 ∗ c2

c5 ∗ c1 c5c2 + c6
 ∗

bi

bk

 . (16)

With i&k ∈ P � (p1p2p3p4p5p6)&i≠ k

And cj � pj for. j ∈ [1, 6], pj ∈ P

3.1.1. Coding Process with DS Mechanism. An example of
the application of the DS mechanism to the network coding
is shown in Figure 4. .e random sequence adopted for the
shuffling bits position is as follows:

P � p1p2p3p4p5p6(  � (4, 2, 5, 6, 1, 3). (17)

Consequently, the bits transmission will be done as
follows:

b1, b2, b3, b4, b5, b6(  � a4, a2, a5a6, a1, a3( , (18)

where bi, i� 1 to 6, are the sent bits by the sources using the
RSP sequence.

.e source sends bits via its two paths alternatively, so
that the source sends b1, b3 and b5 through the first path, and
b2, b4 and b6 through the second one. Figure 7 shows the

network coding and the transmission of the bits of a frag-
ment of the packet A, represented in Figure 7, with presence
of eavesdroppers.

Mathematical formulation of this network-coded
transmission is given as follows:

y1 � c1 ∗ a4 + c2 ∗ a2,

y2 � c3 ∗ a4 + c4 ∗Y1 � c3 + c4c1( a4 + c4c2a2,

y3 � c5 ∗Y1 + c6 ∗ a2 � c5c1a4 + c5c2 + c6( a2.

(19)

So, the coding scheme for y2 and y3 will be represented
as follows:

y2

y3
  �

c3 + c4c1 c4c2

c5c1 c5c2 + c6
 ∗

a4

a2
 . (20)

By the same way, when a5 and a6 are sent, we get the
coded packets, namely, y1, y2, and y3 as follows:

y1 � c1 ∗ a5 + c2 ∗ a6,

y2 � c3 ∗ a5 + c4 ∗Y1 � c3 + c4c1( a5 + c4c2a6,

y3 � c5 ∗Y1 + c6 ∗ a6 � c5c1a5 + c5c2 + c6( a6.

(21)

So, the coding scheme will be represented as follows:

y2

y3
  �

c3 + c4c1 c4c2

c5c1 c5c2 + c6
 ∗

a5

a6
 . (22)

And, when both a1 and a3 are sent, we get the following
coded packets:

y1 � c1 ∗ a1 + c2 ∗ a3,

y2 � c3 ∗ a1 + c4 ∗Y1 � c3 + c4c1( a1 + c4c2a3,

y3 � c5 ∗Y1 + c6 ∗ a3 � c5c1a1 + c5c2 + c6( a3.

(23)

So, the coding scheme will be represented as follows:

y2

y3
  �

c3 + c4c1 c4c2

c5c1 c5c2 + c6
 ∗

a1

a3
 . (24)

Remember that cj � pj for j ∈ [1, 6], pj ∈ P � (p1p2p3
p4p5p6).

A=[a4 a2 a5 a6 a1 a3]

a4 a2

EavesDropper

Destination

Y2= C3a4 + C4Y1

Y1= C1a4 + C2a2

Y3= C5Y1 + C6a2

Figure 7: Example of the network coding transmission with DS
mechanism.
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Furthermore, each time the destination gets the three
coded packets yi,with i � 1 to 3, it proceeds to decode them
to get the couple of native symbols. .e following section
explains the decoding mechanism and the Data Gathering
scheme.

3.2. Data Gathering and Decoding Operation. .e decoding
mechanism is performed by the destination. .is assures
that only the source and the destination may get the
meaningful transmitted data.

.e following mathematical model shows how the linear
system of equations represents the decoding data.

.e coded symbols obtained by the destination are
represented by formula (16). .e three following matrixes
are considered:

Y �
y2

y3
 ,

C �
c3 + c4c1 c4c2

c5c1 c5c2 + c6
 ,

A �
a1

a3
 .

(25)

.en, formula (22) may be adapted as follows:

Y � C∗A. (26)

By applying the properties of linear algebra, we can get
the joined formula (27).

C − 1∗Y � C − 1∗C∗A,

C − 1∗Y � Id∗Awith Id is the Identity matrix,

C − 1∗Y � A,

Then,

A � C − 1∗Y.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(27)

So that, we define system (28) obtained by substitutingA,
C, and Y by the corresponding matrix according to equation
(27).

ai

aj

⎛⎝ ⎞⎠ �
c3 + c4c1 c4c2

c5c1 c5c2 + c6
 

− 1

∗
y2

y3
 . (28)

Besides, the C−1 matrix has to be defined in order to get
the final values of ai and aj.

LetM �
a b

c d
 . (29)

In linear algebra, the invert matrixM−1 ofM is calculated
as follows:

M
− 1

�
1

Det(M)
(CoFactors(M))

t
. (30)

With Det (M) being the determinant of thematrixM and
(CoFactors(M))t being the transpose of the cofactor’s
matrix of M.

.e determinant of the matrixM is given by formula (31)

Det(M) � a∗ d − c∗ b. (31)

Besides, the cofactors matrix of M is given as follows:

CoFactors(M) �
d −c

−b a
 . (32)

.en,

(CoFactors(M))
t

�
d −b

−c a
 . (33)

Note that a Matrix M is invertible if and only if

Det(M)≠ 0. (34)

So, by considering formulas (30), (31), and (33), the
invert matrix of C will be given by formula (35).

C
− 1

�
1

Det(C)
(CoFactors(C))

t
, (35)

Det(C) � c3 + c4 ∗ c1( ∗ c5 ∗ c2 + c6( 

− c5 ∗ c1( ∗ c4 ∗ c2( ,
(36)

(CoFactors(C))
t

�
c5c2 + c6 −c4c2

−c5c1 c3 + c4c1
 .

(37)

Remember that cj � pj for. j ∈ [1, 6], pj ∈ P � (p1p2p3
p4p5p6)

Once the destination gets and decodes one sequence of
subsequent six bits, it will put the bits in the initial order.
To do this, it uses the RSP sequence P � (p1p2p3p4p5p6),
obtained from the source at the beginning of the
data transmission. .erefore, the initial position of the
first received bit is equal to p1, the native position of the
second one is p2, and so on. Finally, each fragment will be
joined to the previous one to get the native transmitted
packet.

3.2.1. Example of Decoding Operation. We consider the
example given in Figure 7. In this section, we detail only the
decoding process of the two sent bits, namely, a4 and a2. .e
coded packets are given above, by formula (20)

.e decoded symbols a4 and a2 are obtained by using
formula (38).

a4

a2
  �

c3 + c4c1 c4c2

c5c1 c5c2 + c6
 

− 1

∗
y2

y3
 . (38)

With (c1c2c3c4c5c6) � (p1p2p3p4p5p6) � (4, 2, 5, 6, 1, 3)

.en, we may write:

a4

a2

⎛⎝ ⎞⎠ �
1
97
∗

5 −12

−4 29
⎛⎝ ⎞⎠∗

y2

y3

⎛⎝ ⎞⎠. (39)
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3.3. Generalized Secure Network Coding-Based Data Splitting
Algorithm. In this section, we present the G-SNCDS algo-
rithm. .e previous sections explain the definitions and the
mechanisms used within the G-SNCDS algorithm and cited
in this section.

Step 1: the source applies RBC Algorithm to find the set
of the butterfly effect in the WMN network. If no
butterfly network is found, so go to step 6.
Step 2: the source defines and encrypts the RSP se-
quence and sends it to the destination.
Step 3: the sources split the data to sequences of six bits
and shuffles them following the RSP sequence.
Step 4: the splitting and shuffling data are sent to the
destination by using network coding mechanism
through the butterfly networks, constructed by the RBC
algorithm.
Step 5: once the destination gets and decodes a se-
quence of six bits, it will put the sequence in the initial
order. To do this, it uses the RSP sequence P �

(p1p2p3p4p5p6), which it obtains from the source at
the beginning of the data transmission. .erefore, the
position of the first received bit is equal to p1, the
position of the second one is p2, and so on. Finally, each
fragment will be added to the previous one to get the
native transmitted packet.
Step 6: use multipath algorithm that we have developed
in Ref. [42].

3.4. G-SNCDS for Confidentiality Attack Avoidance.
G-SNCDS solution can overcome a confidentiality attack in
a mesh network. In this case, it proceeds as our previous
solution is called the SNCDS algorithm [30]..e objective of
G-SNCDS when it is applied to avoid a confidentiality attack
is to keep the eavesdroppers away from the confidential
information transmitted through the WMN.

To show the G-SNCDS efficiency on confidentiality attack
avoidance, we consider the attacks illustrated in Figure 8. .is
figure represents two kinds of attacks in a butterfly network. An
internal attack performed by the eavesdropper 1 and an ex-
ternal one accomplished by the eavesdropper 2.

In both situations, eavesdroppers cannot get the full
information sent by the source to the destination. Even if the
eavesdropper 1 may intercept the coded symbol Y1, cer-
tainly, he or she cannot resolve this symbol since he or she
does not have the codes belonging to the encrypted coded
matrix. In such a case, we assume that the eavesdroppers
have no capabilities to resolve the encryption keys used by
the source and the destination. Besides, eavesdropper 2 may
only get to send the bits relevant to odd positions. In ad-
dition, positions of captured bits are not the same for these
bits in the native packet, so that it will be complicated for
him or her to reconstruct the native packet.

3.4.1. G-SNCDS for Data Integrity Attack Avoidance.
Figure 9 illustrates an internal integrity attack within a
WMN. Two legitimate nodes are assumed to be hackers. .e

considered attack in this case is a packet drop by the hackers.
In other words, instead of forwarding packets arriving to
their hosts, they will partially or totally drop them. Such a
situation modifies the integral data transmitted from the
source to the destination. In fact, the integrity of the
transmitted data will be affected.

When one butterfly effect is used to forward data within
the WMN (Figure 9(a)), the integrity of the information is
not guaranteed, because when the DS mechanism is applied,
part of the data is sent through the first path and the other
part takes the second path. Consequently, some or all data
arriving at the two hackers will be lost. .us, the destination
may not have the whole information and the decoding
process will be blocked because of the lack of some infor-
mation depending on the decoding scheme. A solution is to
apply G-SNCDS to this D2D transmission. G-SNCDS uses
two butterfly effects to perform double NC operation
(Figure 9(b)), and the data are transmitted by applying a
redundancy mechanism. Each packet forwarded through the
first butterfly network is duplicated and sent via the second
butterfly in the samemanner, so the G-SNCDS uses the same
shuffled sequence to transmit the packets. If an integrity
attack occurs in the network, the destination will detect it
after the duration of time by realizing that some packets are
dropped. .erefore, the network will use the redundant data
to correct the information corruption. Note that in the case
of an external integrity attack, the same process as the one
applied to the internal integrity attack will be applied to
overcome the packet corruption issue.

3.4.2. B. G-SNCDS for Data Availability Attack Avoidance.
Figure 10 represents Deny of Service (DoS) attack as an
example of internal availability attack in WMN. .e two
hackers are assumed to be legitimated nodes belonging to
one butterfly effect. .e first situation (Figure 10(a)) illus-
trates the use of one butterfly effect to transmit data with two
misbehaving nodes. .e other situation (Figure 10(b))
represents the case of use of two butterfly effects by
G-SNCDS for transmitting D2D data. .e second butterfly

A=[a4 a2 a5 a6 a1 a3]

a4

a4

a2

a2

Path1 Path3

Path2

Destination

EavesDropper2

EavesDropper1

Y2= C3a4 + C4Y1

Y1= C1a4 + C2a2

Y3= C5Y1 + C6a2

Figure 8: Confidentiality attack: internal and external attacks in the
WMN.
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network is considered as a backup network; it will not be
used until the first one becomes unavailable. .erefore,
when hackers perform a DoS attack, the solution in
Figure 10(a) may not guarantee the availability of the data. In
fact, the transmission within the butterfly will be blocked
because of the DoS attack. Besides the use of G-SNCDS
allows for overcoming the availability attack, as soon as the
principal butterfly stops delivering the packet to the desti-
nation because of the DoS attack, G-SNCDS will activate the
backup butterfly network and switch the transmission op-
eration from the first butterfly network to the second one.
Note that the application of the RBC algorithm allows for
constructing a set of butterfly effects for each couple of nodes
needing to exchange data between them. So, G-SNCDS has a
high probability to address the availability attack issue.

Note that the backup network can use the same or a
different RSP. When the source decides to use a new RSP
sequence, it has to notify the destination about the new RSP
vector. Otherwise, the destinationmay not perform a decoding
operation. As the integrity attack avoidance is carried out by
G-SNCDS, the availability attack avoidance is applied in the
same way for both external attack and the internal one.

4. Simulation and Results

In this section, we show the results of the G-SNCDS al-
gorithm implementation carried out in Matlab. .e aim of
our experiments is to illustrate that our scheme enhances the
security level in themesh network without adding significant
additional control traffic. .ree kinds of attacks are
implemented, namely, the confidentiality attack, the integ-
rity attack, and the availability one. All these attacks are
addressed by the G-SNCDS. .e use of the DS mechanism
during the network coding transmission may overcome the
confidentiality attacks. Otherwise, the use of the butterfly
backup network combined with the DS mechanism avoids
the availability and the integrity attacks.

For each experiment, the source, the destination, and the
eavesdropper nodes are chosen randomly among all for-
warding nodes in the WMN network. .e RBC algorithm is
applied to construct the set of butterfly networks between
the source and the destination nodes (Figures 11 and 12).
.e first kind of security attack experimented in this work is
the confidentiality attacks. Two scenarios are simulated, the
internal attack and the external attack scenarios. Note that

Hacker 1

Hacker 2

(a)

Hacker 1

Hacker 2

(b)

Figure 9: Integrity attack: Internal attack within the WMN. (a) Hackers drop packets: Information integrity is not guaranteed. (b) Hackers
drop packets, G-SNCDS applied: Information availability is guaranteed.

Hacker 1

Hacker 2

(a)

Hacker 1

Hacker 2

(b)

Figure 10: Availability attack (DoS attack): internal attack within the WMN. (a) Without G-SNCDS: information availability is not
guaranteed. (b) G-SNCDS is applied: information availability is guaranteed.
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for confidentiality attack, the G-SNCDS algorithm can use
only one butterfly effect to overcome this situation.

Figure 11 illustrates the butterfly network constructed by
the RBC algorithm..is scenario is performed to analyze the
internal attack. .e eavesdropping node is a member of the
butterfly network. In such cases, the hacker may have part of
the transmitted data from its neighbors. .e captured in-
formation may be sent to it or intercepted among the data
transmitted to its neighbors, which are in its transmission
range.

.erefore, the application of the G-SNCDS decreases the
number of the intercepted data by the eavesdropper node in
both internal and external attacks (Figures 13 and 14)..is is
made possible thanks to the application of the DS mecha-
nism. Remember that the DS scheme consists of dividing
each sent packet into two parts; one part is transmitted

through a path of the butterfly network and the second part
through the other path. .is approach decreases the number
of bits obtained by any eavesdropping nodes as compared to
the scheme when sending the whole packets through the two
lateral paths of the butterfly network.

Based on the Butterfly effects constructed by the RBC
algorithm and represented by Figures 11 and 12, respec-
tively, we notice that the number of intercepted data is
higher in the case of the internal attack (Figure 13) than in
the case of external data (Figure 14). .is is because of the
location of the hacker in the network. Figure 13 shows that
the eavesdropper may get the information sent to it from
node 2 and intercept the information sent to node 10, which
is a coded symbol..e number of the intercepted bits may be
greater with the internal eavesdropping attack than the
external one.

Note that our solution avoids the eavesdropped node to
get any meaningful information thanks to the splitting
operation, which makes a part of the packet unreachable for
this node and complicates the bits gathering process since it
does not know about the data shuffling mechanism adopted
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Figure 11: Internal eavesdropping attack.
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by the source node. .is benefit is not given by the classical
NC transmission, where the source forwards the whole
packet bits using the same path. Data eavesdropping in the
classical NC transmissions becomes easy for the hacker,
since the information is not encrypted.

.e second attack type considered in this simulation is
the integrity attack (Figure 15). It is realized through packet
drops by the hacker. As it is explained in Section 3.4,
G-SNCDS realizes a split network coded data transmission
through at least two butterfly effects, to overcome the in-
tegrity attack..e first one is the main butterfly network and
the second one is the backup one.When the hacker performs
an attack through one butterfly network, the data trans-
mitted over it will be immediately corrupted. .e infor-
mation arrived at the destination via the two butterfly
networks will be certainly different. .us, the destination
will use correction mechanism to get the native data. In this
simulation, we carried out three scenarios (Figure 15).

.e first scenario, called the NC scenario, is realized by
using only a network coding scheme through one butterfly
network.

.e second scenario consists of applying the SNCDS
solution interpreted by performing Network Coding
transmission over one butterfly effect combined with DS
mechanism. .is experiment is called the SNCDS scenario.

.e last scenario applies to the G-SNCDS algorithm.
.is solution is realized by transmitting data through two
butterfly networks and using network coding combined with
DS schemes. It is named the G-SNCDS scenario.

.e simulation results show, on one hand, that applying
the SNCDS algorithm enhances the security level compared
to the case of using only the network coding mechanism to
transmit packets. .is is made possible thanks to the use of
the DS approach. When the DS scheme is applied, only half
of the data is forwarded via the path including the malicious
node. We show that the application of the G-SNCDS assures
total integrity attack avoidance with the presence of hackers
in the network. .e implementation of two butterfly net-
works transmitting redundant data allows the destination
node to detect the packet corruption, so that correction
algorithms can be executed to get the native data.

.e availability attack is the last type of attacks we consider.
In this study, we consider the Denial of Service (DoS) to
simulate the availability attack. Our simulation results are il-
lustrated in Figure 16. Like the integrity attack, three scenarios
are implemented. A network coding transmission, a NC so-
lution combined with DS mechanism (SNCDS), and a
G-SNCDS algorithm. .e two first solutions are applied as in
the integrity attack scenario. .e last solution is applied by
using NC mechanism with the DS one over one butterfly
network. As soon as availability attack occurs, the second
butterfly network is used to transmit data instead of the first.

Figure 16 shows that the NC solution and SNCDS so-
lution give the same results for this experiment. In fact, the
two approaches use one butterfly network and when a DoS
attack happens, the whole network is affected, and all
transmissions are blocked. Besides, the G-SNCDSmay avoid
a DoS attack, thanks to the butterfly network backup. .us,
as soon as the attack is detected in the network, the principal

butterfly network is disabled and the backup is activated to
rescue the data transmission in the network.

Otherwise, the encryption is an interesting solution to
preserve the routed data in the network, but it needs to add
some bits to the native packet to encrypt it. Authors in Refs.
[44, 45] evaluate the encryption overhead for many en-
cryption algorithms. In fact, the combined added bits
serving the encryption scheme will increase the overhead in
the butterfly network and will use additional network re-
sources, even in situation of congestion, where the radio and
bandwidth resources are limited. One important
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contribution of the G-SNCDS is the guarantee of a secure
data transmission for the PS D2D transmission without
adding any control traffic other than the one used by the
Network Coding scheme. .is is made possible since the
G-SNCDS does not add any bit to the transmitted one. It
rather uses a Data Splitting mechanism combined with bit
Shuffling process to avoid the confidentiality, integrity, and
availability attacks in the WMN networks.

Furthermore, the proposed approach, namely, the
G-SNCDS algorithm combined to RBC one is a scalable
solution for secure routing within the WMN network for
ensuring a reliable Public Safety D2D communications,
over HetNets and 5G networks. In fact, the Butterfly
effects’ construction is relevant to the availability of paths
connecting the children and the grandchildren of the
source and the destination nodes; this will assure the
decoding process in the network. It is evident that the
greater the number of nodes in the WMN network, the
greater the number of butterfly effects constructed by
RBC. In addition, whatever the number of nodes in the
WMN network, the G-SNCDS solution is suitable to
assure a good level of security, while the construction of
butterfly networks is possible.

Remember that in this work, we try to secure Data while
prioritizing communication in situations of crises, where
resources are limited. Indeed, with the same amount of
traffic we will increase the level of security, so no additional
traffic will be added. In fact, we are trying to secure com-
munications, because it could be confidential data ex-
changed between first responders, so we ensure
confidentiality. It could also be important information; there
we must ensure the availability of Data, it is also necessary to
have the information in its totality, so we need to guarantee
the integrity of this information..erefore, the three aspects:
availability, confidentiality, and integrity, must be ensured
during D2D communications made by first responders, as
well as the guarantee of data transmission.

Finally, the article complements studies we made in
other papers [46, 47], improving QoS in LTE networks and
LTE HetNets networks. .e objective here is to improve the
security of D2D communications in local networks. Re-
member that D2D communications are part of HetNets
networks and 5G networks. D2D communications are rel-
evant when LTE resources become limited and eNodeB
coverage does not reach the disaster zone.

5. Conclusion

D2D technology is an attractive solution to enhance the
performance of Public Safety communications over LTE
Heterogeneous networks and 5G networks, particularly
when the Public Safety access to the shared commercial
radio bands over LTE cannot overcome the lack of PS re-
sources during crisis. D2D communications allow direct
transmission of data between hosts, without passing through
an eNodeB. .e nodes may operate within public fre-
quencies, as in Ad hoc, WiFi, or WMN wireless networks.
Unfortunately, the use of the unlicensed bands cannot
provide the same security level as with the licensed ones.

In this work, we investigate the security issue in a Device-
to-Device Public Safety communications over LTE Het-
erogeneous networks and 5G networks. .e D2D com-
munications are performed within a mesh network deployed
in small cells and used for offloading the macro cell during
congestion situations. .e Transmission data uses the
Splitting Data mechanism and the Network Coding scheme
over a butterfly network. .e butterfly effect is defined
within the WMN network to connect the source node to its
destination. Besides, three kinds of attacks are considered in
this study, namely, the confidentiality attack, the integrity
attack, and the availability one.

A new solution is implemented to deal with the security
problem within the WMN networks, namely, the Gener-
alized Secure Network Coding-based Data splitting algo-
rithm (G-SNCDS). G-SNCDS is based on Network Coded
Data splitting mechanism. It is an inherent solution to avoid
confidentiality, integrity, and availability attacks.

Furthermore, this paper presents two other principal
contributions; the first one is the implementation of a new
Data Splitting mechanism. It is applied to the network
coding transmission, in order to overcome the confidenti-
ality attacks in theWMN networks..e second contribution
consists of the implementation of a novel algorithm, namely,
Reliable Butterfly Construction algorithm (RBC), to con-
struct a reliable butterfly effect in theWMN networks and to
connect the source to the destination node. Remember that
using butterfly effect to perform network coding trans-
missions guarantees the success of the coding-decoding
process. Note that the RBC scheme is applied by G-SNCDS
to avoid both the integrity and the availability attacks in
WMN networks.

.e simulation results show that the confidentiality
attacks are avoided since the data packet intercepted by the
eavesdropper is no meaningful information. .e two other
types of attacks are completely avoided by G-SNCDS when
more than one butterfly effects are used for the data
transmission. .e G-SNCDS advantage is reflected by the
security level improvement within the WMN networks. .is
is without adding any traffic control in the network.

Data Availability
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mtl.ca) upon request and are obtained from the previous
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