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Abstract: Unmanned aerial vehicles (UAVs) will become an indispensable part of future sixth-
generation (6G)-based mobile networks that can provide flexible deposition, strong adaptability, and
high service quality. Under the guarantee of blockchain, UAVs can provide efficient communication
or computing services for ground intelligence devices and promote the development of wireless
communication. However, as the number of UAVs increases, issues regarding UAV path planning,
the handling of emergencies, the intrusion of illegal UAVs, etc., will need to be addressed. This
paper proposes an improved Gaussian mixture probability hypothesis density (GM-PHD) filter
based on machine learning for the target tracking and recognition of non-cooperative UAV swarms.
Simulation results demonstrate that the improved filter can effectively suppress clutter interference
in complex environments and improve the performance of multi-target recognition and trajectory
tracking compared with the traditional GM-PHD filter.

Keywords: 6G; blockchain; GM-PHD filter; UAV tracking

1. Introduction
1.1. Background

The evolution of sixth-generation (6G) communication technology has been advancing
following the deployment of fifth-generation (5G) mobile networks around the world in
2019 [1]. This includes developments in the standard formulation and emerging technolo-
gies to meet the requirements of the current era. Sixth-generation technology will improve
data rates, reliability, fast mobility, and network intelligence. A variety of smart community
wireless communication infrastructures, such as transportation systems, power grids, and
other systems, can also be improved with 6G as it facilitates the efficient processing of large
amounts of data [2,3]. It is anticipated that 6G wireless network connections will continue
to advance in maturity and dependability over time.

Unmanned aerial vehicles (UAVs), also called drones, are aerial robots that can fly
on their own or under human control. UAVs have been recognized as an essential 6G
communication technology due to their flexibility and ability to attain close proximity,
which improves the quality of UAV applications [4,5]. In addition, as a decentralized,
open, and transparent distributed ledger technology, blockchain technology can be tightly
integrated with UAV communication. By offering a decentralized, safe, and reliable envi-
ronment, UAV communication can achieve efficient, fast, and secure service delivery and
provide a strong guarantee for the 6G network [6]. Under the 6G network envisioned by
blockchain, UAV communication will facilitate multiple connectivity, service large coverage
areas, contribute to different applications, and provide better service quality [7,8]. UAVs
are flying machines that can also be used to easily capture and collect highly accurate data
from multiple scenarios, including the land, sea, and air. During the dissemination process,
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the data are transformed to create a sampled signal that can identify physical conditions
in the real world and are then assigned to the necessary users [9–11]. Figure 1 depicts the
application scenarios for UAVs. For instance, in agricultural production, a UAV based
on the blockchain in 6G wireless communications could extract soil features more pre-
cisely, providing guidance and prospects for agricultural professionals to make decisions.
Meanwhile, in terms of precise measurement and fertilization, UAVs can also carry out
more accurate assessments of crop quality [12] due to their high reliability and connectivity.
Drones are already being used to address coronavirus disease 2019 (COVID-19), assisting
in the monitoring of people’s temperatures, heart and respiratory rates, monitoring and
controlling social distancing in public places, and delivering supplies to infected people
under quarantine. Robots and UAVs with thermal imaging systems are already widely
used and have contributed significantly to minimizing the spread of COVID-19. Drones
are anticipated to play a larger role in medical supply and rescue operations following
the implementation of blockchain technology and 6G wireless network platforms in the
future [13]. UAVs are also regularly employed and effectively interoperated in military
operations to gather information, move equipment, conduct surveillance and reconnais-
sance, and launch direct attacks when weaponized. If applied in the 6G network, UAV
communication could provide a higher quality of service under the guarantee of increased
coverage areas with a larger data bandwidth, making tasks smoother.
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The use of drones is significantly advancing communication systems to assist humans
in various fields. However, applying blockchain-assisted UAV communication in 6G
networks will also create new challenges. UAVs have many advantages that make them
suitable for covert operations, such as speed, capacity, unpredictability, strength, power, and
durability. Their areas of operation are often considered dangerous and beyond the reach of
humans. Thus, they present a threat to social security systems and the drone communication
network, which would be destroyed if UAVs carrying bombs and poisonous materials
unexpectedly broke into a public area or attacked a network of routinely operating drone
swarms, causing significant harm and loss. Privacy issues will also emerge if drones
spend a lot of time in restricted locations and facilities, with the potential for spying on
personnel or engaging in unlawful mapping activities [14,15]. At the same time, in the face
of the massive amount of data generated in the 6G mobile communication network, more
UAVs are required to form complex networks to achieve the planned data transmission
trajectories. The number of UAVs has rapidly increased as a result of their widespread use,
and their trajectories are intricate and unstable. Maintaining the communication link for
UAV tracking becomes difficult to resolve when UAVs receive rapid requests, move often
to gather data, or hover to provide service. Consequently, it is of great significance to detect,
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track, intercept, and even destroy flying UAV targets to maintain the safety of low-altitude
airspace. Thus, effective detection and tracking provide an important foundation for drone
regulation.

1.2. Related Work
1.2.1. UAV Management

As technological capabilities advance, the production and deployment of UAVs will
continue to expand. According to projections by the Federal Aviation Administration
(FAA), the commercial drone fleet will reach 1.6 million by 2024. Therefore, in order to
manage UAV operations and flight plans while carefully coordinating their locations within
the airspace, rigorous protocols are required. The major aviation agencies of the globe
have come together to create a system for efficiently, safely, and automatically handling
UAV air traffic management (UTM), preventing a large number of drones from flying at
random without reliable location tracking [16]. However, the existing UTM still has a lot of
limitations as it is in its infancy and has not fully considered autonomous UAVs.

Locating a UAV is a crucial first step in tracking and positioning it. Typically, drones
must be registered, just like large aircraft. For example, the FAA mandates that all drones
heavier than 0.55 pounds must be numbered, equipped with a registration ID, and support
a remote ID [17]. This method is limited by the fact that the form of remote ID currently
required is a regular broadcast beacon transmitted over WIFI or Bluetooth, which is broad-
casted over unlicensed frequency bands and cannot be guaranteed in crowded urban
environments. The equipment used to receive the broadcast also has certain requirements.
Consequently, further research on low-altitude target monitoring technology is urgent for
the sake of national economic development and social stability and security.

Craye et al. [18] applied optical technologies to detect drones. They located potential
targets through a U-Net network, then used the image classification network Res-Net
to distinguish drones from interference. Finally, the space-time tracking method was
employed to filter out the remaining false positives to improve detection performance.
Anwar et al. [19] used acoustic technology to extract the features of UAV sounds from
various environmental sounds and then classified them through support vector machine
(SVM) to realize the identification and detection of UAVs. Liu et al. [20] used the pan, tilt,
and zoom camera (PTZ) platform to track UAVs, obtained the trajectory, and then adopted
the trained convolution neural network image data set to classify the UAV and interference.
This process reduced false positives and improved system stability.

The majority of these techniques are constrained by the detection of small targets
at a relatively long distance. At the same time, due to the influence of severe weather,
such as thunderstorm haze, clutter interference can create serious “frame loss” issues
during the tracking process, resulting in target loss. Aiming at the problem of unstable
detection performance caused by the influence of clutter, such as birds, in the process of
UAV tracking, this paper uses radar detection to propose a remote UAV detection method
based on traditional Gaussian mixture probability hypothesis density (GM-PHD) filter.
Machine learning is also employed to enhance the filter’s overall effectiveness to enable the
detection and tracking of UAV targets and reduce false alarms caused by clutter.

1.2.2. Target Tracking

Radar research has historically focused heavily on mobile target tracking [21,22].
Target tracking is typically defined as the process of calculating the spatial coordinates,
velocity, acceleration, and other state information of the target in real time by analyzing
and processing the measured value of the target that is collected by the sensor. The target
tracking process is exceedingly difficult due to the uncertainty of measurement, detection,
and data association and is essential to military operations, commercial services, human
livelihood, and civilian sectors. The mathematician Wiener proposed the Wiener filtering
method in the 1930s, which pioneered signal filtering. He assumed that the input informa-
tion was a generalized stationary stochastic process with known statistical properties and
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estimated the state at the current moment using measurements at all historical moments.
After the 1960s, Kalman et al. used the state model to describe the covariance parameters
in the Wiener filter, estimated the state through the recursive process of prediction and
update, and formulated the Kalman filter (KF), a classical method of single-target tracking.
The filter effect will diminish if a target is maneuvering. There are primarily two types
of methods for tracking maneuverable targets: algorithm-based detection and adaptive
tracking. The interaction multiple model (IMM) is an adaptive tracking algorithm that has
strong scalability and is simple to combine with other algorithms [23].

With the development of technology, single-target tracking can no longer meet the
needs of the military and civilians. As such, multi-target tracking (MTT) has been the
subject of extensive research as an upgrade to single-target tracking and is the focus of
this paper. In general, the traditional multi-target tracker consists of two steps: data
association and filtering. Data association is a key technology that primarily refers to a
comparison of the observed values obtained at the current moment with different targets at
the previous moment. It also includes the matching of measurement and tracking through
the data association algorithm, which is transformed into a single target problem to carry
out MTT. In relatively perfect tracking conditions, e.g., when there is a known number
of targets or a high signal-to-noise ratio (SNR), the classical data association algorithms
can produce good tracking outcomes [24,25]. However, when the observed environment
is more focused or has a large amount of false alarm clutter, this type of method will
experience issues, resulting in NP-hardness and combinatorial explosion features that
increase the computational complexity exponentially. How to reduce computation and
enhance real-time performance is the key research content of MTT.

At the beginning of the 21st century, Dr. Ronald Mahler of the Lockheed Martin
Institute in the United States proposed a rigorous theoretical framework to integrate expert
systems theory and point processing under random set theory (RST). It was characterized
by a randomly distributed set of points, as well as a randomly distributed and disor-
dered point inside the set. Mahler applied Bayes filtering theory to the actual scene and
simultaneously solved problems of complex combination and overweight computational
load by creating a pure probability theory that could address most of the multi-sensor
and multi-target information fusion and unification problems. He simplified the complex
MTT problem and provided a new solution direction for multi-target tracking in complex
airspace scenes by using finite set statistics (FISST) to enable Bayes estimates of multiple
targets under numerous sensors [26]. Random set theory mostly referred to FISST. However,
it remained challenging to obtain the ideal solution using Mahler’s methodology because
the recursive process of multi-target Bayes estimation called for multi-dimensional set
integration. In order to move the estimator from theory to application, Mahler devised
a probability hypothesis density (PHD) filter to transfer the posterior strength Dk(·

∣∣∣Zk)

of the target random finite set (RFS). This filter operated by modeling the quantity and
state randomness of the measurement and target so as to avoid the initial complex data
association calculation. The purpose of the time variable of the target could be estimated
online, thereby avoiding the complexity of data association between the observation and
the station [27]. However, the issue of functions based on RFS containing a lot of integrals
remained. Practical engineering applications will encounter challenges as a result of this
problem’s high computational complexity. Early in the 21st century, Ba-Ngu Vo and col-
leagues designed the GM-PHD filter, which was employed to solve the PHD recursive
equation under the assumption that the target embryonic state was linear Gaussian [28].
This scheme effectively lowered processing, made it simple to extract the goal state, and
increased the possibility of engineering realization. Since then, the PHD filter has been
constantly improved. Our proposed algorithm based on RFS lays a unified theoretical
foundation for problems, including target detection, tracking, and recognition, as well as
multi-sensor data fusion, and is useful in both military and civilian settings.

In summary, RST can establish multi-target states and multi-target measurements as a
RFS with sets of target states and numbers that are random and disordered. This paper
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investigates the application of multi-UAVs in various 6G complex scenarios. Light and
small UAVs can establish an aerial UAV platform through self-organizing networks as a
part of wireless communication networks. The collecting and tracking of UAV number
status information are crucial for the implementation of air-space-ground integration. In
addition, it is unknown how many uncooperative UAVs pose a threat, and their detection
and tracking are challenging due to high levels of randomness. According to our results,
every UAV in these scenes complies with RFS and can be tracked with the RFS method.

We present a UAV tracking scheme to simplify the data complexity by using Bayes
one-step recursion of random finite sets [29–31]. A DGM-PHD filter is simultaneously put
forward to process the measured data, obtain the target trajectory, and realize multi-UAV
target tracking in conjunction with machine learning techniques. The remainder of this
article is organized as follows. Section 2 presents the system model, elaborating Bayes
filtering and discussing the traditional GM-PHD filter. Section 3 introduces the algorithm in
the improved DGM-PHD filter. Firstly, k-nearest neighbor (KNN) is applied to construct a
target intensity estimation function to detect the emergence of UAV targets. This algorithm
is then used to correlate the current state of the target with the historical trajectory, and a
trajectory correlation function is constructed for the GM-PHD filter to assist in extracting
the UAV motion trajectory from the filtering results. Finally, the UAV target disappearance
detection algorithm is used to judge whether the target has left the monitoring range, which
improves the overall tracking performance. Section 4 compares the simulation results of
the two filters under the constant turning motion established in MATLAB, and optimal
sub-pattern assignment (OSPA) distance evaluation is applied to assess the performance of
the improved filter. According to the results, the filter is significantly enhanced and can
realize the identification and tracking function of non-cooperative multi-UAV targets in
future 6G complex UAV communication networks. Finally, Section 5 summarizes the work.

2. System Model
2.1. Multi-Target Bayes Filtering

In the target tracking system, sensors are used to receive the target state in real-time
estimation. The Bayes filtering process can be divided into two steps. First, the known
prior information is employed to predict the probability density of tracking. The current
measurement value is then reused to predict the density of observation time correction
to increase the credibility of the target’s posterior probability density. The states in the
multi-target scenario are

{
xk−1,1, xk−1,2, · · · , xk−1,Nk−1

}
, and there are Nk−1 targets to be

tested at the k−1-th time slot. The existing targets may then die out or continue to survive,
and a new target may appear. Ultimately, the Nk new state

{
xk,1, xk,2, · · · , xk,Nk

}
will be

obtained. The Mk measured values
{

zk,1, zk,2, · · · , zk,Mk

}
are received at the k-th time slot,

and the measured information includes not only the actual target, but also clutter and
false alarms. These measurements are also unordered. The problem which MTT solves
is the evaluation of the number and states of targets based on the measurements of these
uncertain sources.

Due to the disorder at the k-th time slot, the state and measurement of the target can
be naturally expressed as a finite set:

Xk =
{

xk,1, xk,2, · · · , xk,Nk

}
∈ F(X), (1)

Zk =
{

zk,1, zk,2, · · · , zk,Nk

}
∈ F(Z). (2)

RFS regards the target set Xk and the measurement set Zk as the state and measurement
of multi-objection, respectively. Multi-target Bayes filtering is the key to applying the RFS
method to target tracking, which can recursively transfer the filtering density of multi-target
states forward in time. Unlike single-target Bayes recursion, multi-target transition density
βk|k−1(·

∣∣∣·) and multi-target likelihood function gk(·|·) can also be defined. The multi-
target transition density includes the potential forms of target motion, birth, and death,
while the multi-target contingency function includes the potential forms of target detection
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and virtual warning. Similar to single-target Bayes, the multi-target Bayes recursion
incorporates two steps: prediction and update, which transfer the filtering density πk as
follows:

πk|k−1(Xk|Z1:k−1) =
∫

βk|k−1(Xk|Xk−1)πk−1(X|Z1:k−1)δX, (3)

πk(Xk|Z1:k) =
gk(Zk|Xk)πk|k−1(Xk|Z1:k−1)∫
gk(Zk|X)πk|k−1(X|Z1:k−1)δX

, (4)

where πk|k−1(Xk|Z1:k−1) denotes the multi-target prediction density at the k-th time slot,
πk(Xk|Z1:k) is the multi-target posterior density at the k-th time slot, and Z1:k−1 is the set
of all measurements from the first time slot to the k−1-th time slots. Equations (3) and (4)
change with different dimensions of Xk and Zk at the k-th time slot, and the integrals are set
integrals, so there are multiple multi-dimensional integrals in multi-target Bayes filtering.
This means that a closed-form solution is generally not available. How to use multi-target
Bayes recursion to obtain the target tracking solution and reduce the computation will be
addressed in this paper.

2.2. Traditional GM-PHD Filter

As PHD filter makes use of multiple integrals and the general expression has no closed
form, it is difficult to apply in engineering. To find a closed solution for PHD recursion,
BN Vo developed a GM-PHD filter to study linear Gaussian multiple targets. The aspects
included in this algorithm are discussed as follows.

2.2.1. Prior Hypothesis

To facilitate the engineering realization of PHD filter, in order to ensure the result of
PHD recursion has a closed form, it is first necessary to make some assumptions for the
GM-PHD filter. These include:

A1: There is no connection between different targets, which evolve independently and
generate independent measurements;

A2: The clutter in the observation space is Poisson distributed, and the clutter and the
measurement value generated by the target are mutually independent;

A3: The multi-target RFS derived from the multi-target prediction density πk|k−1 is
also a Poisson-type distribution;

A4: All the multi-objections confirm to the linear Gaussian dynamic form, and the
observation form is also linear Gaussian:

βk|k−1(Xk|Xk−1) = N
(

xk; Fk|k−1xk−1, Qk−1

)
, (5)

gk(Zk|Xk) = N(zk; Hkxk, Rk), (6)

where N(·; m, P) represents the Gaussian probability density with mean m and covariance
P; Fk|k−1 is the state transition matrix; Qk−1 is the process noise covariance; Hk is the
observation matrix; Rk is the measurement noise covariance.

A5: The target survival probability Ps,k(x) and the target detection probability Pd,k(x)
have nothing to do with the target state:

Ps,k(x) = Ps,k, (7)

Pd,k(x) = Pd,k. (8)

A6: The intensity of the newly generated target can be written in a Gaussian mixture form:

Dγ,k(x) =
Jγ,k

∑
i=1

ω
(i)
γ,k N

(
x; m(i)

γ,k, P(i)
γ,k

)
, (9)
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where, Jγ,k, ω
(i)
γ,k, m(i)

γ,k and P(i)
γ,k are the parameters related to the intensity of target regenera-

tion and represent the total component, weight, mean, and covariance of the i-th component
of the target regeneration, respectively.

2.2.2. Forecast Update

The closed solution of the Gaussian mixture realization of PHD filtering, or the GM-
PHD recursive solution, can be constructed on the premise of meeting the above assump-
tions. Filtering is then implemented through the prediction and update phase.

(a) Prediction process:
The survival target intensity Ds,k|k−1(x) is given as:

Ds,k|k−1(x) = Ps,k

Jk−1

∑
i=1

ω
(i)
k−1N

(
x; m(i)

s,k|k−1, P(i)
s,k|k−1

)
, (10)

where:
m(i)

s,k|k−1 = Fk−1m(i)
k−1 (11)

P(i)
s,k|k−1 = Fk−1P(i)

k−1FT
k−1 + Qk−1. (12)

The posterior intensity at the k−1-th time and the prediction intensity at the k-th time
can be written in Gaussian mixture form:

Dk−1(x) =
Jk−1

∑
i=1

ω
(i)
k−1N

(
x; m(i)

k−1, P(i)
k−1

)
, (13)

Dk|k−1(x) = Ds,k|k−1(x) + Dγ,k(x). (14)

(b) Update process
According to the assumptions of A4~A6, the posterior intensity of the target at the

k-th time slot can be estimated using Gaussian mixture:

Dk(x) = [1− pd,k(x)]Dk|k−1(x) + ∑
z∈Zk

Dd,k(x; z), (15)

where [1− pd,k(x)]Dk|k−1(x) represents the missed detection item in the update process,
Dd,k(x; z) represents the detection item, and

Dd,k(x; z) =
Jk|k−1

∑
i=1

ω
(i)
k (z)N

(
x; m(i)

k,k(z), P(i)
k,k

)
. (16)

2.2.3. Trim and Estimate

The GM-PHD filter has an issue with increasing computational complexity because
the number of Gaussian components continues to grow over time. The desired state
should be estimated using the Gaussian mixture pruning and merging procedure, which
involves removing unimportant components and merging comparable components. By
pruning components with smaller weights, an approximation of the posterior intensity of
the Gaussian mixture can be obtained:

Dk(x) =
Jk

∑
i=1

ω
(i)
k N

(
x; m(i)

k , P(i)
k

)
. (17)

The idea of Gaussian pruning is to discard the components whose weight is lower
than the preset threshold or to maintain a certain number of parts of the maximum weight.
A single Gaussian component can also roughly represent a number of close Gaussian
components. The GM-PHD filter can calculate the multi-target state following the trimming
process. The close Gaussian components are merged, and when the mean values of the
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Gaussian components are far apart, it is the local extremum of Dk. When using the GM-
PHD filter, the number of targets can be inferred according to the sum of the weights, and
the components with the maximum weight of the corresponding number are extracted
from the PHD as the state estimation.

3. The Improved DGM-PHD Filter Based Method

The initial prior D0(x0|z0) at the initial moment is required when utilizing the GM-
PHD for filtering and can be derived by using the prediction equation and updating
equation k in any moment of the posterior density. In addition, the filtering value from the
previous moment cannot be used to construct the target’s motion trajectory in a realistic
manner since the filtering output of the GM-PHD filter at each instant is a disordered set,
making it impossible to detect the target’s membership. To address this situation, we put
forward a new target intensity estimation algorithm for UAVs using KNN in machine
learning. Clustering is employed in unsupervised learning to design a path extraction
algorithm to achieve the goal of non-cooperative UAV target tracking in the context of
random initial information, such as number, state, and location unknown situations.

3.1. New UAV Target Intensity Estimation Algorithm

The detection of non-cooperative UAVs in the 6G complex situation under study in
this work is unpredictable. The initial information of non-cooperative UAV targets to be
tracked is entirely random, and the initial priors cannot be obtained from experience. In
view of this situation, in order to use the GM-PHD filter for accurate tracking, it is necessary
to identify newborn targets in the space in real time and record their initial position and
state. Specifically, it is necessary to properly estimate the intensity function of newborn
UAV targets, which is a crucial requirement for effective tracking with the GM-PHD filter.
The KNN, which is a basic classification and regression method, determines the dependent
division of new data by comparing the new data to be classified with the training sample
set whose data features and categories are known.

The possible location and number of new goals can be estimated using the new goal
judgment algorithm. Once the information is obtained, the corresponding value of the
new goal intensity function can be updated. During the filter tracking process, the nascent
target intensity is updated every three frames and then brought into the GM-PHD filter for
filter tracking. The measurement data of three consecutive moments are used by KNN to
detect whether there is a newborn UAV target [32]. If it is detected, the newborn intensity
function of the target D0(x0|z0) is updated and then input into the GM-PHD filter as a
prior for subsequent processing so as to ensure the real-time tracking of multiple UAVs.
The basic steps of the new UAV target strength estimation algorithm based on KNN are as
follows:

1. Set the measured values at time k, k−1, and k−2. Denote dk,i as the i-th measured
value at time k, i = 1, 2, . . . , M (there are M measured values at this time); denote dk−1,j as
the j-th measured value at time k−1, j = 1, 2, . . . , N (there are N measured values at this
time); denote dk−2,p as the p-th measured value at time k−2, p = 1, 2, . . . , Q (there are Q
measured values at this time).

2. By representing the position in two-dimensional coordinates d = (x, y) and using
T to represent the radar scanning period, the inter-frame distance of any measured value
during the continuous filtering cycle can be calculated, and the following can be obtained:

R1,ji =
∣∣∣ d(k−1,j)−d(k,i)

T

∣∣∣,
R1,pj =

∣∣∣ d(k−2,p)−d(k−1,j)
T

∣∣∣,
R2 =

∣∣∣ d(k−2,p)−d(k−1,j)
T2 − d(k−1,j)−d(k,i)

T2

∣∣∣.
(18)
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3. Find the nearest neighbor point that meets the constraint conditions of the following
equation. If it meets the constraint conditions,

(
d∗k−2,p, d∗k−1,j, d∗k,i

)
can be considered as

the candidate appearance target, where d*k,i is the appearance position of the target:

R1,ji ∈ [vmin, vmax]&&R1,pj ∈ [vmin, vmax]&&R2 ∈ [0, amax]. (19)

For the above equation, vmin, vmax, amax are the minimum rate, maximum rate, and
maximum acceleration of the UAV target, respectively. The key to the effectiveness of the
algorithm is the selection of the above threshold. If the threshold is set to be relatively
small, it will be difficult to detect the target, resulting in a missed alarm. Conversely, if the
threshold is relatively large, the clutter or other targets can easily be misjudged as UAV
targets, resulting in a false alarm. The threshold value can be obtained by prior knowledge
and is shown in the parameter table below.

4. For all alternative tracks
(

d∗k−2,p, d∗k−1,j, d∗k,i

)
in the previous step and tracks

exiting at time k−1 tk−1,s, if the following conditions are met |dk−1,j − tk−1,s| > e.
5. Calculate and update the nascent target intensity function and input it into the

GM-PHD filter.

3.2. Target Trajectory Extraction Algorithm

When PHD filter is used for multi-UAV target tracking, the filter output at each
moment is an unordered set, which makes it impossible to save and record the correlation
information between the outputs at different moments. As a result, it will not be possible to
determine the UAV target’s flight path, and target tracking will not be accomplished. The
k-means algorithm in machine learning uses Euclidean distance to measure similarities
between sample points [33], which can group related items more quickly and with less
computing power. The prediction update recursion of the GM-PHD filter applies k-means
clustering, forming an improved DGM-PHD filter. The DGM-PHD filter can cluster the
filtering results at each moment to enhance and extract the flight path of the UAV. The
specific algorithm steps are as follows:

1. Input the set of S trajectory values existing at time k−1 Ek−1 =
{

es,k−1
}

,
s = 1, 2, 3, . . . , n and the set of filtering results obtained at time k Xk =

{
xk,i
}

,
i = 1, 2, 3 . . . m.

2. Establish the set of initial mean vector U = {ui}, i = 1, 2, 3, . . . , n, where
ui = ei,k−1.

3. For each filter value xk,j, calculate the Euclidean distance rj,i between it and all mean
vectors ui. Find the nearest value to xk,j, where the ui corresponding trajectory ei,k−1 is the
trajectory of xk,j.

4. Repeat operations 2 and 3 until the algorithm results converge.
5. If there is no observed value for a certain trajectory ei,k−1, formulate an estimate

based on the data recorded at the first two moments.
6. Determine whether the existing target escapes the observation area and if a new

target enters to generate a new trajectory.
7. Output the updated track set.

3.3. Out-of-Line Detection Algorithm

In the scenario considered in our study, the current filter will keep the target locked for
tracking if the UAV vanishes and cannot be detected in time. The likelihood of mistaking
the clutter for the target increases the likelihood of false positives, which can reduce
the precision of trajectory tracking. Based on the algorithm in the preceding section, we
continue to suggest that the target is considered to have vanished if it has not been measured
three consecutive times in order to make sure that no observation results are generated
after the target has vanished. The UAV detection algorithm is described as follows:
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1. Input the trajectory set Ek =
{

ei,k
}

, i = 1, 2, 3, . . . , t, and the trajectory state matrix
Wl×t at the k-th time slot, where Wi records the current state of the i-th trajectory ei,k at the
k-th time slot.

2. If the value of the trajectory is 0, calculate the estimated value through the data
of the first two frames: Ei = ei,k−1 + (ei,k−1 − ei,k−2), record the general time of target
disappearing, and denote as Wi+ = 1.

3. Repeat steps 1 and 2 until the state matrix is traversed. If Wi ≥ 3, the i-th trajectory
is confirmed to have died, ei,k is deleted from Ek, and Wi is deleted from Wl×t.

4. Set up C = C−
{

ei,k
}

. Remove the targets that are not within the radar monitoring
range in the track, and output the updated track set C.

The intensity estimation algorithm of the nascent UAV target is integrated with the
target trajectory extraction algorithm and out-of-line detection algorithm to form the overall
flow chart of DGM-PHD filtering. This process is shown in Figure 2.
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4. Simulation Results
4.1. Simulation Model Establishment

We display the target radar echo data on a two-dimensional plane after processing in
this work. Thus, the height dimension information of the UAV can be ignored, and the target
state information at each time can be reflected through the x, y two-dimensional coordinates.
The position, time, and speed of the target are assumed to be random. The target state is
represented as Xk = [x,

.
x, y,

.
y]T , where (x, y) and

( .
x,

.
y
)

are the target location and speed
information, respectively, and v represents the constant angular velocity of the target in the
process of rotational motion. The UAV motion satisfies the linear Gaussian model. Through
mathematical deduction, the motion state and observation process are expressed by the
matrix form. The constant turning motion state Equation (20) and observation Equation (21)
are then formulated as follows:
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xk =


1 sinωT

ω 0 1−cosωT
ω

0 −cosωT 0 −sinωT
0 1−cosωT

ω 1 sinωT
ω

0 sinωT 0 cosωT

xk−1 +


T2

2 0
T 0
0 T2

2
0 T

vk, (20)

zk =

[√
x2

k + y2
k

arctan yk
xk

]
+ wk, (21)

where Vk = [ax(k) ay(k)]
T and Wk = [wx(k) wy(k)]

T are the process noise and observation
noise, respectively.

MATLAB software is employed for simulation to realize radar monitoring on the
two-dimensional plane, and the state space model is established through a constant turning
motion of the target. The parameter settings are shown in Table 1.

Table 1. MATLAB simulation parameter settings.

Symbol Physical Meaning Setting Value

(x, y) Two-dimensional monitoring range

[
0 2000

−2000 2000

]
T Radar scan period 1
t Monitoring time 100

Vk Process noise σ2
v = diag

([
σ2, σ2])

Wk Observation noise σ2
w = diag

([
102, 102])

pS Target survival probability 0.98
pD Target detection probability 0.98

vmax Maximum movement speed of UAV 30[m/s]

vmin Minimum movement speed of UAV 0[m/s]

amax Maximum movement acceleration of UAV 20[m/s2]

λ Poisson clutter intensity 20

4.2. Simulation Experiment Results

Figure 3 depicts the real trajectories of the UAV targets with constant turning motion
in the simulation observation scene. In this simulation experiment, six random UAV targets
with constant turning motion were set. The trajectories of starting points and ending points
were marked with different signs, and the new position and state of each target were
random.
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In the simulation, the data of each observation time were simultaneously input into
two filters for processing. The performance of the two filtering tracking schemes was then
compared by controlling the consistency of other variables. Figures 4 and 5 represent the
tracking results of the GM-PHD filter and the DGM-PHD filter, respectively.

It is obvious from the red marks in Figure 4 that processing by the GM-PHD filter
will be interfered with by excessive clutter and generate more false alarms. The same
marks are not present in the UAV target tracking scene results using the DGM-PHD filter
in Figure 5. In other words, in the simulation scenario of a randomly generated, constantly
turning moving UAV target, the unimproved filter can easily misidentify the UAV target
and generate false alarms under increasing clutter because it lacks the ability to estimate
the intensity of the nascent UAV target. The improved DGM-PHD filter incorporates a
trajectory extraction algorithm based on trajectory division, which can effectively reduce
false alarms to improve tracking accuracy and in turn more effectively operate in 6G
complex scenes by using the data information of historical moments.
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4.3. Performance Comparison and Evaluation

The OSPA metric is used to analyze the experimental results [34], as shown in Figure 6.
Among them, OSPA Card, OSPA Loc, and OSPA Dist represent the quantity estimation,
state value estimation, and comprehensive estimation errors, respectively (generally known
as the OSPA distance). It can be seen that under the turning motion model, compared with
the traditional GM-PHD filter, the DGM-PHD filter has a smaller OSPA distance at most
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observation moments. Thus, the improved filter is more accurate than the original filter in
terms of target number and target state evaluation.

Figure 7 specifically compares the estimated number of UAVs in 100 observation
moments, where the solid black line represents the real number of targets, and the black
dots and red circles represent the estimation of the actual number of targets by the GM-PHD
filter and DGM-PHD filter, respectively. The results indicate that the DGM-PHD filter is
more precise in evaluating the number of UAVs.
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Figure 7. Comparison of estimated Number of UAV in observation Period.

The average OSPA distance between the two filters for different clutter densities is
compared in Figure 8. The variation range of clutter density r is set as [0, 50], and eight
UAV targets are randomly generated. As shown in Figure 8, the two schemes have a similar
performance at the beginning. However, when the clutter density increases, the GM_PHD
method’s error increases sharply, while the error of the DGM_PHD algorithm remains
stable to a certain extent. This result indicates that the improved filter can eliminate the
spurious trajectory generated by transient clutter and improve the tracking performance.

The DGM-PHD filter can achieve the trajectory tracking of UAVs in conditions of
high-density clutter by clustering the filtering results and using historical data to eliminate
false alarms. As such, it is more effective than the traditional GM-PHD filter.
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5. Conclusions

UAVs will play a key role in the coming 6G era and will provide additional economic
benefits in blockchain networks. However, an increasing number of UAVs will also create
security risks in both military and public spaces. Based on traditional GM-PHD filtering,
this paper presented a new target intensity estimation algorithm using KNN to realize the
detection of target appearance. A measurement division algorithm using the clustering
idea was employed to realize UAV trajectory extraction, and target demise was judged
using the out-of-sight detection algorithm. The algorithms were integrated to design a
DGM-PHD filtering scheme, realizing the identification and tracking of multiple UAVs.
Simulation experiments were carried out in MATLAB using a constant turning motion
model to compare and evaluate the two filters by the OSPA distance. The results indicated
that the performance of the DGM-PHD filter was stable under the condition of high clutter,
which greatly reduced the false alarm rate and improved tracking accuracy. In addition,
the intensity of the new target could be estimated adaptively, and the trajectory map of the
target to be tracked could be generated in real time by the unsupervised learning method.

The experiment results indicated that the improved DGM-PHD algorithm had more
advantages and achieved better performance than the traditional GM-PHD filter for track-
ing multiple UAV targets in various 6G application scenarios. However, there are still some
interesting problems to be addressed in the future. In principle, the improved GM-PHD
filter adopted in our work is inseparable from the linear Gaussian multi-target model,
which enables the survival probability and detection probability to be independent of the
target state. However, the situation is more complex in real application scenarios. The
target survival and detection probability have a more general form, and the UAV motion
model can be a nonlinear Gaussian model with higher compatibility. As such, the extended
Kalman filter (EKF) and the unscented Kalman filter (UKF) should be considered to extend
the GM-PHD filter in future research. Additionally, the Doppler radar is widely used in
military equipment and can effectively detect moving targets by the Doppler effect. There-
fore, future work could consider how to employ the dimension information of Doppler
measurements in the current tracking scheme to further improve the tracking reliability of
the filtering algorithms.
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