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Abstract Emotional aware intelligent healthcare mechanism is seen as one of the emergent tech-

niques that can be used to overcome the traditional communication issues like storage overhead

and delay in transmission process in healthcare systems. It is a smart technique primarily used to

ensure faster connectivity and transmission as well as healthcare data processing through various

heterogeneous networks by understanding human emotions. Researchers have focused on various

processing and transmitting techniques of emotional aware intelligent systems. However, very few

of them have focused on the need for security while transmitting or reading the patients’ record. The

aim of this paper is to propose a secure and transparent communication mechanism in intelligent

emotional aware systems using Analytical Hierarchical Process (AHP), blockchain system and a

mathematical model. AHP and the mathematical model are used to ensure accuracy during the data

transmission process by analysing the legitimacy of each device. In addition, the identity based trust

and blockchain mechanism is used to ensure the continuous analysis and transparency among net-

work entities while transferring the information. The proposed framework is further analysed

against existing models over various security matrices such as data alteration, report generation,

accuracy etc. The out performance of proposed mechanism is approximate 89% as compare to

existing mechanism.
� 2023 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria

University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/

licenses/by-nc-nd/4.0/).
1. Introduction

The intelligent wireless systems are being established in almost
every field of networking for providing an efficient and
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effective communication mechanism. In recent years, e-
healthcare practices are emerging on a rapid pace, in turn
establishing stronger communication between patients and

doctors. The diagnosis consultation and operation of a patient
can be easily tackled while understanding their emotional sta-
tus. The emotional-aware healthcare systems are playing an

integral part to develop the same level of trust between patient
and intelligent devices in a more efficient, and smooth manner.
The emotional aware intelligent system is one of the most

promising techniques nowadays to provide an efficient and fast
communication in the network while using various Internet-of-
Things (IoT) devices [1]. The intelligent medical systems is a
type of IoT network that consists of wireless devices connected

for the purpose of exchange and transmission of data from
medical devices, software applications, health systems and ser-
vices. The expansion of this technology is driven by the rise of

demand in more efficient healthcare systems which are con-
nected and provide a better organization of data and informa-
tion. The growth of emotional aware intelligent computing has

fuelled the drifting of healthcare technologies away from the
local clinics to monitor the patients remotely who need it the
most, especially during the pandemic scenario. The generation

and consumption of data by the healthcare systems from
physician’s notebooks, nurses’ smartphones, sensor-based
patient-monitoring tools and other healthcare technologies is
made much easier and efficient by intelligent architecture.

Emotional aware computing has also accelerated the
advancements in forthcoming accessibility for remote health-
care facilities [2]. Emotional aware systems have blended the

high-speed wireless technologies of intelligent computing with
real time remote monitoring and analysis, thus providing the
capability of improving health outcomes of the patients by

boosting accessibility, efficiency and streamlining of communi-
cation [3]. However, the IoT-based healthcare faces number of
security concerns related to cost ad accuracy while ensuring the

security and privacy of information that is being recorded and
stored via intelligent devices. In addition, the interoperability
scarcity along with multidimensional and heterogeneous e-
healthcare data is critical to be maintained in the network.

The issue of security is a major problem faced during wire-
less communication and transfer of data as various intruders
may try to steal a patient’s information or may hack into a net-

work to affect its speed, efficiency and security [4]. Further, the
communication sensors may be altered by the intruders from
legitimate to malicious for degrading the network perfor-

mance, increasing the congestion or slowing down the infor-
mation transmission in the network.

1.1. Need of security

The involvement of IoT devices along with the ability of
understanding every patient’s emotions may further enhance
the scope of adopting intelligent healthcare mechanisms in e-

healthcare sectors. However, the risk and security perspectives
might deter organizations from fully adopting this technique.
While adopting any technique, it is a prerequisite for organiza-

tions that trust is established and security is provided to their
clients in every aspects. The type of risks and security breach
such as disclosure of patients’ records, stealing and misuse of

patients’ data or providing patients’ information to any third
party like insurance providers may further decrease the bene-
fits of e-healthcare sectors. In addition, the involvement of
malicious devices while remote monitoring of patients through
intelligent devices can be considered as another major issue.

How trust can be established among entities while transferring
the information on the network is considered as the main focus
of this paper.

The below section determines the need for trust based
mechanisms in emotional aware healthcare systems.
1.2. Trusted schemes

For ensuring trusted and accurate report generation by various
sensors and IoT devices, it is needed to propose some secure

methods, schemes and models for healthcare systems [5]. The
intruders may alter the generated reports and modify the var-
ious consultations and routine care for their own benefits. The
altered reports can be further sent to various other organiza-

tions or third parties like insurance providers for fulfilling their
own interests [6,7]. An efficient and innovative solution is
needed in intelligent computing with enabled healthcare sys-

tems to tackle various issues such as heterogeneity, e-
healthcare and interoperability scarcity issues. In addition, to
ensure the accuracy and trust of healthcare data along with

faster connectivity while communicating, it is necessary to pro-
pose such trust-based models [8–10]. Numbers of security
schemes have been proposed by various researchers/scientists
in order to ensure secure communication via intelligent sensor

nodes. Trust-based cryptographic, encrypted and probabilistic
schemes have been proposed by various researchers [11]. How-
ever, each technique has its own benefits and limitations while

implementing in the network. The existing security schemes
lead to additional security costs and management/storage
overhead of keys and computational/communicational steps

etc [12,13].
1.3. Motivation

Nowadays, blockchain has been emerged as one of the latest
and highly secure and transparent smart techniques that
ensures the security, accuracy and privacy of data and the sys-
tem [14]. Blockchain-based mechanisms in intelligent systems

are still at their early stages and in healthcare systems they
are yet to be fully explored. The blockchain-based intelligent
mechanism in healthcare systems can be considered as one of

the most accurate trust-based schemes to provide a fast, effi-
cient and secure system while communicating, recording and
transmitting various healthcare related information through

various heterogenous networks [15]. Fig. 1 depicts the
blockchain-based intelligent framework where along with
ensuring a fast and efficient connectivity during transmission

of messages and texts, blockchain technique also ensures a
secure and transparent mechanism for communication and
identification of legitimate entities in the network. The intelli-
gent communication system integrated with blockchain mech-

anism ensures a secure and transparent communication and
transmission of patients’ record in healthcare management.
The depicted Fig. 1 details the overall model of proposed phe-

nomenon where blockchain-based edge-computing mechanism
has been used to provide a secure and transparent system in
healthcare systems.



Fig. 1 Blockchain-based Emotion Aware Framework in healthcare systems.
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1.4. Contribution

The aim of this paper is to propose a blockchain-based com-
puting system in emotion aware healthcare systems for ensur-
ing secure and trusted data transmission. The Analytical

Hierarchical Process (AHP) model is used to provide an accu-
rate transmission of healthcare information between patients
and doctors while a mathematical model is used to analyse
the legitimacy of each device that is involved in transmitting

the information [16,17]. In addition, an identity based trust
model and blockchain system is used to ensure the trans-
parency and privacy among communicating entities by contin-

uously verifying or analysing the generated reports by
legitimate devices. Any alteration in healthcare data and
involvement of malicious devices may immediately be known

by other sensors and can be traced to tackle the issue at once.
The remaining organization of the entire manuscript is

detected as follows. The number of trust-based intelligent

scheme for healthcare systems discussed by several authors
are detailed in Section 2. The proposed AHP, mathematical
model along with blockchain mechanism is explained in Sec-
tion 3. In addition, Section 4 determines the results and perfor-

mance analysis of proposed phenomenon along with the
comparison of existing schemes. Finally, Section 5 concludes
and redirects the future scope of the paper.

2. Related work

Number of authors have proposed various security related

approaches such as cryptographic, encrypted, artificial intelli-
gence and blockchain based mechanism in wireless systems.
The number of security approaches for edge-based computa-

tion specific to healthcare systems using blockchain technique
is still at its early stages. This section describes the number of
security schemes proposed by various scientists/engineers using
blockchain or any other security methods for ensuring a secure

healthcare information and identifying the legitimate commu-
nicating entities in the network using edge-based computing in
healthcare systems.

Zhang et al. [18] have proposed a novel medical platform

that monitored and provided decision making by considering
emotions. The authors have experimented the results against
various mainstream models. The authors claim that the pro-

posed cognitive-based dynamic mechanism can be accommo-
dated for various applications like COVID-19. Chiu et al.
[19] have proposed a deep neural network by introducing a

Chinese word embedding system. The authors have classified
the input using convolutional neural network by converting
the input into spectrogram. The proposed phenomenon pro-
vided the voice response interface presented through App

mode.
Meng et al. [20] have proposed a blockchain based trust

management system for medical applications by exploring var-

ious insider attacks. The authors have explored the healthcare
system by demonstrating the blockchain mechanism identify-
ing malicious devices having workloads. Akkaoui [21] has pro-

posed a contract-based authentication mechanism for
identifying the legitimate IoT devices in medical systems. The
author has explored various security threats including denial

of service, anonymity and confidentiality including blockchain
mechanism. The author has implemented the proposed frame-
work using Ethereum by evaluating communication and com-
putation costs. Du et al. [22] have proposed an optimized

blockchain mechanism for sharing the information among var-
ious entities in medical systems. By exploring the benefits of
blockchain mechanism, the authors have improved the security

while sharing and recording various information among sev-
eral users in the network. In addition, Lockl et al. [23] have
proposed a trust-based ecosystem using blockchain mechanism

where the authors have improved the availability and integrity
of data for monitoring the data. Gao et al. [24] have proposed
blockchain based intelligent framework to ensure the confiden-

tiality of healthcare data processing. The blockchain based sce-
nario provided the authenticity among cloud services and
healthcare systems devices for accessing or managing the data.



Table 1 Related work discussion.

Author Approach Technical Contribution Limitation

Meng

et al. [20]

blockchain based trust

management system for

medical applications

The authors have explored the healthcare system by

demonstrating the blockchain mechanism for identifying

malicious devices having workloads

The proposed scheme causes delay

while transmission the information

Akkaoui

et al.[21]

Contract based

authentication mechanism

The author has implemented the proposed framework using

Ethereum by evaluating communication and computation

costs

The proposed mechanism may delay

the data encryption and increased data

computation

Du et al.

[22]

Optimized blockchain

scheme

The authors have proposed an optimized blockchain

mechanism for sharing the information among various

entities in medical systems

The proposed scheme has not

considered the malicious devices

Lockl

et al. [23]

Trusted ecosystem The authors have proposed a trust-based ecosystem using

blockchain mechanism where the authors have improved

the availability and integrity of data for monitoring the

data

The proposed scheme delayed the data

transmission process

Gao

et al. [24]

Blockchain based intelligent

framework

The proposed framework used the Hyperledger and SGX

technology for predicting the analysis of the proposed

framework performance

The author has not focused on the

malicious devices for ensuring a secure

communication

Sun et al.

[25]

Timely analysis and

processing of the healthcare

data

The authors have discussed the future possibilities and

challenges of combining the artificial intelligence and edge-

cloud computing in healthcare systems

The proposed mechanism may lead to

computational overhead

Nandy

et al. [26]

Swarm-Neural network

scheme

The proposed mechanism is analyzed over real-time data

dataset by classifying the various performance models and

their metrics

The proposed phenomenon may lead

to analysis delay while transmitting

the communication
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Further, the proposed framework used the Hyperledger and
SGX technology for predicting the analysis of the proposed

framework performance. Sun et al. [25] have surveyed the need
of timely analysis and processing of the healthcare data under
the constraints of traditional healthcare equipment’s and envi-

ronments. The authors have focused on various benefits of
combining intelligent, cloud computing and artificial intelli-
gent techniques in healthcare systems. In addition, the authors

have also explored the privacy and security of the healthcare
data while providing high quality services to the patients. Fur-
ther the authors have discussed the future possibilities and
challenges of combining the artificial intelligence and edge-

cloud computing in healthcare systems.
Nandy et al. [26] have proposed a secure Swarm-Neural

network scheme for identifying the threats during analysis

and transmission among devices in the network. The proposed
mechanism is analyzed over real-time data dataset by classify-
ing the various performance models and their metrics. The

authors claimed the 99.5% accuracy using Swarm-neural strat-
egy against Traditional neural network datasets. Nguyen et al.
[27] have proposed a decentralized blockchain based intelligent
framework for ensuring a secured data sharing and collection

in distributed networks. The authors have designed a data
sharing scheme for exchanging the healthcare information by
interplanetary and leveraging the file systems. In addition,

the authors have used a contract-based authentication scheme
for verifying the users without any central authority. The pro-
posed mechanism is analyzed against security, privacy and

quality of service metrics against existing methods. Parah
et al. [28] have proposed an encryption mechanism using left
data mapping and check computation schemes. The RC4 algo-

rithm is used to chunk the larger data into 3-bits by converting
them into decimal devices. In addition, the decimal digits are
analyzed through checksums for localization and detection
of diagonal pixels. The experimental results of proposed
framework are analyzed in terms of computational complexity,
payload, capability to localize and identify the tampered data

and so on. Further, the proposed scheme claimed the potential
improvement in authentication and security of healthcare sys-
tems data over traditional schemes.

Rahman et al. [29] have developed a deep learning based
diversified health-related information for identifying the
COVID19 generated symptoms and reports for the support

of accurate medical decisions. Number of COVID19 based
applications have been proposed, tested, developed and
deployed in order to support clinical trials. The authors have
designed a framework and detailed explanation of proposed

framework with various accurate results in terms of verifying
the suitability of health management systems during this pan-
demic. Lin et al. [30] have proposed a resource allocation and

computational offloading processing system to resist various
malevolent threats. In order to reduce the virtual devices and
computational loading service, the authors have formulated

a Markov decision issue by involving the content, block con-
sensus and learning schemes to allocate the suitable number
of resources. The proposed framework is simulated against
convergence rate, stalling rates and energy consumption by

demonstrating the efficiency and effectiveness of proposed
phenomenon. Table 1 describes the number of secure and trust
based approach for healthcare and healthcare systems mecha-

nisms along with their limitations.

2.1. Research gap

Though number of security mechanisms and approaches have
been proposed by various scientists and researchers, however,
the existing mechanisms leads to various security and privacy

issues. The transmission delay, storage overhead, data de-
duplication, increased computation leads to huge loss in the
overall performance of the network. In order to overcome
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the above-mentioned limitations. The aim of this paper is to
highlight the research significance by proposing a transparent
and secure transmission mechanism using blockchain net-

works. In addition, the AHP model is integrated in order to
further analyze the legitimacy and trust of the communicated
devices.

3. Proposed framework

3.1. System/state model

The surveillance analysis may facilitate the management of

trust in healthcare. The proposed mechanism elaborates a
secure designing architecture/framework by applying trusted
decision schemes and mathematical models. The proposed sys-

tem model consists of three different layers: (1) The visual rep-
resentation of various objects such as person, house, road etc.
(2) The security protocols applied in sensors such as mathe-
matical modelling for identifying the legitimacy of ideal nodes

and decision scheme (AHP) to take appropriate decision dur-
ing run time exchange of information (3) The cloud servers
having blockchain network such as databases for storing the

online record of each activity. Every object is analysed and
sensed by several smart IoT devices where legitimacy is identi-
fied by defining the trust of each such device. There exist n

numbers of IoT sensors which all are assumed to be trusted
at the time of network deployment. In addition, the legitimacy
of each IoT sensor is decided or analyzed depending upon its

trust value. The trust of each IoT device is measured using a
mathematical model whereas the decision for allowing further
communications/ transmissions in the network is taken via an
AHP.

3.2. Mathematical model for identifying the trust of each IoT

device

For generating a mathematical model and validating the pro-
posed phenomenon, some randomly generated malicious IoT
devices (MID’s) are deployed in the network. The main aim

of randomly generated MID’s is to (1) forge the ideal device
legitimacy or (2) to create the illegal activities inside the net-
work by providing huge number of false messages/requests.
The intruder may perform active attacks such as denial of ser-

vice, network congestion, network delay or passive threats
such as address forging, network traffic recognition, data falsi-
fication and so on.

The generation of any passive/active threats inside the net-
work leads to less trusted value by the authority to that IoT
sensor. In addition, each New IoT Sensors (NIS) added inside

the network needs to prove the authenticity to the centralized
authority (CA). If new IoT sensor is ideal then it may perform
ideal number of activated having acceptable Trust Values (TV)

inside the network, however the malicious NIS is easily identi-
fied whenever a sensor node starts generating huge number of
requests and identified less TV in the network. The computed
TV based upon their internal communication behaviour, there

exist four different networking scenarios for both MID and
Legitimate IoT devices (LID) in the network such as i)Ha0 that
states the absence of both MID and LID means none of them

approaches centralized authority to prove their authenticity. ii)
Ha1 where LID becomes active inside the network and needs
authenticity approval from CA. iii) Ha2 where the MID tried
to replicate LID with the aim of network performance degra-
dation and at last iv) Ha3 where both MID and LID tried to

prove their legitimacy inside the network. The number of equa-
tions generated by above stated conditions is written in equa-
tion as (1):

Ha0 ¼ neither LID nor MID;

Ha1 ¼ LID; contact to CA;

Ha2 ¼ MID; contact to CA only;

Ha3 ¼ Both MID and LID contact to CA:

ð1Þ

In addition, the absence and presence of MID is denoted

through MIDoff and MIDon respectively where the probability

of each hypothesis Hck is represented through ck as defined in

Eq. (2):

c0 ¼ PðHa0Þ ¼ PðH0Þ;MIDoff ¼ PðMIDoff=H0ÞPH0;

c1 ¼ PðHa1Þ ¼ PðH1Þ;MIDoff ¼ PðMIDoff=H1ÞPH1;

c2 ¼ PðHa2Þ ¼ PðH0Þ;MIDon ¼ PðMIDon=H0ÞPH0;

c3 ¼ PðHa3Þ ¼ PðH1Þ;MIDon ¼ PðMIDon=H1ÞPH1

ð2Þ

Moreover, the respective attacking strategies mathematical

model upon presence and absence of MID using an attacking

metrics and are defined as: d ¼ PMIDon

H1
and d ¼ PMIDon

H0
. The

above stated equations according to previously defined equa-

tions are rewritten as Eq. (3):

c0 ¼ ð1� hÞPðH0Þ;
c1 ¼ ð1� dÞPðH1Þ;
c2 ¼ hPðH0Þ;
c3 ¼ dPðH1Þ:

ð3Þ

Further, if am and af represents the non-identification and false

legitimate probabilities at CA respectively, then it can be again
rewritten in the form of am ¼ PðDoff=MIDon ; af ¼ PðDon=MIDoff ,

where Don and Doff where Doff and Don are the CA’s decision

based upon the absence and presence of MID in the network.

3.3. Decision Making Model (AHP)

An analytical hypothetical process is used while identifying the

trusted nature of each IoT sensor upon visualizing the mobility
of each device. The AHP approach is applied after mathemat-
ical modeling of proposed phenomenon in order to improve

the decision-making process while computing the trust of each
sensor. Initially, a random weight is assigned to each device
that is further increased depending upon certain measuring cri-
teria. The below steps determine the further weights evaluation

strategy using AHP.1. Start with generating a pair-wise matrix
comparison through relative importance of Pm measuring
parameters. While there are Pm measuring parameter and

PðmmÞ will be defined as the pair-wise comparison of xth alterna-

tive with yth criteria. However, Pxy determines the relative

importance of alternative x with respect to y criteria.
In addition, weights Wx are determined upon analyzing the

mean of xth rows (systematically and normalized).
The Wx is further validated from step (2) by computing

normalized metric (NM) matrix as:

NMm�1 ¼ Pm�m �Wx�1 ð4Þ
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Further, the relative NM matrix as

RNMPðm1Þ ¼ NMðm1Þ=Wðm1Þ.
Moreover, the maximum eigen values EVmax is identified as

the average of RNMPðm1Þ as consistency Index (CI) as

ðEVmax�mÞ=ðm� 1Þ.
Finally, the RI (random index) is computed as the ratio of

CI=RI.

3.4. Identity based trust

The trust should be maintained while transmitting or sharing
the information among various entities in the network. The

blockchain based system ensures transparency, however, to
fasten the validation mechanism, trust can be further analyzed
or evaluated of every authenticated/verified entity. The valida-

tion score VS ðViÞ is used to quantify the trustworthiness/legit-
imacy of devices. The source node Si that wishes to start
communication has high trust values (i.e. set to 1) and the
devices from where the message transmitted may have any ran-

dom trust values. Now, the newly created devices that joined
intentionally and registered disseminate trust information to
degrade the network performance. The registered age of Si

can not be modified artificially and is relatively very difficult
to mold by intruders. The older the registration age, the more
trustable a device is. The trust can be now computed as regis-

tered age score as:

RASSi ¼
RSi � lR

rR

ð5Þ

where RSi is registration age of score Si; lR is average registra-

tion age of all devices and rR defines standard deviation of reg-
istration age of all the devices. The larger number of historical

transaction of a source Si reflects its trustworthiness and pop-
ularity. A large number of transaction history of a source com-
monly implies more users trust. The transaction history of Si

denoted as THðSiÞ can be evaluated as:

THðSIÞ ¼ logðTransHðSiÞ þ 1Þ
logðmaxsi�ðTransHðSiÞÞþ1Þ

ð6Þ

Further, the verification score of source Si according to page
rank algorithm can be evaluated as:

VSðSiÞ ¼ d�
X

SjðiÞ

VSðSjÞ
TransHðSjÞ þ

1� T

N
ð7Þ

Where, TransHðSiÞ is set of information source Si and
TransHðSjÞ is number of source Sj entities. N is the total num-

ber of devices and T�ð0; 1Þ. The below Algorithm 1 determines
the identity based trust along with blockchain mechanism. The
presented Algorithm 1 illustrates the communication among

legitimate devices along with providing the transparency while
transmitting the information among each other.
Algorithm 1. Identity based Trusted Blockchain Algorithm
3.5. Blockchain-based intelligent Framework

The decision making and mathematical model are further used
to ensure the security and legitimacy of each and every com-
municating entity in the network that can be further traced

using blockchain network.
The Analytical Hierarchical Model (AHP) model is used to

provide an accurate transmission of healthcare information

among patient, doctors and other staff while mathematical
model is used to analyses the legitimacy of each device that
is involved while transmitting the information. In addition,
blockchain system is used to ensure the transparency and pri-

vacy among communicating entities by continuously verifying
or analyzing the generated reports by legitimate devices. Any
alteration in healthcare data and involvement of malicious

devices may immediately know by other sensors and can be
traced and tackle the issue at once. The flow of the proposed
mechanism is represented through Fig. 2 which presents a

blockchain-based computing scenario where each and every
block contains the smart devices which are being traced regu-



Fig. 2 Proposed Blockchain-based intelligent Framework in

healthcare systems.
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larly in order to ensure a transparent and legitimate communi-
cation mechanism in the network. The depicted Fig. 2 inte-

grates the healthcare system with blockchain mechanism
where each and every record of patient, doctors prescription,
tests, and medical history is kept secret and transparent among

doctor and patient using blockchain network. A single alter-
ation in any block can be immediately known by the remaining
entities and blocked for future communications in the net-
work. In order to validate the proposed mechanism, the ideal

and adversary model is considered where number of malicious
objects are included during the communication process in the
network.

3.6. Ideal model

An ideal model as depicted in Fig. 3 (a) having legitimate num-

ber of IoT sensors are present inside the network for perform-
ing message transmission and sharing of information among
each other. The number of nodes that considered for analyz-

ing, sensing and monitoring the visual objects is defined as
ideal IoT sensors and has a sufficient TV above a specified
threshold value in the network.
Fig. 3 Ideal Vs Advers
3.7. Adversary model

In the adversary environment as depicted in Fig. 3 (b), malicious
IoT sensors are present inside the network to further validate the
communication process inside the network. Upon transmission,

sensing, monitoring and controlling of information from several
IoT sensor, intruders have deployed various types of threats such
as data falsification, denial of service, black hole threat by com-
promising few IoT sensors. In order to further validate the pro-

posed phenomenon over both ideal and adversarial nature, the
compromised IoT sensors are deployed at a rate of 0–5% upon
increasing the network size in the environment. Further, the

number of objects is moving from one place to another that
are sensed and controlled by many ideal and adversarial number
of sensor nodes and are analysed through mathematical mod-

elling and AHP decision rules.

4. Performance analysis

4.1. Baseline method

The proposed mechanism is validated over a heterogeneous net-
work against Gao et al. [24] and Sun et al. [25] where they tried
to propose a trustworthy VIoT by enabling multistage perception
scheme to extract the contextual data. Gao et al. [24] have con-

structed 2-path data propagation from difference and similarity
of group images and finally projected a stage-wise refinement
for learning the semantic information. In addition, Sun et al.

[25] have surveyed the need of timely analysis and processing of
the healthcare data under the constraints of traditional healthcare
equipment’s and environments. The authors have focused on var-

ious benefits of combining intelligent, cloud computing and arti-
ficial intelligent techniques in healthcare systems. In addition, the
authors have also explored the privacy and security of the health-

care data while providing high quality services to the patients.

4.2. Implementation setup

It is very crucial to identify the trust based IoT sensors in

visual-IoT environment, therefore, to validate the proposed
ary Network Model.
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trust-based phenomenon we have simulated the results over
synthesized data. Table 2 represents the abstract view of the
test bed having major links and components. The numbers

of nodes are running over NS2 simulator with predefined trust
values and IoT devices.
Table 2 Simulation environment.

Nodes Edges Devices Levels Act

50 5 15 Ma

100 10 25 Ha

150 15 45 Con

Fig. 4 a. Probability of E

Fig. 5 a. Data Falsification A
4.3. Performance metrics

Initially, 1000 devices are deployed in the network that is fur-
ther updated by adding more devices in the network after every
minute. Along with that various malicious device are inserted
ivity Threat Possibility

licious devices insertion 15

ndoff Process 10

version of malicious during handoff 15

rror, b. DDoS Attack.

ttack, b. Processed Request.
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to analyze or validate the further results. The simulation envi-
ronment table is further added as Table 2 in performance anal-
ysis section where total number of nodes including edge

devices, levels, activity and threat possibility detailed the over-
all structure of the paper. The below Fig. 4 (a) depicts the
probability of error occurred from each environment using

probability distribution as represented in Table II. The proba-
bility of error in case of proposed mechanism as represented in
Fig. 4 (a) can be well identified because of mathematical model

that detects the involvement of malicious number of nodes
involved during communication in the network. The shown
Fig. 4 (b) elaborates that MID can’t be fully identified and
removed from the system upon increasing the number of nodes

in the network. However, the proposed mechanism may suc-
cessfully identify the various numbers of malicious nodes in
the network that leads to improved resource utilization.

Further, Fig. 5 (c), Fig. 5 (d) represents the data falsifica-
tion threat and number of processed requests of proposed
and baseline mechanism. It can be predicted from depicted fig-

ures where as the number of nodes are increasing, the pro-
posed mechanism performs better as compare to
conventional schemes. The mathematical model along with

blockchain mechanism ensures a secure and transparent iden-
tification and continuous surveillance of proposed framework
as compare to existing schemes.

4.4. Discussion of results

The proposed trusted mechanism using decision making and
mathematical model is evaluated against various edge and sen-

sor nodes by customizing a synthesized test bed. The evalua-
tion of experimental conduction is successful by recording
variety of measuring parameters. The system state along with

implementation set up and performance results are defined in
section B and section C. The evaluated simulated results were
generating positive impact against all the mentioned parame-

ters. In addition, around 87% accuracy in proposed scheme
improvement has been recorded with the presence of various
malicious numbers of nodes. The two-stage based analysis of
trusted results using mathematical and decision modelling

results based upon removal and identification of MID in
blockchain-based intelligent environment. Overall, the pro-
posed mechanism achieves better and desired results over sev-

eral numbers of nodes in the network.

5. Conclusion

This paper has proposed a secure, transparent and trusted
blockchain-based computing scheme for ensuring secure trans-
mission and communication in emotional aware healthcare

systems. The proposed framework used AHP, a mathematical
model, identity based trust model and blockchain mechanism
to ensure a transparent and secure system. The proposed phe-

nomenon efficiently provides faster, accurate, transparent and
more secure communication by understanding human emo-
tional behavior. The generated results are compared against
existing schemes over various security metrics such as data

alteration, report generation, accuracy etc to show the out-
performance of the proposed scheme. The proposed mecha-
nism presents 89% improvement as compare to existing mech-

anism over various security metrics.
The number of dynamic generated attacks while analysing
the data alteration through heterogeneous networks may be
considered as the future scope of this paper.
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