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Disability has traditionally posed a significant barrier for millions of individuals who are unable to benefit from
current technologies such as digital interfaces, the internet, and personal computers. Nowadays, developments
in information communication and technology (ICT) are transforming the way we handle and interact with
our environment, making it easier and more convenient. However, individuals with disabilities face numerous
restrictions and challenges, hindering their full involvement and access to the devices. This paper proposes
an efficient and trusted communication mechanism that utilizes knowledge factors and friendship similarity
schemes to improve the accessibility and accuracy of information transmission in a networked environment
for disabled people. The proposed mechanism ensures the involvement of trusted devices in the network for
accuracy and immediate decisions for disabled individual. The proposed approach is validated and compared
to existing methods using various security metrics, including social trust, objective trust, experienced trust, and
recommended trust. Through this research, we aim to address the barriers faced by individuals with disabilities
and provide them with equal opportunities to benefit from modern technological advancements.

Nowadays, developments in society, particularly in information
communication and technology (ICT), are transforming the way we
handle and interact with our environment, making it easier and more

1. Introduction

In every society, individuals with physical difficulties face chal-

lenges in carrying out their daily household tasks and activities. Those
who experience significant difficulties or rely on others for completing
their tasks are often referred to as disabled. Disability has tradition-
ally been a barrier for millions of individuals who are unable to benefit
from current technologies such as digital interfaces, the internet, and
personal computers [1,2]. Recent reports indicate that approximately
7%-10% of the global population, comprising millions of people, are
excluded from basic constitutional rights and services. The term disabil-
ity encompasses individuals whose impairments do not prevent their
participation in regular activities, such as walking, seeing, hearing, self-
care, and communication.

* Corresponding author.

convenient [3]. Societal concern revolves around gaining access to
knowledge and information through emerging technologies. However,
people with disabilities often face significant restrictions and barriers,
hindering their full access and involvement. The technological expan-
sion and revolution have introduced novel and improved services for
effective communication and societal engagement. Governments are
shifting their service provisions to focus more directly on trades and
citizens through the internet. ICT is expected to assist disabled individ-
uals by enabling knowledge practices, although their adoption of ICT
remains lower compared to non-disabled individuals [4]. For instance,
a disabled person attempting to use an ATM to withdraw funds may en-
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1. Communication among Devices
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Fig. 1. Overall process of the proposed framework.

counter challenges despite having access to smart or intelligent devices.
A minor alteration in any device could greatly impact the individual’s
current situation, potentially resulting in financial loss or endangering
their well-being.

1.1. Objective

As technology continues to introduce new ways and methods for
enhancing people’s lives in efficient and remarkable ways, it becomes
crucial to ensure the security and protection of intelligent devices in-
volved in automating systems. For individuals with disabilities who
require special care and attention, updating and ensuring the accu-
racy of the objects and devices they rely on for carrying out daily
tasks becomes even more significant. To safeguard against malicious
activities, it is essential to propose a secure and trusted mechanism
specifically tailored for disabled individuals. While numerous schemes
have been proposed by scientists and researchers, there is a need for a
more precise, automatic, and real-time decision-making process [5,6].
The proposed approach’s overall framework, depicted in Fig. 1 having 3
subsections such as communication among devices, Knowledge Factor
(KF) and friendship similarity (FS) and contract theory for trust verifica-
tion. The first subsection communication among devices represents the
interaction and transmission process for verification and validating the
communication process among intelligent devices. It incorporates smart
devices that enable disabled individuals to lead more secure lives at
home. Intelligent communication among these devices allows for imme-
diate decisions to prevent harm to individuals. In addition, subsection
two represents KF and FS computes the trust among devices which are
involved in communication process. The legitimacy of each communi-
cating device is determined through trust models, utilizing knowledge
factors and friendship similarity, ensuring a seamless process. Further,
third subsection includes KF and FS that shows the continuous surveil-
lance among individuals.

1.2. Contribution
The contribution of this paper is to propose an efficient and secure

communication mechanism utilizing knowledge factor and friendship
similarity schemes to enhance accessibility and accuracy during infor-
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mation transmission in the network [7,8]. The individual contributions
of the paper are organized as follows:

« The social trust-based method, knowledge factor, is employed to
measure the legitimacy of each communicating device while as-
sessing device accuracy.

+ The knowledge factor (KF) is integrated with the friendship similar-
ity (FS) scheme to further refine recommendations based on users’
experiences.

» The proposed approach is validated and verified against existing
methods, using a comparative analysis of various security metrics.

Though KF and FS are existing approaches and used by various re-
searchers in the literature. In this paper, our contribution is to integrates
both the mechanism and use them in real-time transmission of informa-
tion in healthcare application for disabled individuals. The theoretical
and practical significance of the paper is to establish a secure and effi-
cient communication among devices in the network. Theoretically the
integration of KS and FS schemes is to maintain the trust and immedi-
ate response to the individuals ensuring real-time communication with
the intelligent devices. However, the practical significance of the pro-
posed scheme is to enhance the computational and communicational
steps for providing a strong complexity in the network. The immediate
response is one of the important factor for the disabled people that are
completely relied on intelligent devices. Therefore, it is needed to in-
clude secure and accurate smart devices for the real-time decisions that
is computed using KF and FS schemes in the proposed approach.

The paper is organized as follows. Section 2 provides a literature sur-
vey on the interaction between disabled individuals and smart devices
for enhancing their safety. Section 3 discusses the proposed mechanism
aimed at ensuring the security and trustworthiness of the communica-
tion devices within the network. The validation and verification of the
proposed mechanism are presented in section 4. Finally, section 5 con-
cludes the paper and discusses future directions.

2. Related work

This section discusses various security and trust-based communica-
tion algorithms, schemes, or approaches proposed by researchers and



G. Rathee, S. Garg, G. Kaddoum et al.

Table 1
Summary of existing security methods for disabled people methods.
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Authors Proposed Framework

Method Used

Limitations

Freitas et al. [9] low-cost edge cutting technology

provide a safety to the disabled persons by

Increases storage overhead

continuously supervising their health status

Ch. et al. [10] Obstacle identification

presented the GPS technology for real time

Provides untrusted scenarios

location findings

Hadjadj and Halimi [11] System-based architecture

Stamford and Peach [12] Deep learning mechanism

Sendra et al. [13] smart collaboration system

Incorporated the fuzzy logic with improved
accuracy and uncertainty in knowledge

explored the locally linear embedding for
visualization

Smart system protocol and network algorithm for

Increases communication overhead during
transmission

Increases the key management, and
communication overheads

Requires delay in analysis

verifying the performance

Olaya and Herrera [14] Electromyography device for accessing
the bio signals

Higashino et al. [15] enumerated various research issues

A deadline-aware trusted collaboration
mechanism to ensure privacy in the network
Build smart and safe residents for disabled

persons

Garbutt and Kyobe [16] elemental knowledge of life quality

Shahkooh and KhodaBandeh [17] investigated the motivators for
addressing disabilities guidelines

Trielsa and Angeline [18] Focused on three types of disabilities

Proposed a conceptual model for investigating
the knowledge practices

Accessing the technical consideration and
technical websites for their improvement
inclusived the e-commerce platforms and designs
for increasing the sales

Increases the communication overhead
Increases computational overhead

Incurs long delays in legitimate device
identification

Incurs long delays while identifying the
malicious threats

Has large communication and storage
overhead

scientists to facilitate efficient and safe interactions with the environ-
ment using intelligent devices.

Freitas et al. [9] have proposed a low-cost edge-cutting technology
to provide specialized healthcare services to individuals with special
needs, enabling them to live independently at home. The residents were
equipped with a range of sensors and intelligent devices to continuously
monitor their health status and ensure their safety. Ch. et al. [10] de-
signed a smart stick with obstacle detection capabilities for individuals
with visual impairments. The stick incorporated moisture sensors and
pit hole detectors to identify water and holes on the street. Addition-
ally, the stick utilized GPS technology for real-time location tracking
and included a message alert system in case of accidents. The proposed
mechanism was simulated and verified using an ATmega 328U micro-
controller, enhancing the mobility of disabled individuals. Hadjadj and
Halimi [11] proposed a system-based architecture utilizing semantic
web technology to reduce data heterogeneity and improve interoper-
ability. The mechanism incorporated fuzzy logic to handle accuracy
and uncertainty in knowledge representation. Stamford and Peach de-
veloped a deep learning mechanism for image classification, focusing
on nine specific interest points. They explored the use of locally lin-
ear embedding to visualize information before and after the classifica-
tion process, demonstrating superior performance compared to existing
mechanisms.

Sendra et al. [13] described a smart collaboration system that en-
ables the mobility of individuals to monitor or recognize activities
within a group. The authors proposed a smart system protocol and
network algorithm to evaluate the system’s performance. Olaya and
Herrera [14] developed an electromyography device to access biosig-
nals and improve quality of life. They also utilized a computer access
device to capture motion using inertial sensors. Higashino et al. [15]
identified research issues in developing Intelligent Community Disaster
Countermeasures Systems (ICDCS) to create smart and safe environ-
ments for disabled individuals. Their focus areas included resilient dis-
aster response and up-to-date crowd mobility predictions at the edge.
Garbutt and Kyobe [16] investigated the fundamental knowledge of
life quality for disabled individuals and proposed a conceptual model
to explore their knowledge practices and roles within the community.
Shahkooh and KhodaBandeh [17] examined motivators for addressing
disability guidelines and government efforts to improve technical con-
siderations and accessibility of websites for disabled individuals. Trielsa
and Angeline [18] conducted quantitative and statistical analysis to ad-
dress three types of disabilities—hearing loss, low vision, and physical
navigation—achieving an accessibility rate of 62%. They also explored
e-commerce platforms and designs to increase sales among disabled
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individuals. Pandey et al. [19] and Ch. [10] are considered as two
baseline approaches as BA1 and BA2 for validating the computed re-
sults against proposed framework. Pandey et al. [19] have proposed a
structural designing approach for maintaining a sustainable goal to the
disabled individuals by integrating with blockchain and intelligent de-
vices. A summary of the related work is presented in Table 1.

2.1. Problem statement

Although scientists have proposed numerous security schemes and
approaches [20-23], very few of them have focused on improving the
lives of disabled individuals. This paper presents a secure, efficient,
and trusted communication mechanism using smart devices for dis-
abled people. In situations where disabled individuals may not be able
to take immediate action, the legitimacy of each communicating de-
vice should be periodically analyzed. The paper introduces an effective
method of communication among smart devices used by disabled in-
dividuals, utilizing trust-based schemes such as Knowledge Factor (KF)
and Friendship Similarity (FS). The devices which are analyzed depend-
ing upon their various communicating factors are further categorized
into two different types such as legitimate and malicious after comput-
ing their trust values using KF and FS schemes.

3. Proposed framework

Trust mechanisms play a crucial role in identifying the legitimacy
and detecting behavioral changes in communicating devices. While var-
ious cryptographic and algorithmic approaches have been presented,
these methods often introduce computational delays, key management
challenges, and storage overhead. Numerous trust-based methods exist,
including social trust, objective trust, experienced trust, recommended
trust, and more. In our problem statement, where safety and informa-
tion accuracy are of utmost importance, this paper integrates experi-
enced trust and social trust using KF and FS trust methods to ensure
network accuracy, as illustrated in Fig. 2. The depicted Fig. 2 represents
how the devices are categorized into legitimate and malicious according
to their various behavioral types. The KF and FS are the two trust-based
metrics that are used to surveillance each individual communicating
in the network. The disabled person that is completely reliable on the
intelligent devices can be easily communicate with them. The trusted
devices will communicate efficiently in real time situations in the net-
work.

As many abbreviations and symbols are used in the paper, they are
listed and described in Table 2.
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Table 2
Definition and Abbreviations.
Symbol Description
KF Knowledge Factor
FS Friendship Similarity
BV, Binary Vector of device i
FriSimp(d;,d;) Friendship similarity among device i and device j
G Communication rating
SiandS; List of surrounding or friends
Cons,,, Considered ratings

Non— cons,, Non considered ratings

Indif f,, Indifferent ratings

AAy a4, Agreement-agreement among d; and d;

DD, Disagreement-disagreement among d; and d;
ADy 4. Agreement-disagreement among d, and d;
DA, 4, Disagreement-agreement among d; and d;

expyeliefédi Trust experience of d; over d,
expyisbelie f 4 Distrust experience of d; over d;
Belief Verification time of result broadcasting

T, Transmission time of unverified device

U,,(k) Profit of TS using type-—k nodes
U, Utility Function
Table 3
Trust Values.
Devices vV vV TV vV vV
D, 5 5 5 5
D; 1 1 1 1 1

J

3.1. Knowledge factor (KF)

Distrust and insufficient trust values leads to stay away from the
technology, therefore, there must be some other factors to include while
computing the accurate trust value of any device. Knowledge factor is
one of trust method that is based on repeated interaction among devices
to improve the perfection in the device. Table 3 determines the rating of
two devices d1 and d2 by analyzing their common behavior on a scale
of 1 -5.

The existing models computes the distrust and trust between de-
vices; however, our proposed model computes the belief of each other’s
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including experience and recommendation by others in the network.
Based upon knowledge factor, the proposed model computes the belief,
disbelief, recommendation and experience values accordingly. The defi-
nition of each metric according to proposed model which is based upon
identifying the legitimacy of devices in disabled people as illustrates as
follows:

Belief: it is defined as theoretical aspect a device has about other
positive behavior based upon their past interactions.

Disbelief: it is defined as theoretical aspect a device has about
negative or over active behavior based upon their past interactions.
Recommendation: it is defined as the advice of a device for an-
other device that can be rely upon based upon recommended de-
vice trust history.

Experience: experience is the total amount of interactions either
positive or negative in a network based upon their present or past
communications.

3.2. Friendship similarity (FS)

It is defined as one of the powerful social intimacies for finalizing
the recommendations based upon experiences. After two devices d; and
d; exchange their list of friends or surroundings as s; and s, the can
compute 2 binary vectors as B_i/,- and BT/j, the vector will be 1 if the
device is in friend list otherwise the vector will be 0. Let, ||Z|| be the
norm of vector A and |§| be the cardinality of set B, the cosine similarity
of Bi/i and BT/j can be computed as FriSim,(d;, d;):

i

BV,, BV, 1S, NS,
IBVILIBV;II - VISiLIS;]

The classification of experience is described in two different ways
such as rely or deny of a device as exp,,, and exp,,,,. In case where
both the devices agreed upon same values or ratings such as device
D’s rating on an communication C; is represented as R, j, C;. Now D,’s

rating R j (D) for another device D ; after the interaction I is defined
as:

FriSim(d;d;) = ¢3)
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1 Otherwise

220< |Rdj,cj - Ry 1<3.0
31.0< |Rdj’cj - Rd‘_’cj| <=2.0
405< |Rd/’cj - Rd,-,c/| <=1.0
500< IRdJ’cj - Rd,_’cjl <=0.5

(2)

The rating set of device D; has given on another device D; for all

interactions between them as R, (D j)=RZf (i) for all A, and collection
of all interactions of d; to all rest devices in the system.

The ratings set for considered, not considered and indifferent inter-
actions are presented as consi® 4 g (D) and indi f 4

var» 4, (1), nonconsi,; rat?
d;(I) are illustrated as:

di.d;

Cons,,

(D)= RY(DIVRY (NeRy, (d))and Ry (1) > 3

di.d;
nonCons,,,

()= RY(DIVRS (eRy, (d))and R (I) <3
did; d; d; d;
Indif frg’ (I)= R} (DIVR} (IeRy (d))and R (I = 3
In order to further measure the rely and deny of trust among de-
vices, two fuzzy sets on each device is determined under agreement
and disagreement as:

d.
Aggrement, O R/ (I)=1

! i
R (-1

d d U 3
— ! <Rdf(1)<5|Vij(I)eAi 3)
1R/ (I)=5
. d;
Dtsaggrementd[ 1 Rd, H=1
d; !
5—(R )/ (1) . .
41 < RY (1) < 5IVRY (DeA, “

d:
0 R}/(1)=5

There are four possible ways of these two fuzzy sets between
devices d; and d; namely agreement-agreement AA<d‘_,dJ), disagree-
ment-disagreement DDy, 4, agreement-disagreement AD, a)) and
disagreement-agreement DA, a))- The computational model for iden-
tifying the legitimacy of devices are categorized in these four ways
namely recommendation,,;;,; and recommendation; ;. utilizing these
agreement and disagreement values are determined as follows:

Recommend ationy,;,r = Agg(d;,d,;)

(1 —agg(d;,d;

) X reliability(d;, d;)
Recommendationy;ge)ier = Disagg(d;.d;)
(1 —agg(d;,d;) X reliability(d;,d;)

The reliability measures the uncertainty and ignorance of trust in
the network that can be further termed as:
i, L dnd;
L= lindif frq (DI + lindif f, ;7 (DI
[Ry,(dp]+ Ry (d))]

Reliability(d;,d;) =

+FriSimd,_’dj

. . d;.d;
Further, the experience of one device over another as epr;lié , an

d

exp s computed as:
disbelied :

0, P LA
xp, .= X + FriSim, 4.
Pheties = inax| P, 1P, * max|P,|Vi rdy
i 1P7| IP7|
Exp/ /' = X + FriSim
Pisbelief max|Pi|’|Pj| max|P;|Vi d;.d;

Where | P}| and | P]| are positive and negative interactions of device
Jj. Finally, the belief and disbelief values from device d; and device d;
are computed as:
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d;.d;
2 X recyeior X 29 0

belief (d;) = Td
(recholier +€XPyyyie s
FriSim,, 4
2x reCisbelie f X expj’i:;jelief
disbelief7 (d;) =

d;.d
(recqisheties +€XPyispetie
+FriSimg, g,

Once the belief and disbelief of the devices are computed using
knowledge factor and friendship similarity, the final trust values of be-
liefs and disbelieves are computed as follows:

w) X belief} (d;)+ w, X belief? (d,)
Belief, (d;) = : !

wy + w,
+F”S’md,,d/

wy X disbelief} (d;) + w, X disbelief? (d))

Disbeliefdl(dj): ot
1 2

+FriSimdi’dj

An algorithm for recognizing the legitimacy of smart devices so that
disabled persons can fully rely on the communicated device can be ana-
lyzed through their beliefs and disbelief’s as mentioned in Algorithm 1.
The Algorithm 1 illustrates the computation of trust values using KF
and FS of communicating devices in the network.

Algorithm 1: Friendship Similarity and Knowledge Factor
Trusted Models

Require: Both types of devices (legitimate, altered) are represented in graph

network.

Input: (1) Number of devices D, D=d,,d,...d,

Output: Device is either legitimate or altered

For 1~ — 0 do

Step 1: Compute KS in order to determine the belief and disbelief

FriSim;(d;,d,) B, BY, 505,
riSim,(d;,d;) = — 2 =
BV IIBV;II - VISil 1S

Step 2: Belief

2x X expiet
F€Chelicf X €XPyy,
0 ] elief
belief; (d;) = ———————
] .d;
(reCheier + €XPyyyyes

FriSimd”dJ

Step 3: Disbelief

) d,d,
o, XT€Cyispelicf X €XP yispeties
disbelief; (d;))= ———————————
g " 7
(recyispetier + €XPgispoier

+FriSim, 4
id;

End For
Step 3: Choose d;,d;...d, having TV > 9.5
[weight, accuracy, decision values] = belief and disbelief (d;,d;)

4. Performance analysis

Table 4 and Table 5 show the simulation parameters and the prede-
fined values used for evaluation. In order to extract the trust features
based upon their internal behavior and activities used in knowledge
factor and friendship similarity score, it is needed to trace and track
number of features. The authors have used SIGCOMM-2009 conference
that is available on CRAWDADA [24,25] which contains activity logs,
device proximity, data layer and message application logs. The number
of features has been decided such as RS, CFD, MC that is related to IoT
raw data for experimentation.
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Table 4

Simulation Parameters of Framework.
Parameter Value
Number of devices 250
Number of Interaction 1256
Rate of compromised devices [5,20]%
Trust values [0,1]
Transmission power [5.20] dBm

Communities
Computational resources

Legitimate=1012 and Altered = 244
10 CPU cycle/unit time

0.25 . : . : . l . l —
.
G55 —=— Proposed Approach A
’ e Baseline Approach1 e
—A— Baseline Approach2 A ]
R 0154 /. -
3
o] 4
14 Y
o /
S 0104 .
® A
) . B
2 A = Cum
0.05 - A [ |
/ e o
Ko a— |
el
00— T T T T T T T T T
20 40 60 80 100 120 140 160 180 200 220 240

Number of Devices

Fig. 3. Accuracy.

4.1. Simulation setup

Table 4 leads to the number of parameters finalized for dataset. In
order to match with the IoT content, each device is having at least 1
interaction between each other among 250. After obtaining the trust
vector B_'Vi for each pair of devices, the results are deliberately omitted
from very close proximity. The number of devices for validating the re-
sults are considered as 250 that are interacting with each other around
1256 times. The number of compromised devices for validating the pro-
posed approach is increasing with the increase of network size with a
rate of 5% to 20% maximum respectively. The communities that are
considered initially as legitimate and compromised during the trans-
mission processes are 1012 and 244. The resources are computed at 10°
cycles per CPU time.

Fig. 3 illustrates the accuracy rate distribution with respect to each
feature as discussed above. It can be observed from the figure that the
alteration rate is close to 0.25 as the information is collected from the
devices are closely speeded. The trust value is normalized between O
and 1, one means the device is 100% trustworthy and 0 means untrusted
interactions among devices.

However, the alteration represents the weaker associations due to
dissimilar intentions in their behavior. In addition, the variation of
trust is distributed with respect to their duration, co-operatives and fre-
quency during the transmission of information between devices. The
simulation performance of proposed model is done along with their
complexity while interacting among each other. For analyzing the be-
havior of each device, approximate 1500 interactions are used to vali-
date the legitimacy of communicating device. The verification delay to
identify the legitimacy of proposed mechanism is depicted in Fig. 4 that
shows the amount of time required to analyze the trust and response
time of each communicating device upon request on the demand of
people.
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4.2. Baseline approaches

The proposed mechanism is simulated against two recent mecha-
nisms of providing an efficient security to the disabled individuals.
Pandey et al. [19] and Ch. [10] are considered as two baseline ap-
proaches as BA1 and BA2 for validating the computed results against
proposed framework. Pandey et al. [19] have proposed a structural
designing approach for maintaining a sustainable goal to the disabled
individuals by integrating with blockchain and intelligent devices. Ch,
et al. [10] have proposed an edge-based smart application mechanism
for disabled individuals who are visually impaired. The need to edge-
computing using intelligent devices can be used to ensure a secure
communication mechanism. In addition, our proposed mechanism rep-
resents the benefits of integrating trust-based recommendation system
at edge-computing for speed up the communication process with accu-
racy and security for real-time processing in the network.

4.3. Results and discussion

In order to filter out the trusted devices, Fig. 5 represents the vari-
ous results obtained after applying friendship similarity and aggregation
schemes. Fig. 5 represents the trust values distribution as compared
to existing approach with respect to the mentioned features. Similarly,
Fig. 5 represents the boundary among untrustworthy and trustworthy
regions. In addition, Fig. 6 illustrates the slightly variation in results as
compare to others. The untrustworthy and trustworthy nature of any
device can be easily computed by recognizing their behavior in the net-
work. The devices having higher trust values are active with higher
friendship similarity and aggregation rate as compare to the device hav-
ing less trust values.

The belief, disbelief and difference among values is easily identified
in different colors as depicted in 6 by counting various features. The
alteration rate and blockchain verification latency can be easily recog-
nizable in succeeding Fig. 5 and Fig. 6.

The alteration of device compromised by the intruders in order to
gain their own benefits can be easily done in existing mechanisms as
compare to proposed scheme as shown in Fig. 7. The integration of ag-
gregation methods and friendship similarity score made the complex
computation process to prove the legitimacy of device during trans-
mission of information in the network. The alteration rate of proposed
scheme as depicted in Fig. 5 is very less as compare to existing schemes
because of blockchain mechanism that maintains the transparency in
the network.
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Table 5
Algorithm comparison.
S.No. Approaches Trustworthy Devices Untrustworthy
1 Baseline Schemel, Baseline Scheme2, Proposed Approach 50 43, 45, 47 7,5,3
2 Baseline Schemel, Baseline Scheme2, Proposed Approach 100 78, 89, 97 22,11, 3
3 Baseline Schemel, Baseline Scheme2, Proposed Approach 150 110, 125, 137 40, 25,13
4 Baseline Schemel, Baseline Scheme2, Proposed Approach 200 175, 187, 191 25,13,9
5 Baseline Schemel, Baseline Scheme2, Proposed Approach 250 195, 235, 243 55, 15,7
Table 6

Accuracy Percentage.

Approaches Algorithms Accuracy % Time Complexity Space Complexity
Baseline Approach 1 Structural Design 89% n X log (n) 2
Baseline Approach 2 Edge-based Smart Application 90% n x log (n) n
Proposed Approach KF and friendship similarity 93% log (n)
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Fig. 5. Trust Regions. Fig. 7. Alteration Rate.
0.20 , . , : . : . . . . . . . . .
J nism during the establishment of network is approximately similar as
0.18 g compare to existing schemes. However, during the interaction process,
1 A the latency in case of proposed is very less as compare to existing as
0.16 ye e L
] = Proposed Approach 2 the trust values are computed after a specific interval of time in the net-
0144 — e Baseline Approach / 4 ] work. The computed trust values reduce the further computational and
X | —a— Baseline Approach?2 A verification process as highly trusted devices are the part of blockchain
S 012+ pa . network. However, existing schemes, the accuracy and trustworthiness
5 1 e 4 are measured before the interaction process and leads to increase the
= O:10~ = 4 ol i delay for further verification of devices in the network. The summary
g 0.08 | of accuracy percentage and complexity of schemes proposed by the au-
- ] PY ¥ thors is shown in Table 6. The trusted proposed mechanism can be fur-
g 0.06 e A ther used in other applications while communicating and transmitting
= 1 el /—/‘/ the information among devices such as transportation systems. The in-
0.04 o i . . . . .
] P /r// telligent transportation system where intelligent devices are mandatory
oo2d — o | role for ensuring a real-time accurate and automotive decision-making.
I e It is needed to include only trusted devices in the communication pro-
0.00 ; T - cess. The proposed scheme KF and FS can be further used in ITS for
00 05 1.0 providing an efficient and secure communication system. The limitation
Run Time of proposed mechanism is continuous vigilance of the communicated
devices while transmitting the information in the network. The con-
Fig. 6. Trust Distribution. tinuous surveillance of devices may further enhance the accuracy with
reduced delay that is considered as an important factor in case of dis-
4.4. Summary abled people where real-time response is taken at the foremost priority.

Similarly, the verification latency of both proposed and existing
schemes where the verification process or delay of proposed mecha-

431

In this paper, the devices are categorized as legitimate or altered how-
ever, we can not identify the legitimacy of a device while transmitting
the information in real time situations.
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5. Conclusion

People who experience a higher level of difficulty or depend on oth-
ers for the completion of their tasks are often referred to as disabled.
Disability has traditionally been a barrier for millions, who cannot
take advantage of present technologies such as digital interfaces, the
internet, and personal computers. According to a recent report, approx-
imately 7-10% of the worldwide population, where millions of people
are excluded from basic constitutional rights and services. The proposed
mechanism efficiently able to provide a secure communication mecha-
nism using trust-based approaches for providing an immediate response
to the disabled people. The proposed mechanism is validated through
the results that further outperforms various existing approaches in com-
parison to several security metrics, such as social trust, objective trust,
experienced trust, and recommended trust.

The dynamic alteration of legitimate devices by the intruders along
with pattern recognition system can be further considered as an im-
portant factor. In addition, the continuous surveillance of the devices
during real-time transmission of information must be analyzed and ex-
amined with some security techniques and approaches in the future
communication of this paper.
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