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ABSTRACT Wireless communication technology is a vital enabler for 5G vehicle-to-everything (5G-V2X)
communications, which are vulnerable to cyberattacks such as distributed denial of service (DDoS). DDoS
detection requires sophisticated artificial intelligence (AI)-based approaches, whose main challenge is data
privacy. Secured peer-to-peer (P2P) federated learning (FL) techniques could overcome this challenge by
training detection models locally while sharing model parameters for secure aggregation. However, such
a strategy scales poorly and incurs a high communication cost as the number of FL clients grows. In
such a context, we propose SAFE-ADVENT, a secure P2P FL strategy that reduces the communication
cost, incorporating transfer learning and client selection within the P2P FL system to detect DDoS attacks.
By using data collected from our 5G-V2X testbed, under offline scenarios, SAFE-ADVENT converged
faster than deep learning, centralized FL and SAC-based P2P FL benchmarks. Through live traffic testing
and under adversarial attacks, SAFE-ADVENT outperformed all benchmarks in most scenarios. Finally,
SAFE-ADVENT proved to be scalable by preserving high performance when increasing the number of FL
agents.

INDEX TERMS 5G-V2X, cybersecurity, attack detection, DDoS, FL.

I. INTRODUCTION

THE advent of technologies such as vehicle-to-
everything (V2X), smart infrastructure, autonomous

vehicles, and the internet of things (IoT) has made wireless
communication a critical enabler for their development and
diffusion [1]. Additionally, a rapid deployment of applica-
tions such as virtual reality (VR) and artificial intelligence
(AI) has culminated in high volumes of data [2]. As a
consequence, in the past decades, wireless communication
technologies have undergone numerous changes [3]. With
the evolution of cellular networks from their first-generation
(1G) to the fifth-generation (5G) and beyond (B5G) [4], an

extensive set of devices is now supported, facilitating access
to computational resources and uninterrupted connectivity
for smart and autonomous operations [1]. The growth of data
communication is also eased by achieving high throughput
and supporting virtualized connections. Different applica-
tions can be supported by the 5G architecture, also ensuring
predefined network performance requirements [5].

To enhance mobile clients, 5G-V2X-based systems intro-
duced new applications and network services focused on
quality of experience (QoE) improvement, also ensur-
ing safety for vehicles on the road. Such an environ-
ment requires seamless, high-performance communication
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standards between vehicle users and the roadside infrastruc-
ture [6], [7], [8], [9], [10].

The 5G new radio (NR) technology is crucial to enable
the deployment of 5G-V2X-based systems, since it includes
the Uu interface for vehicle-to-network (V2N) communica-
tion. For vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I), and vehicle-to-pedestrian (V2P), 5G NR also includes
the PC5-based sidelink interface [11]. 5G networks in a
“pure” setup, also defined as “stand alone” (SA), allow
the use of techniques such as network slicing, software
defined networking (SDN) and network function virtualiza-
tion (NFV), enabling efficient network resource management
and sharing between multiple applications and services,
with respect to the predefined quality of service (QoS)
prerequisites [12], [13].

However, several challenges come with the use of 5G
NR. Indeed, the number of threats inherent to the complex-
ity of 5G-based systems makes it hard to define system
boundaries. Moreover, it is crucial to raise awareness of
threats, given the rapid deployment of 5G [14]. Softwariza-
tion, virtualization, and cloudification are critical solutions
for ensuring optimal network performance. However, they
also introduce security vulnerabilities [15]. Therefore, the
adoption of security measures is essential in 5G-based
environments [7], [16].

In the 5G-V2X context, standards must also consider all
security threats inherent to vehicles; otherwise, the automo-
bile and network industries would not be able to successfully
deploy such standards [17]. An example is distributed
denial of service (DDoS) attacks, which may flood 5G-V2X
interfaces with unexpected packets using protocols such as
the transmission control protocol (TCP), the user datagram
protocol (UDP), and the Internet control message protocol
(ICMP). The main consequences of such attacks include
poor communication performance (e.g., a decrease in the
throughput or an increase in the communication delay), as
well as service interruptions, thus preventing the exchange
of users’ data and key control messages related to traffic
management, which may lead to accidents or vehicular
failures.

Assessing DDoS attacks in 5G-V2X is not simple since
the communication protocol used for flooding and/or the
number of attack sources and other network-related vari-
ables may constantly change. The current literature includes
numerous studies focusing on DDoS attacks, but it does not
yet provide full coverage of the 5G-V2X context. The use
of AI-based approaches like machine learning (ML) would
help define a detailed, real-time profile inherent to malicious
users, ensuring privacy, security, and threat detection in B5G
and 5G-V2X-based systems [7], [8], [9], [10].

Nevertheless, a challenge that remains is achieving secure
and private knowledge sharing between all ML-based agents
[5], [7]. An alternative to provide data privacy in such a
context is centralized federated learning (FL), a distributed
ML technique.

Google initially introduced centralized FL as a hierar-
chical training architecture comprising a central server and
multiple distributed participants. Each participant trains its
model locally while sharing its parameters with the central
server for aggregation. By sharing model updates instead of
explicitly sharing or accessing training data, centralized FL
achieves its goal of ensuring privacy-preserved collaborative
training, thus making it more suitable than conventional
ML-based approaches. Nevertheless, it is prone to flaws such
as the single point of failure and the lack of balance between
different data distributions in local trainers [16], [18].

In response to the flaws mentioned above, decentral-
ized FL-based approaches were proposed to remove the
centralized server and provide protection against semi-
honest participants by securing the communication of model
updates. These approaches ensure privacy protection while
allowing local trainers to benefit from insights derived from
other trainers’ data and enhancing communication efficiency.
One of the proposed methods, called peer-to-peer (P2P) FL
with secure average computation (SAC), applies averaging
and n-out-of-n secret partitioning to counter semi-honest
participants. In this approach, while model updates are
transmitted among participants in a masked form via secret
partitioning, their true values are protected from inference
by other peers, and raw training data is not shared or
accessed by other participants. The main drawback lies
in the potentially high communication cost in large-scale
systems, despite its positive results in terms of accuracy [16],
[18], [19], [20].

Eliminating the centralized server alone does not fully
mitigate security concerns. Different risks remain such as
adversarial manipulation, which leads to misclassification
and inefficient convergence. Thus, beyond decentralization,
it is crucial to ensure that model updates remain resilient
against adversarial influence. One such threat comes from
semi-honest (honest-but-curious) participants who adhere to
protocol execution but attempt to infer sensitive information
from exchanged updates [16], [18], [19], [20].

To circumvent all these limitations, we first pro-
posed in [21] a framework for cyberattack detection,
integrating client selection and transfer learning with a
SAC-based P2P FL approach. While the original work
demonstrated its feasibility in a simulated environment,
this paper extends that foundation by implementing and
validating the framework, here named SAFE-ADVENT
(Secure Average computation-based FEderated Learning
for DDoS Attacks Detection in 5G-VEhicle-to-Everything
NeTworks), on a 5G-V2X testbed. This extension enables an
in-depth evaluation of its performance in a realistic vehic-
ular network setting. The results highlight our approach’s
robustness, adaptability, and suitability for practical 5G-V2X
applications.

The core contribution of this work lies in the prac-
tical application and rigorous systems-level evaluation of
secure distributed learning in highly constrained, adversarial
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vehicular environments. Specifically, our key contributions
are summarized as follows:

1) We design and deploy SAFE-ADVENT, a fully decen-
tralized and privacy-preserving cyberattack detection
framework tailored for edge environments. Rather
than introducing new fundamental ML algorithms,
this work focuses on the critical networking challenge
of efficiently deploying SAC within bandwidth-
constrained V2X settings. To this end, we incorpo-
rate a dynamic, performance-driven agent selection
mechanism that reduces the O(T N2) communication
overhead inherent to conventional SAC-based P2P FL,
where T denotes the total number of training rounds
and N the total number of FL agents. By restricting
aggregation to a subset of selected agents Kt ≤ N at
each round, the communication complexity is reduced
to O(T K2

t ), yielding a significant improvement when
Kt < N.

2) We integrate a transfer learning mechanism that
ensures non-selected (or recovering) vehicles
remain synchronized with the global detection
state. This architecture structurally mitigates the
impact of adversarial data poisoning and severe
non-independent and identically distributed (non-IID)
distributions without requiring central orchestration
or raw payload inspection.

3) We provide a rigorous empirical validation on a
physical 5G-V2X testbed. We demonstrate that
SAFE-ADVENT significantly reduces the actual
network communication footprint compared to
standard SAC while maintaining > 90% DDoS
detection accuracy under active adversarial poisoning
and scalability tests.

Table 1 shows a list of the most used acronyms in this
paper.

The remainder of the paper is structured as follows. Sec-
tion II reviews the related works, while Section III describes
the system model. Sections IV and V detail the design and
implementation of SAFE-ADVENT, respectively, followed
by a presentation of our experimental results in Section VI.
Finally, Section VII concludes this paper.

II. RELATED WORKS
ML has strong potential to address privacy, scalability,
and real-time processing challenges in 5G-V2X networks.
However, existing works still have important limitations for
detecting large-scale cyber threats such as DDoS attacks
in dynamic vehicular environments [7], [16], [22], [23],
[24]. Hussain et al. [25] proposed a convolutional neural
network (CNN)-based DDoS detection model using cellular
call detail record (CDR) data, but evaluated it only with
synthetically generated attacks. Yakan et al. [22] proposed
a long short-term memory (LSTM)-based FL misbehavior
detection model at the 5G edge, using the VeReMi-extension
and MixAll datasets covering 19 V2X misbehavior attack

TABLE 1. List of most used acronyms.

types. Despite using different methods and datasets, both
studies relied on non-real-time data, thus limiting their
applicability to dynamic 5G-V2X environments.

Other works also addressed DDoS detection in 5G-V2X.
Asensio et al. [26] proposed a reinforcement learning (RL)-
based zero-touch service management (ZSM) framework
for mobile edge computing (MEC)-enabled 5G-V2X, where
slices are allocated according to attack severity. However,
the evaluation relied on the offline VeReMi dataset, and the
testbed was not clearly identified as physical or emulated.
Han et al. [27] used feature selection to reduce detection
time on the InSDN and CICIDS2017/2018 datasets, but their
simulated SDN setup did not include actual 5G infrastruc-
ture or 5G-based behavior. Anbalagan et al. [28] proposed a
CNN-based intrusion detection system (IDS) for a simulated
5G-V2X network, with hyperparameter optimization and an
autonomous vehicle (AV) isolation mechanism. However, it
showed higher latency with more AVs and lacked secure
alert communication. Overall, these studies relied on offline
or simulated settings, limiting feasibility in real-time and
adversarial 5G-V2X environments.

In the FL context, Abouaomar et al. [18] proposed a
federated deep reinforcement learning (FDRL) method
for open radio access network (O-RAN) slicing in 6G,
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supporting mobile virtual network operator (MVNO)
collaboration but overlooking privacy, adversarial, and
cost aspects. Wijethilaka et al. [29] proposed an FL-
enabled security orchestrator (FLeSO) for 5G network
slice security, but it suffers from scalability and accuracy
issues with many slices. Le et al. [20] designed an adaptive
privacy-preserving FL (Ada-PPFL) scheme with differential
privacy, enabling client-level protection and adversarial
robustness, but excessive noise degrades prediction accuracy.
Turina et al. [30] explored federated split learning with
privacy gains through distance correlation, but it incurs
runtime overhead and limited attack modeling.

Other works applied centralized FL to 5G DDoS detec-
tion. Maiga et al. [31] proposed a hybrid FL-based model
combining extreme gradient boosting (XGBoost) for fea-
ture selection with a deep neural network for detection
in 5G core virtual network functions (VNFs). Although
the model achieved high accuracy, it was not evaluated
under non-IID data, and detection time was reported only
for the proposed method, limiting cross-study comparison.
Sheikhi et al. [32] explored an unsupervised FL-based model
using autoencoders for DDoS detection in 5G core networks
(CNs). Their setup trained each client on a single attack type,
indirectly addressing non-IID data challenges, but consid-
ered only two clients, raising concerns about scalability and
generalizability.

Despite the achieved results, none of the above works
explicitly evaluated adversarial robustness or communica-
tion overhead reduction, leaving gaps in assessing scalability
and resilience in real 5G-V2X scenarios. Liu et al. [33]
proposed a secure FL framework for 5G that integrates
blockchain and local differential privacy (DP) to defend
against poisoning and inference attacks. Smart contracts
identify unreliable participants, while noise added to local
updates preserves privacy. However, the framework assumes
a trusted central aggregator, creating a single point of failure
and ignoring communication cost. Attanayaka et al. [16]
proposed a SAC-based P2P FL framework for anomaly
detection in O-RAN. Their hierarchical clustered design
reduces communication overhead compared to conventional
P2P FL, but relies on static client clusters, limiting adapt-
ability in dynamic and mobile environments. To further
address overhead in decentralized FL, we proposed in [34]
a secure P2P FL approach for B5G O-RAN, focusing on
overhead reduction. FL was orchestrated at near-real-time
radio access network (RAN) intelligent controllers (RICs)
instead of user equipments (UEs). Although aligned with
O-RAN use cases, this design limits the capture of
fine-grained device-level attack data required in V2X envi-
ronments. Moreover, it does not consider compromised FL
agents and was evaluated only through simulations and an
emulated testbed with virtual UEs. Hence, its real-world
applicability remains limited.

Building upon our earlier work in [21], which introduced
a SAC-based P2P FL framework for cyberattack detection
integrating client selection and transfer learning, this study

extends the approach by deploying and validating it, now
called SAFE-ADVENT, on a physical 5G-V2X testbed.
Unlike [34], where FL was executed at the level of near-
real-time RICs, this work moves training directly onto
robot vehicles and performs P2P aggregation over emulated
PC5/Uu interfaces (cf. Section V). Furthermore, (i) the
model is trained in TensorFlow, converted to LiteRT [35],
and exported as a compact .tflite file for on-device inference,
reducing communication overhead per federated round and
minimizing RAM and latency on the vehicles; (ii) the
standard LiteRT converter with default graph optimiza-
tions is used, maintaining compatibility with post-training
quantization (FP16/INT8) to ensure inference on resource-
constrained hardware; (iii) explicit wireless channel and
adversarial models are introduced, the latter accounting for
compromised clients (cf. Section III); (iv) feature selection
and engineering are made explicit using Argus flow fea-
tures and short-window entropy; and (v) SAFE-ADVENT is
validated on a physical 5G-V2X testbed under both online
adversarial and scalability scenarios (cf. Section V).

Table 2 compares all works above using nine crite-
ria: 1) Use of FL, 2) use of distributed FL, 3) privacy
preservation, 4) adversarial resistance, 5) reduction of com-
munication overhead, 6) validation environment, 7) context,
8) strengths, and 9) limitations. The last row presents our
work, highlighting secure FL for 5G-V2X with physical
testbed validation and adversarial resilience.

As summarized in Table 2, SAFE-ADVENT is positioned
to jointly cover the full set of practical requirements for
5G-V2X DDoS detection that are only partially addressed
by prior works, namely: (i) FL with distributed (P2P)
execution, (ii) privacy preservation through secure aggrega-
tion, (iii) explicit resilience against adversarial behaviors,
(iv) communication-overhead reduction mechanisms, and
(v) validation in a realistic 5G-V2X context that includes
a physical testbed component. In addition, SAFE-ADVENT
targets scalability and malicious-agent handling in adver-
sarial vehicular settings, which are typically not evaluated
together in existing solutions.

III. SYSTEM MODEL
This section presents a detailed view of our system model.
Subsection A outlines the main concepts inherent to SAC-
based FL. Subsection B introduces the Adversarial model,
and Subsection C describes the channel model. Finally, Sub-
section D presents the problem formulation and quantitative
performance metrics that lead to the design of SAFE-
ADVENT.

A. SAC-BASED FL
Introduced by [19], in essence, the input/output of SAC-
based decentralized FL approaches is the same as centralized
FL approaches based on an aggregation server, i.e., both
average the participants’ model updates into a global model.
However, their transmissions within the FL system dif-
fer. In particular, SAC relies on two mechanisms, namely
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TABLE 2. Comparison of related works.
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Fig. 1. 5G-V2X testbed: Main hardware and software modules. Example scenario with four agents, with Agent 4 as a malicious UE.

lightweight n-out-of-n secret partitioning and secure multi-
party average calculation that leverage the partitioning
method.

In the secret partitioning method, each Agent j ( j ∈
{1, . . . ,N}) generates N positive random numbers {R j1, . . .,
R jN}, which are then used to compute the percentage distri-
butions, denoted as π j1, . . ., π jN :

π ji =
R jiPN

k=1 R jk
, (i, j) ∈ {1, . . .,N}2, (1)

where N represents the total number of Agents in the P2P
FL environment. The percentage distributions are then used
to obtain N partial weights {ψ j1, . . ., ψ jN} given by

ψ ji = θ j × πi, (i, j) ∈ {1, . . .,N}2, (2)

where θ j denotes the model update of Agent j, and
Θ(t) ={θ1, . . ., θN} contains the parameters of all trained
models in the current round t.

For instance, suppose Agent1 holds θ1 = 28. This value is
divided into partial weights ψ11 = 3.64, ψ12 = 9, ψ13 = 4.80,
and ψ14 = 10.64, as depicted in Fig. 1. These partitioned
weights, {ψ j1 , . . ., ψ jN }, are then applied in the next step,
i.e., the multi-party average calculation. In particular, each
Agent j retains its own partial weight ψ j j and transmits
ψ ji to Agenti∀i ∈ {1, . . . ,N} and i , j. For illustration,
Agent1 keeps ψ11 = 3.64, shares ψ12 = 9 with Agent2,
and forwards ψ13 = 4.80 to Agent3 while ψ14 = 10.64 to
Agent4. Subsequently, each Agent j computes its subtotal δ j

as follows:

δ j =

NX
i=1

ψ ji, j ∈ {1, . . . ,N}. (3)

TABLE 3. Communication cost and complexity comparison of
SAFE-ADVENT and all benchmarks.

Finally, each agent Agent j aggregates the subtotals to
obtain the total T and computes the average weight, µ,
according to the following equations:

T =

NX
j=1

δ j and µ =
T
N
. (4)

B. ADVERSARIAL MODEL
This section outlines the adversarial attacker assumptions
used to evaluate SAFE-ADVENT. We consider data-plane
threats that are realistic in 5G-V2X networks, such as:
(i) Network-level flow injection aimed at resource exhaus-
tion and evasion; (ii) Compromised clients that poison
local training; and (iii) Honest-but-curious peers as a pri-
vacy threat. Control-plane forgery (breaking the message’s
integrity), radio frequency (RF) jamming, and Sybil attacks
are beyond our scope [36], [37].

1) SETTING AND EXTREME CASE
We assess robustness in a highly challenging non-IID set-
ting, where in each round t, a vehicle j experiences a
local attack rate α j,t ∈ [0.2, 0.4]. During experiments, the
adversary injects a total budget of Binj = 200,000 noisy
or misleading packet samples into the live traffic stream,
distributed over rounds and vehicles approximately in
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TABLE 4. Data collection parameters.

TABLE 5. Summary of experimental and hyperparameter
settings.

proportion to their observed traffic volumes. These condi-
tions match the robustness experiment reported in Table 10.

2) ADVERSARY CLASSES AND GOALS
Three classes of adversarial entities are considered:

• Network-level injectors, responsible for synthesiz-
ing and mixing attack flows into normal traffic,
focusing on resource exhaustion (reducing packet

TABLE 6. SAFE-ADVENT’s performance: Live traffic testing
round.

reception rate–PRR–and throughput) and targeted eva-
sion (causing attack flows to be misclassified as
benign);

• Compromised FL clients, which perform local train-
ing on corrupted data and transmit biased updates to
degrade the global model;

• Honest-but-curious peers, which comply with the learn-
ing protocol while attempting to extract information
from other peers’ updates, posing a privacy threat rather
than an integrity one.

The primary objectives of these adversaries are: (i) reduc-
ing recall or true positive rate at a fixed low false positive
rate, corresponding to the system’s safety operating point,
and (ii) slowing or destabilizing convergence of the FL
model under non-IID conditions. These assumptions define
the threat landscape against which we evaluate SAFE-
ADVENT.

3) KNOWLEDGE, CAPABILITIES, AND LIMITS
The adversary is treated as a black-box with respect to
model parameters, having no internal access beyond what
an ordinary UE receives (i.e., the disseminated Θ(t)). It can
generate and inject flows at the data plane over the emulated
transport (cf. Section III-C), and a bounded fraction β of
clients may be compromised in poisoning experiments.

4) ATTACK CONSTRUCTION: INJECTION, TARGETED
EVASION AND DATA POISONING
Let x denote the UE’s flow feature vector, comprising Argus
rates, counts, flags, and short-window entropy. We generate
modified samples x′ = T (x; η), where η represents bounded
perturbation factors. The transformation keeps all fields
valid (no illegal protocol values) and shifts statistics toward
benign-like behavior. Three main operations are applied:
• Header fields and flag ratios are perturbed within valid

sets, and inter-arrival patterns are jittered;
• Byte and packet rates, as well as average packet sizes

are scaled within predefined bounds;
• Short-window diversity is adjusted by resampling desti-

nation ports and size histograms to manipulate entropy.
For targeted evasion, the injected samples are presented to

the detector during inference as benign-like flows. For data
poisoning, compromised clients include a fraction ρ j,t≤α j,t
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TABLE 7. Performance evaluation (Live traffic, IID scenarios).

of transformed samples in local training with incorrect
labels, aiming to increase false negatives (reduce recall)
while maintaining a low false positive rate.

C. CHANNEL MODEL
We use an emulated PC5-based sidelink interface (sup-
porting unicast, groupcast, and broadcast) for peer-to-peer
exchanges, while keeping an emulated 5G Uu interface as
a fallback channel. In our testbed, the sidelink is emulated
over Wi-Fi operating in ad-hoc mode, while the Uu interface
is implemented using open-source 5G software and universal
software radio peripheral (USRP) cards. The emulation
framework keeps the send/receive patterns, message order-
ing, round timing, integrity checks, and timeouts specified
by the learning protocol [38], [39].

1) ROUND TIMING AND NEIGHBOR DISCOVERY
Training proceeds in rounds of duration ∆t. Each round
starts with an admission window ∆taw, during which nodes
announce their availability and measure link quality to
neighboring peers through short probe exchanges. Only
responding nodes within ∆taw are considered eligible for
selection in that round [39].

2) LINK QUALITY AND ELIGIBILITY
For each candidate j, a link quality score ` j ∈ [0, 1] is
computed from Wi-Fi statistics (e.g., PRR and, when
available, received signal strength indicator–RSSI/signal-
to-noise ratio–SNR) during the interval ∆taw. Nodes
with ` j < `min are not selected to minimize mid-
round dropouts. The selection process may also
weight ` j jointly with performance metrics (a j, f j), as
described in [39].

3) LOSS AND CONTENTION
We employ carrier sense multiple access with collision
avoidance (CSMA/CA) as the medium access control
(MAC) mechanism, where collisions and backoffs are
reflected in the link quality metric ` j. Within a round,
residual losses for peer j are modeled as IID packet drops
with probability p j = 1 − PRR j. Groupcast corresponds to
MAC-layer multicast without ACKs, making it less reliable
than unicast. When high reliability is required (e.g., for
control messages or SAC shares), unicast is employed. For
model dissemination, we favor groupcast or unicast-to-many
with a small redundancy factor [39].
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TABLE 8. Performance evaluation (Live traffic, Non-IID 30%–60% Attack rate scenarios).

4) COMMUNICATION PATTERN
Within the selected set Asel (of size S ), peers exchange
masked SAC shares over Wi-Fi using unicast or groupcast,
and subsequently reconstruct the aggregate. The aggregated
model Θ(t) is then transmitted once to the non-selected
peers (of size N−S ), preferably via groupcast to minimize
redundant transmissions. When sidelink quality degrades,
dissemination can fall back to the emulated Uu interface
[38], [39].

5) TIMEOUTS AND CHURN
Secure aggregation operates with a timeout τSAC. If certain
SAC shares are missing when τSAC expires, the correspond-
ing senders are excluded, and aggregation resumes with
the remaining subset, ensuring the round remains bounded
in time. Late joiners perform inference-only until the next
admission window [40].

D. PROBLEM FORMULATION AND QUANTITATIVE
PERFORMANCE METRICS
To rigorously define the main goals of SAFE-ADVENT,
we formulate the DDoS attack detection task within the

5G-V2X network as a constrained distributed optimization
problem.

Let D =
SN

j=1 D j represent the global training dataset,
where D j is the local training dataset comprising the net-
work flows captured by Agent j. Furthermore, let U j denote
the local validation dataset held by Agent j.

The primary goal is to learn an optimal global anomaly
detection model, parameterized by Θ∗, that minimizes the
aggregate empirical loss L(Θ) exclusively across all agents’
local training data. This objective can be formulated as
follows:

Θ∗ = arg min
Θ

NX
j=1

|D j|

|D|
L j(Θ; D j), (5)

where L j denotes the local classification loss (e.g., categor-
ical cross-entropy for binary DDoS detection) computed by
Agent j.

In a standard P2P FL environment, solving (5) using the
SAC protocol requires O(N2) communication exchanges per
round. However, in highly dynamic 5G-V2X environments,
the available PC5 sidelink bandwidth is strictly bounded.
Thus, our optimization is subject to a rigid communication
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TABLE 9. Performance evaluation (Live traffic, Non-IID 20%–40% Attack rate scenarios).

TABLE 10. Impact of adversarial attacks on performances.

constraint:

C(t)
comm ≤ Cmax, ∀t ∈ {1, . . .,T }, (6)

where C(t)
comm is the total communication overhead incurred

during aggregation in round t, and Cmax is the strict upper
bound of allowable bandwidth. Furthermore, the optimiza-
tion must remain stable even when a fraction of the local
training datasets are maliciously poisoned (as detailed in
Subsection B).

Consequently, our framework is designed to quantitatively
optimize the following metrics:
• Communication Cost Minimization: Reducing the

total exchanged data (measured in MB) per round
below Cmax by dynamically selecting a reliable subset
of agents K ≤ N.

• Robust F1-Score and Accuracy Maximization: Max-
imizing the harmonic mean of precision and recall
(F1-score) on the local validation datasets U j. These
validation metrics serve a dual purpose: they act as
the filtering criteria during the dynamic agent selection
phase and are aggregated to evaluate the global model’s
generalization, ensuring high detection rates (> 90%)
even under adversarial poisoning.

IV. PROPOSAL: SAFE-ADVENT
A. DESIGN OF SAFE-ADVENT
Our system comprises N agents, each denoted by Agent j

( j ∈ {1, . . . ,N}). Each agent maintains two datasets: a
local training dataset D j and a local validation dataset U j,
drawn respectively from the global sets D = {D1, . . .,DN}

and U = {U1, . . .,UN}. The deployment of the SAFE-
ADVENT framework within our 5G-V2X testbed, illustrated
in algorithms 1 and 2, is structured into seven sequential
steps, detailed as follows.

1) Feature Selection & Engineering: Each agent
extracts Argus flow features (rates, counts, and flags)
and computes short-window entropy statistics using
a window of W = 2 seconds and a stride of
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s = 0.5 second. Entropy is derived from a packet-size
histogram with Bsize = 32 bins and a destination-port
histogram with Bport = 16 bins. The resulting inputs
are then normalized. This step is executed during
initialization and before each training round, when
features are recomputed for the current observation
window (Algo. 1, lines 1-2).

2) Initial Training: Each agent Agent j (i.e., a UE in the
5G-V2X network) begins by training its model locally,
based on its training dataset D j, producing an initial
parameter set θ j. Subsequently, it evaluates θ j on the
validation dataset U j to obtain performance metrics,
e.g., f j (F1 score) and a j (accuracy). This initial phase
ensures that each agent learns from its respective data
before participating in collaborative updates (Algo. 1,
lines 1–5).

3) Agent Selection: After the initial training, agents are
evaluated based on their F1 score and accuracy, f j and
a j, respectively. Then, each agent Agent j engages in
SAC following (1)–(4) to compute the round-specific
average performance metrics, µ f and µa. Using these
averaged metrics, each agent Agent j verifies its selec-
tion by checking:

Asel =
˚

Agent j
ˇ̌

f j ≥ µ f and a j ≥ µa
	
. (7)

Only those agents meeting or exceeding both thresh-
olds, i.e., those in Asel, are selected to contribute
to the aggregation step, while the remaining agents,
Anot sel, continue in the process via transfer learn-
ing. This selection ensures that only the most
reliable models contribute to the global model
in a given round, thus enhancing overall quality
(Algo. 2, lines 1–9).

4) Aggregation and Optimization: The selected agents
Asel participate in the SAC approach following
(1)–(4) to securely aggregate their local model
weights as shown in Fig. 1. This aggregation, derived
from the round’s top-performing agents, ensures the
global model ΘAsel is shaped by the most reli-
able local updates for that round. As a result, the
global model ΘAsel continually incorporates high-
quality insights, even though selected agents Asel
may vary across rounds, enhancing overall perfor-
mance. Consequently, each Agent j ∈ Asel obtains
the aggregated global model ΘAsel for the next
round of updates. This corresponds to Algo. 2,
line 12.

5) Transfer Learning to Non-Selected Agents: Once
the global model ΘAsel is created, it is transferred to
the agents that were not selected in the current round,
gathered in the set Anot sel, as follows:

θ j = ΘAsel , ∀ Agent j ∈ Anot sel. (8)

This step ensures that all agents, whether selected Asel
or non-selected Anot sel, get the updated global model

ΘAsel . Therefore, the non-selected agents Anot sel can
then participate in the next round of training with a
strong benchmark. By iteratively applying this transfer
learning, even agents in Anot sel can contribute to
the global model in later rounds if their performance
improves (Algo. 2, line 13).

6) Iterative Process until Final Round: The previous
steps are repeated iteratively across multiple rounds.
At the start of each new round, agents recompute and
update the feature values on the current window and
normalize the inputs. This keeps input dimensionality
consistent across agents and reduces communica-
tion overhead. After that, each agent refines its
local model by training on its dataset while lever-
aging the updated global model from the previous
round. In each round, agents are re-evaluated and
re-selected based on updated F1 scores and accu-
racy. The continuous process of selection, aggregation,
and transfer learning ensures that the final global
model is always robust and incorporates the best
aspects of all participating agents over time (Algo. 1,
lines 8–17).

Algorithm 1 Proposed SAFE-ADVENT
Input: Number of agents N, training datasets D, vali-
dation datasets U , number of FL rounds T .
Initialization:

1: for j = 1 to N do
2: From D j, extract Argus flow features and compute

short-window entropy-based statistics; Normalize
inputs.

3: Get θ j after local training of D j.
4: Test the updated model θ j on validation dataset U j.
5: Get f j and a j

6: end for
7: Update Θ = {θ1, . . ., θN} using Algorithm 2

SAC-based P2P FL for subsequent FL rounds:
8: while t ≤ T do
9: for j = 1 to N do

10: Update Argus-derived features from D j and
entropy statistics for the current window; normal-
ize inputs.

11: Train local dataset D j using ΘAsel for ε episodes.
12: Get the updated model θ′j.
13: Test the updated model on validation dataset U j.
14: Get f j and a j.
15: end for
16: Update Θ = {θ1, . . ., θN} using Algorithm 2
17: end while

7) Final Deployment: After the final round of train-
ing, each agent has the final global model locally.
This model is then used for real-time inference and
detection of DDoS attacks, ensuring that all agents
are equipped with the most effective and up-to-date
model.
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Algorithm 2 Learning Process
Input: Number of agents N, per f ormancemetrics :
[ f j, a j] j=1,...,N
Agent selection:

1: function SELECT(N, [ f j, Acci] j=1,...,N)
2: Get µ f ← SAC(N, [ f j] j=1,...,N)
3: Get µa ← SAC(N, [a j] j=1,...,N)
4: Initialize an empty set Asel for selected agents
5: for i = 1 to N do
6: Assign Agent j to set Asel based on (7)
7: end for
8: return Asel
9: end function

10: Get AselK = {Asel j , . . ., AselK } ← Asel % Set of selected
agents

11: Get Anot selR = {Anot sel j , . . ., Anot selR } = AgentN\AselK
% Set of disregarded agents
Global model design:

12: Get ΘAsel ← SAC(AselK ,K)
Transfer learning:

13: Update θ j,∀ j ∈ Anot selR using (8)

B. COMMUNICATION COST AND COMPLEXITY
ANALYSIS OF SAFE-ADVENT
In the conventional SAC-based P2P FL framework, each
agent transmits the computed partitions and subtotals of the
model parameters Θ to the other (N −1) agents during each
FL round [19]. Therefore, the communication cost per round
is given by 2ΘN(N − 1). Extending this over T rounds, the
total communication cost is csac = 2ΘN(N − 1)T .

In contrast, SAFE-ADVENT reduces the communication
load through the agent selection mechanism. Specifically, in
round t, only Kt ≤ N agents participate in SAC, leading to
a training-related cost of ct,1 = 2ΘKt(Kt − 1),∀t = 1, . . . ,T .
Moreover, the computation of the averaged performance
metrics, i.e., µ f and µa, requires an exchange cost of ct,2 =

2QN(N − 1), where Q denotes the size of the exchanged
metrics. Finally, the transfer learning step requires a single
broadcast of the global model to the non-selected agents,
which adds a cost of ct,3 = Θ. The total communication
cost of a single round in the proposed scheme is given by
ct,1 +ct,2+ct,3. Hence, the overall cost across all rounds can
be expressed as:

csafe−advent =

TX
t=1

�
ct,1 + ct,2 + ct,3

�
=

TX
t=1

(2ΘKt(Kt − 1) + 2QN(N − 1) + Θ) . (9)

For centralized FL [41], the communication cost is given
by ccentralized−fl = Θ(N + 1)T , as it involves N uploads from
the agents to the central server and a single broadcast from
the server to all agents for the global model update.

Finally, for the traditional centralized DL benchmark
[9], the communication paradigm fundamentally differs.
Instead of securely exchanging fixed-size model parameters
Θ, centralized DL requires the continuous transmission of
raw data to the server for training, followed by the server
broadcasting the updated model back to the agents. Let |D(t)

j |

denote the number of raw data samples collected by Agent j

during the observation window of round t, and let S data
represent the average size of a single data sample in bytes.
The communication cost per round for the centralized DL
benchmark consists of the massive raw data upload plus
the model broadcast. Consequently, the total communication
cost over T observation rounds is expressed as:

ccentralized−dl =

TX
t=1

0@ NX
j=1

|D(t)
j |S data + Θ

1A . (10)

Given that the cumulative volume of raw network traffic
vastly exceeds the size of the compiled model parameters
(i.e.,

PN
j=1 |D

(t)
j |S data � Θ), the centralized DL benchmark

inherently saturates the available network bandwidth, which
makes it highly inefficient and unscalable for continu-
ous, real-time anomaly detection in resource-constrained
5G-V2X environments.

Table 3 summarizes the communication complexity of
SAFE-ADVENT and all benchmarks. As given in (9), the
per-round cost comprises three terms: SAC aggregation
among Kt selected agents, metric exchange across all N
agents, and a transfer-learning broadcast to non-selected
agents. Since Q � Θ, the metric-exchange term is neg-
ligible, and the dominant complexity reduces to O(T K2

t ),
always lower than O(T N2) of conventional SAC-based P2P
FL when Kt < N. Centralized FL achieves O(T N) but
introduces a single point of failure and removes serverless
privacy preservation. The DL benchmark shares the same
asymptotic class but incurs a significantly higher practical
cost since S data � Θ, as confirmed by Fig. 3. The com-
putational complexity of SAFE-ADVENT follows the same
order as its communication complexity per round.

V. IMPLEMENTATION OF SAFE-ADVENT
This section describes the implementation of SAFE-
ADVENT, which relies on a dataset generated through our
5G-V2X testbed, and made publicly available in [42].
Subsection A presents the main features inherent to our
5G-V2X testbed, while Subsection B describes in detail the
dataset used to train the SAFE-ADVENT models. Finally,
Subsection C presents SAFE-ADVENT’s model architecture
and hyperparameters selection procedure.

A. 5G-V2X TESTBED OVERVIEW
In Fig. 1, we show the main hardware and software mod-
ules that compose our 5G-V2X testbed. We also show an
example scenario composed by four agents, with Agent
4 as a malicious UE. Here, all agents exchange model
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Fig. 2. Global training and validation accuracy over 8 rounds for SAFE-ADVENT and all benchmarks under three data distribution
scenarios.

Fig. 3. Communication cost (in megabytes–MB) over 8 rounds for SAFE-ADVENT and all benchmarks under three data distribution
scenarios.

updates through SAC-based secure aggregation, as detailed
in Subsection III-A.

We configured a 5G SA operator composed of one
gNodeB (which in turn represents the RAN), as well as a
5G CN that includes multiple function modules, such as
the session management function (SMF), the access and
mobility management function (AMF), and the user plane
function (UPF). The UPF provides Internet access to all
UEs, also uniting them in a single data network (DN). The
software used to deploy all RAN/CN modules is OAI, which
is open-source and developed by Eurecom to support 4G and
5G NR systems [43].

Two units of Dell Precision 5820 Tower (Intel Xeon W-
2265 3.50GHz with 12 cores, 128GB of RAM) are used
to deploy the RAN and the CN elements separately. The
RAN host also communicates with a USRP X310 card,
used to deploy the gNodeB and emulate the Uu interface for
communication with all UEs. The UEs, in turn, are deployed
with three JetRacer Pro robot cars, each one integrated with
a NVIDIA Jetson Nano platform [44], and an emulated UE
represented by a second USRP X310 card that is operated
through the same machine where the 5G CN is deployed.

The robot cars also include a SIMCom SIM8202G-M2 5G
card [45] for 5G communication, while the emulated UE
uses OAI. In Fig. 1, we present a scenario where one of the
physical agents (i.e., Agent 4) is a malicious UE, while the
others are benign.

It is worth highlighting that the number of cars chosen
for our testbed aims to mitigate the local RF interference
and to align UE traffic generation with the processing and
network capacity inherent to an indoor USRP-based setup.
Even though a four-UE deployment is enough for an end-to-
end validation of the hardware, the SAC protocol execution,
and all benchmark non-IID data distributions, validation
with larger deployments requires extending beyond these
physical hardware constraints.

In our testbed, V2V communication is enabled through
an emulated PC5-based sidelink interface, mirroring its
intended properties as defined in 3GPP Release 16 [46].
To do so, all UEs also include a Wi-Fi ad-hoc adapter to
establish direct, infrastructure-free links with neighboring
UEs.

The setup above allows UEs to autonomously initiate
communication without involving the gNodeB or the CN.
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The Wi-Fi ad-hoc interface is used solely for peer discovery,
packet exchange and decentralized model updates among
vehicles, hereby effectively mimicking the low-latency,
localized nature of PC5-based sidelink communication.

In parallel with V2V communication, each UE remains
connected to the 5G network via the Uu interface as men-
tioned above, thus allowing the aggregation of data used
in deep learning (DL)-based approaches, as well as central
aggregation inherent to centralized FL approaches. Such a
dual connectivity setup allows vehicles to operate in hybrid
mode, relying on the 5G CN for global orchestration or
fallback connectivity, and data aggregation for DL while
performing core FL activities using the emulated sidelink
interface, such as peer coordination, SAC mechanisms (i.e.,
secret partitioning and secure multi-party average calcula-
tion), transfer learning, and the exchange of information
concerning the detected attacker (e.g., its IP address).

B. 5G-V2X TESTBED DATASET SETUP
In our experiments, benign UEs generate TCP and UDP
traffic at a constant throughput of 5 MBps, using iperf3. On
the other side, malicious traffic is generated by malicious
UEs through hping3 and Mausezahn. For this type of traffic,
TCP packets with the SYN flag set and/or UDP packets are
flooded in the 5G network, depending on the scenario, and
no payload is set for any of them.

It is worth noting that end-to-end cryptography was
intentionally disabled in our experiments. The considered
threat model focuses on volumetric DDoS (flooding) attacks
targeting availability, not confidentiality or integrity. While
encryption and message authentication ensure data pro-
tection, they cannot prevent a malicious transmitter from
sending large volumes of valid packets. In a 5G-V2X
environment, such floods saturate radio and core network
resources, thus delaying legitimate encrypted traffic. Accord-
ingly, our model relies on flow-level statistics observable
without payload access, which remain informative under
encryption.

In all our experiments, as also seen in Fig. 1, we consider
use cases where one or multiple cars are attackers, and
the main targets are neighboring cars in the 5G-V2X net-
work (i.e., using the V2V communication interface), hence
threatening all network services, applications and P2P-based
approaches that rely on the direct communication between
them.

We defined multiple scenarios to create our 5G-V2X
testbed dataset, mainly by observing two key attributes:
1) The number of malicious and benign UEs, and 2) the
type of malicious traffic (i.e., TCP, UDP or mixed). Table 4
summarizes all parameters set to collect data for our
5G-V2X testbed dataset.

We start setting our data collection scenarios based on all
possible combinations of parameters defined in the table.
For each scenario, each UE (benign or malicious) performs
a network packet capture (PCAP) through Wireshark, thus
generating PCAP files per scenario.

Furthermore, in order to reflect realistic conditions in
5G-V2X networks, for each parameter combination from
Table 4, we finally collect data under two distinct scenarios:
• IID: In this scenario, each connected agent (i.e., each

robot car and the emulated UE) collects approximately
10,000 packets over a fixed duration of 100 seconds.
The packet distribution is balanced, with 50% of all
packets corresponding to benign traffic and the remain-
ing 50% corresponding to malicious traffic, this last one
generated by each malicious agent at a rate of 1,000
packets per second (cf. Table 4), thus ensuring uniform
attack intensity across all malicious agents.

• Non-IID: In this scenario, we simulate the heterogene-
ity inherent to real-world vehicular environments and
evaluate how variations in local data distributions affect
SAFE-ADVENT’s detection accuracy and robustness.
While the overall dataset size per agent remains the
same as for the IID scenario (i.e., around 10,000
packets in a 100-second data collection round), the
attack traffic ratio varies across agents. Specifically, we
defined two distinct data collection sets. In the first one,
the attack ratios are fixed in 30%, 40%, 50%, and 60%
for Car 1, Car 2, Car 3, and Car 4, respectively. On
the other hand, in the second set, a milder imbalance is
introduced with attack ratios of 20%, 25%, 30%, and
40% for Car 1, Car 2, Car 3, and Car 4, respectively.
Both sets introduce significant variability in attack
intensity, simulating situations where different vehicles
experience different levels of adversarial traffic. For
example, one vehicle might capture only 30% of all
attack packets generated, while another may record up
to 60%. Such variability better emulates the dynamic
nature of network attacks in different regions or under
different network conditions.

C. SAFE-ADVENT’S MODEL ARCHITECTURE AND
HYPERPARAMETERS SELECTION
The model architecture and hyperparameters inherent to
SAFE-ADVENT were selected dynamically to optimize per-
formance on the 5G-V2X testbed. The model was designed
to handle the specific challenges inherent to a DDoS attack
detection procedure, leveraging features generated using the
Argus tool [47].

In this step, we keep only flow-level features that are
useful for flooding-style DDoS detection in 5G-V2X and
that can be computed without payload access. It is worth
noting that feature selection and engineering are critical,
as Argus exports many redundant and/or irrelevant fields.
Selecting a compact set of features reduces model size, infer-
ence latency, and communication overhead, while ensuring
applicability across 5G-V2X scenarios.

From Argus, we keep the following base features:
(i) packet count; (ii) byte count; (iii) flow duration; (iv) pro-
tocol and TCP flag counters; and (v) timing summaries. On
top of these, we derive short-window features using a sliding
window of W = 2 seconds with stride s = 0.5 seconds,
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including: (i) packet and byte rates; (ii) average packet size
and its short-window variance; (iii) mean and variance of
inter-arrival times; (iv) TCP flag ratios (e.g., SYN/total,
ACK/total) and protocol mix ratios; and (v) entropy terms
over binned packet sizes and destination ports. Entropy is
computed as:

H(X ) = −
X
x∈X

p(x) log p(x),

where X represents a histogram over packet sizes with
Bsize = 32 bins spanning [0, 1500] Bytes, and over des-
tination ports with Bport = 16 bins (port bucket index
bport/4096c). These statistics are observable under encryp-
tion and remain stable under mobility [48].

On the training split, we apply the following prepro-
cessing steps: (i) discard low-variance features, (ii) remove
highly correlated pairs (e.g., |ρ| > 0.9), (iii) rank the
remaining features by label relevance (e.g., using mutual
information) and (iv) retain the top set compatible with
the UE latency/memory constraints. Inputs are then z-score
normalized using training statistics. This approach works
without payload access, tolerates dynamic peers, and is
lightweight, maintaining effective detection under non-IID
traffic while controlling on-device and on-air cost.

Following the feature selection and preprocessing phase,
the precise input to the neural networks of SAFE-ADVENT
and all evaluated benchmarks (i.e., Centralized FL, SAC-
based P2P FL and Centralized DL) is a continuous, z-score
normalized feature vector x ∈ R42. Specifically, this 42-
dimensional input space is constructed from five distinct
feature categories to capture both volumetric and targeted
evasion attacks:

1) Basic Flow Statistics (five features), including total
packet counts, byte counts, and flow duration;

2) Protocol and Flag Counters (12 features), capturing
specific TCP flag occurrences (e.g., SYN, ACK, RST,
FIN) and UDP/ICMP flow indicators;

3) Timing and Rate Summaries (15 features), encom-
passing packet and byte transmission rates, the mean
and short-window variance of packet sizes, and inter-
arrival time statistics;

4) Ratio Metrics (eight features), such as TCP flag ratios
(e.g., SYN/Total) and protocol mix proportions;

5) Entropy Metrics (two features), specifically the short-
window entropy computed over packet size and
destination port histograms.

This comprehensive vector x is fed directly into the
model’s input layer. To ensure a fair comparative analysis,
SAFE-ADVENT and all benchmarks share the identical core
neural network architecture. This architecture comprises two
dense hidden layers with 30 and 10 neurons respectively,
utilizing the ReLU activation function, and concludes with
a two-neuron output layer employing a softmax function for
binary classification (DDoS attack or no attack). All models
apply the ADAM optimizer and L1 regularization.

As detailed in Subsection B, each agent captures approx-
imately 10,000 local network packets. At each agent, this
local dataset is strictly partitioned into an 80%–20% train-
ing/validation split. The validation set is used locally to
compute the F1-score and accuracy for the dynamic agent
selection process. Because this is a decentralized 5G-V2X
deployment without a central testing repository, the global
model’s offline generalization is evaluated by aggregating
the performances across these local validation sets. Local
models are trained using TensorFlow 2.x and deployed via
LiteRT to accommodate the resource constraints of the UEs.

Finally, to ensure rigorous reproducibility, we consolidate
our complete hardware, software, and ML experimental
settings in Table 5. Specifically for the FL-based approaches
(SAFE-ADVENT, SAC-based P2P FL and Centralized FL),
the learning process spans T = 8 communication rounds,
with 10 local training episodes per round, a batch size of
100, and a learning rate of 10−4. To maintain computational
equivalence with the FL models, which process their data
80 times (eight rounds ×10 local episodes), the Centralized
DL benchmark is trained over 80 global epochs across the
entire aggregated dataset.

VI. EXPERIMENTAL RESULTS
This section focuses on SAFE-ADVENT’s performance in
terms of DDoS attacks detection in the network traffic. To
gain comprehensive insights, experiments were conducted
under offline and online (live traffic) scenarios, also fol-
lowing an established approach as described in [22]. First,
Subsection A describes the performance metrics and bench-
marks adopted to assess the effectiveness of our proposal,
while subsections B and C present the obtained results.

A. PERFORMANCE METRICS AND BENCHMARKS
DESCRIPTION
To evaluate the performances of SAFE-ADVENT, we adopt
the following metrics: 1) Accuracy: The ratio of correctly
predicted instances (both true positives and true negatives)
to the total instances (i.e., the sum of true/false posi-
tives/negatives); 2) Precision: The ratio of true positive
predictions to the total predicted positives (i.e., the sum
of true positives/negatives); 3) Recall: The ratio of true
positive predictions to the total actual occurrences (i.e.,
the sum of true positives and false negatives); 4) F1-
Score: The harmonic mean of precision and recall; and 5)
Communication Cost: The total amount of data transferred
during training, measured in megabytes (MB).

SAFE-ADVENT is compared to three benchmarks: 1) A
traditional DL approach, where model training is performed
in a centralized manner by aggregating raw data from all
agents [9], 2) a centralized FL approach, where agents train
their models locally and only exchange model updates with
a central server [49], and 3) a conventional SAC-based P2P
FL approach, where agent selection and transfer learning
are not done, and all agents are included in each round in
SAC [16]. In our 5G-V2X testbed, DL and centralized FL
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approaches rely on a dedicated central server hosted within
the 5G RAN, which performs data aggregation and model
orchestration.

It is worth highlighting that this work extends our
prior study [21] by validating the framework in a real
5G-V2X testbed. To keep the evaluation controlled and
directly comparable, we retain the same benchmarks used in
[21]. Specifically, we adopt centralized FL as a representa-
tive server-based FL setting. We also adopt the conventional
SAC-based P2P FL benchmark as the closest serverless
collaborative training framework to our proposal, since it
relies on secure aggregation among peers but does not
incorporate SAFE-ADVENT’s dynamic agent selection or
transfer learning [16]. We additionally include a centralized
DL benchmark as a reference point when raw data aggre-
gation is feasible, to quantify the performance/overhead
trade-off against collaborative learning [9]. Recent studies
further report that federated and centralized learning can
achieve comparable accuracy under many settings, while
differing in privacy, resource, and communication trade-offs
[50], [51], [52].

B. RESULTS OF OFFLINE EXPERIMENTS
In this subsection, we present an in-depth analysis of the
overall performance of SAFE-ADVENT and all benchmarks
in an offline training environment, using the dataset collected
from our 5G-V2X testbed.

Fig. 2 shows the global accuracy obtained for training
and validation datasets over eight rounds, under three data
distribution scenarios, namely IID (Fig. 2a), non-IID with
attack ratios ranging from 30 to 60% (Fig. 2b), and non-IID
with attack ratios ranging from 20 to 40% (Fig. 2c).

As can be seen in Fig. 3, in the IID scenario, all
FL-based approaches start on the first round with an accu-
racy of ∼90% for both training and validation datasets, while
the DL benchmark begins at ∼84%. The DL benchmark
converges slowly and reaches 100% (resp. 96%) training
accuracy (resp. validation accuracy) at the 8th round. In
contrast, centralized FL converges faster, achieving 100%
and 98% in training and validation accuracies, respectively,
around the 6th round. Meanwhile, the SAC-based P2P FL
benchmark converges to 100% training accuracy and 99%
validation accuracy during the 5th round. SAFE-ADVENT
is the fastest converging approach, reaching 100% in train-
ing accuracy and ∼100% validation accuracy at the 4th
round. In the non-IID (30%–60% attack ratio) scenario, a
higher data heterogeneity postpones the convergence for all
benchmarks, compared to the IID scenario. Nevertheless,
SAFE-ADVENT still has the fastest convergence at the
5th round, while the reduced gap between training and
validation accuracy curves indicates a good generalization
and low overfitting risk. Finally, in the non-IID (20%–40%
attack ratio) scenario, similar observations to the previous
case can be made, where SAFE-ADVENT is still the fastest
approach to converge to the best accuracy performance in
both training and validation.

Fig. 3 presents the communication cost for SAFE-
ADVENT and all benchmarks under the defined data
distribution scenarios. In the IID scenario (Fig. 3a), DL
benchmark consistently communicated 5 MB of data per
round since it aggregates raw data and uses the full available
throughput. In contrast, the SAC-based P2P FL bench-
mark remains static at 3 MB of exchanged data in all
rounds, hence reflecting a fixed communication cost that
is equivalent to 60% of total throughput. Meanwhile, the
centralized FL operates constantly at 0.5 MB per round,
thus using only 10% of the available throughput (without
accounting for any data securing overhead). The fixed com-
munication costs of the benchmarks result from the fact that
all agents participate in every training round. In contrast,
SAFE-ADVENT’s communication costs fluctuate due to its
dynamic agent selection and transfer learning process. Its
communication cost varies by up to 20% around an average
of 2 MB per round, and is maintained at worst 0.3 MB lower
than that of the SAC-based P2P FL benchmark, resulting
in an average decrease of 33.3%. Hence, SAFE-ADVENT
achieves significant communication cost savings compared
to both DL and SAC-based P2P FL benchmarks, while being
more accurate and resilient to the single point of failure,
compared to centralized FL. In the non-IID (30%–60%
attack ratio) scenario (Fig. 3b), the DL and centralized FL
benchmarks maintain the same communication costs, while
the one for SAC-based P2P FL slightly increases to 3.2 MB
due to the needed extra overhead to manage non-IIDness.
However, SAFE-ADVENT fluctuates without exceeding the
cost of SAC-based P2P FL. In the non-IID (20%–40% attack
ratio) scenario (Fig. 3c), similar observations are made,
where our proposed method’s communication cost is still
between those of centralized FL and SAC-based P2P FL.

It is worth noting that, in order to ensure a rigorous and
computationally fair comparison in figs. 2 and 3, the x-axis
metric of a “Round” for the centralized DL benchmark is
defined as a synchronized time window of data collection
and model updating. In a continuous 5G-V2X deployment,
agents continuously generate data. During each round, the
DL benchmark requires all agents to upload their newly
collected raw data to the central server, which then updates
the global model and broadcasts it back. To maintain strict
computational equivalence with the FL models which exe-
cute 10 local training episodes per communication round, a
single round for the centralized DL model is mapped to 10
global training epochs over the newly aggregated dataset.

Notably, the FL-based approaches demonstrate a more
rapid initial convergence trajectory compared to the central-
ized DL benchmark. From an optimization perspective, this
phenomenon occurs because the centralized dataset contains
a massive, highly heterogeneous mixture of traffic flows,
which induces a highly non-convex global loss landscape
with significant gradient noise during early epochs. In
contrast, the FL agents initially optimize their models over
smaller, localized data distributions. By executing multiple
local gradient steps (E = 10) on these less noisy subsets, the
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local models quickly descend into stable local minima. The
subsequent SAC acts as an ensemble averaging mechanism,
smoothing the aggregated weight updates and propelling
the global model to a high-accuracy state faster than the
centralized stochastic gradient descent (SGD) processing the
raw global dataset.

C. RESULTS OF ONLINE LIVE EXPERIMENTS
1) TESTING ROUND
In this subsection, we assess SAFE-ADVENT’s perfor-
mance by deploying it on our 5G-V2X testbed and running a
live traffic test round with one attacking car. Specifically, in
the live traffic test round, all four agents (Car 1, Car 2, Car
3, and Emulated UE) process incoming live traffic with their
local FL models. The live traffic was generated by simulat-
ing benign traffic using iperf3 at a fixed throughput of 5
Mbps to emulate typical vehicular communication patterns.
Concurrently, malicious traffic was produced by one of the
agents (in our experiments, we selected Car 3 as the attacker)
employing two instances of hping3 and three instances of
Mausezahn to flood the network with TCP SYN and UDP
packets, hence replicating realistic DDoS attack scenarios.
This experimental setup ensures that all vehicles will receive
a mixture of benign and attack traffic, consistent with the
conditions defined during our dataset collection phase.

To facilitate supervised local updates and accurately com-
pute the performance metrics (e.g., F1-score and accuracy)
during these live traffic experiments, ground-truth labels
must be provided in real-time. It is important to note
that while RF transmissions are physically live, the testing
environment is strictly orchestrated. As is standard practice
in vehicular network security evaluations [22], where roles
are pre-assigned to network entities, our testbed orchestrator
deterministically assigns specific IP addresses and ports to
the attack generation scripts and benign applications.

Consequently, a localized programmatic labeling module
running alongside the Argus extractor on each UE can
automatically classify the traffic. Specifically, this module
matches the incoming flow 5-tuples (Source IP, Destination
IP, Source Port, Destination Port, and Protocol) against the
active orchestrated attack profiles. Flows originating from
the designated attacker IPs are deterministically tagged as
malicious (1), while iperf3 flows are tagged as benign
(0). These ground-truth labels are dynamically appended
to the 42-dimensional feature vector x before it is fed
into the local neural network, thereby enabling the real-
time computation of the loss function and the execution of
supervised local model updates without requiring manual
intervention. While this orchestrated deterministic labeling
is necessary for establishing rigorous ground-truth within
the experimental testbed, a real-world 5G-V2X production
deployment would instead align with O-RAN standards
[53], utilizing an offline-trained model to infer and provide
pseudo-labels for continuous online AI/ML training.

Each agent updates its model based on real-time data, and
these updates are securely aggregated to produce a global
prediction. The results for each agent are shown in Table 6.

The average accuracy for the testing round is 95.04%,
while the average F1-score is 95.08%. Once the FL models
run on each agent and the aggregated performance indicates
high accuracy under live traffic conditions, an attack is
flagged. Following this detection, we further investigate
the source of the anomaly through registered users’ data
provided by the 5G-V2X network. This additional mon-
itoring confirms the attacker’s identity by correlating the
registered IP address with the device’s international mobile
subscriber identity (IMSI). This robust identification method
ensures that even if the attacker spoofs its IP address, the
underlying IMSI remains unchanged and is used for reliable
attribution. In our experiment, Car 3 is correctly identified
as the malicious agent with IP address 10.1.1.2. As a
result, Car 3 would be excluded from the secure aggrega-
tion process in subsequent rounds. If the attacker was not
detected in this initial live testing round, additional rounds
would be conducted to further refine the model. However,
since the attacker was identified with high accuracy in the
first round of our experiment, then no additional FL rounds
were required.

2) IMPACT OF DATA DISTRIBUTIONS
To further assess the robustness of our SAFE-ADVENT
models, we compared its performance to all benchmarks
using live traffic under three data distribution scenarios: 1)
IID, 2) non-IID with attack ratios ranging from 30 to 60%,
and 3) non-IID with attack ratios ranging from 20 to 40%.
Here, we evaluate the detection rate for DDoS attacks and
classification accuracy for benign traffic, and identify the IP
address of the attacker. For each data distribution condition,
we consider different scenarios that include pure traffic
types, i.e., “Benign Only,” “Attack TCP Only,” “Attack
UDP Only” and “Attack TCP & UDP”, as well as mixed
traffic types, i.e., “Benign & Attack TCP,” “Benign &
Attack UDP,” and “Benign & Attack TCP & UDP”. Finally,
the attacker’s IP address was systematically spoofed, and
respectively assigned from 10.1.1.1 to 10.1.1.6 to
the scenarios involving DDoS attacks. Concurrently, the
benign agents used IP addresses 10.1.1.7, 10.1.1.8,
and 10.1.1.9 to diversify the profile of legitimate traffic.
This setup ensures that detection models do not overfit to a
static IP range, which reflects real-world conditions.

Table 7 shows the obtained results for the IID scenarios.
In scenarios “Benign Only”, “Attack TCP Only”, “Attack
UDP Only”, and “Attack TCP & UDP”), all approaches
detect and classify all respective flows with near-100%
detection rates, indicating that single-protocol attacks or
exclusively benign flows are simple to distinguish. Neverthe-
less, note that DL benchmark misclassified a legitimate UE
as an attacker when mixing two types of malicious traffic.

In the “Benign & Attack TCP” scenario, centralized
FL achieved an 87.24% DDoS detection rate without any
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misclassification. The SAC-based P2P FL benchmark
reached a DDoS detection rate of 86.37%, but misclas-
sified IP 10.1.1.7 as an attacker. DL approach had
the lowest DDoS detection rate (84.79%) with two UE
misclassifications, suggesting that mixed traffic leads to
an underperforming model. In contrast, SAFE-ADVENT
reported the highest DDoS detection rate (93.06%) without
any misclassification. Similar trends are also observed for
the “Benign & Attack UDP” and “Benign & Attack TCP &
UDP” scenarios, with DL benchmark realizing the lowest
detection rate. Both centralized FL and SAC-based P2P FL
maintained high detection rates. However, except from cen-
tralized FL, the other benchmarks misclassified legitimate
UEs as attackers. In the latter scenario, SAFE-ADVENT
outperforms all benchmarks by at least 4.2% and up to 7.1%
in terms of DDoS detection rate.

Table 8 presents the results for the non-IID scenar-
ios with attack ratios between 30% and 60%. Similarly
to the IID scenarios, near-100% detection rates and no
misclassifications are achieved by all solutions when only
benign or only attack traffic is flowing in the network.
In the “Benign & Attack TCP” scenario, centralized FL
attained a DDoS detection rate of 89.45% and no mis-
classifications. Meanwhile, SAC-based P2P FL achieved
DDoS detection rate of 90.32%, although it misclassified
IP 10.1.1.7 as an attacker. In contrast, DL benchmark’s
DDoS detection rate dropped to 80.24% and misclassified
two IPs (10.1.1.8 and 10.1.1.9), thus indicating a
significant difficulty in managing non-IIDness. Meanwhile,
SAFE-ADVENT remained the best approach with a DDoS
detection rate of 94.58% and no misclassifications. A similar
trend is noticed in the “Benign & Attack UDP” scenario,
with the DL approach degrading further in performances,
while SAFE-ADVENT maintaining a DDoS detection rate
of 95.16%. In the meantime, SAC-based P2P FL and cen-
tralized FL kept similar performances as to the previous
scenario. Finally, in the “Benign & Attack TCP & UDP”
scenario, centralized FL detected 90.02% of DDoS traffic
but misclassified one UE (10.1.1.8), while SAC-based
P2P FL realized a DDoS detection rate of 91.64% with-
out any misclassifications. The DL benchmark is further
degraded to only 71.53% DDoS detection rate and mis-
classified three UEs as attackers (10.1.1.7, 10.1.1.8
and 10.1.1.9). SAFE-ADVENT remained the best
approach, with a DDoS detection rate of 94.92% and no
misclassifications.

As shown in Table 9, all methods are able to handle
pure benign/attack traffic in the non-IID (20–40% attack
rate) scenarios, demonstrating their effectiveness in simple
network conditions. However, in the “Benign & Attack
TCP” scenario, both centralized FL and SAC-based P2P
FL identified only 1.14% and 5.02% of all DDoS flows,
respectively, and failed to detect the attacker. At the same
time, the DL approach performed worse, failing to detect
any attacker or DDoS attack flows. In contrast, SAFE-
ADVENT was able to detect 89.91% of DDoS traffic, and

accurately pinpointed IP 10.1.1.4 as the attacker. This
result highlights how agent selection and transfer learning
enabled SAFE-ADVENT to adapt successfully to intense
data non-IIDness. In the “Benign & Attack UDP” scenario,
the benchmarks were able to achieve above 80% DDoS
detection rates, highlighting a higher ease in detecting DDoS
UDP-based attacks than TCP-based ones. Preference is
still for SAC-based P2P FL compared to centralized FL
and DL benchmarks. In any case, SAFE-ADVENT is the
best performing method with a DDoS detection rate of
90.15% and no attacker misclassifications. In the “Benign
& Attack TCP & UDP” scenario, all benchmarks realize
DDoS detection rates below 34% and fail to identify any
attacker correctly. This is mainly due to their inability to
accurately detect TCP attacks. Conversely, SAFE-ADVENT
detected 95.35% of DDoS traffic and accurately identified
the attacker with IP 10.1.1.6.

3) IMPACT OF ADVERSARIAL ATTACKS
Considering the most challenging non-IID scenario with
attack rates ranging from 20% to %40), we present in
Table 10 SAFE-ADVENT’s performance under network-
level adversarial attacks in comparison with all benchmarks.

As shown, all benchmarks achieved a poor performance,
with the DL method as the most vulnerable one, achieving
an accuracy of 15.82% and a F1-score of 15.60%, which
reflects its high sensitivity to corrupted data samples. Cen-
tralized FL is slightly better with performances ranging
between 24% and 25%, while SAC-based P2P FL realizes
higher performances in the range of 28% and 29.4%. This
result emphasizes a better resilience of this benchmark,
however, it is still significantly affected by the contaminated
local updates, preventing the global model from converging.
In contrast, SAFE-ADVENT preserves its performances
around 90%, thus outperforming all benchmarks. In compar-
ison with its average accuracy and F1-score obtained with
live traffic and non-adversarial attacks (i.e., Table 6), we
note a slight decrease in SAFE-ADVENT’s performance
(around 5%) when adversarial attacks are involved. The
obtained results demonstrate that SAFE-ADVENT’s key
agent selection and transfer learning mechanisms ensure
that only relevant and lowly-corrupted model updates from
high-performing agents are involved in SAC P2P FL, thus
effectively mitigating the impact of adversarial noise.

not only aims to mitigate the local RF interference, but
also aims to align UE traffic generation with the processing
and network capacity inherent to an indoor, USRP-based
setup.

4) IMPACT OF SCALABILITY
Table 11 shows the robustness of SAFE-ADVENT and all
benchmarks under an increased network scale. To rigorously
evaluate the algorithmic robustness and the communication
efficiency as the network density increases, we expanded our
5G-V2X testbed with four extra virtual agents, deployed
as containers, and tested such a deployment under the
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TABLE 11. Impact of scalability on performance.

Non-IID (20–40% attack rate) scenario. By doing so, we
effectively double the number of connected agents from
four to eight, thus bypassing the limitations inherent to the
primary testbed, while keeping a mixed traffic profile (i.e.,
combining benign and TCP and UDP attack traffic).

As illustrated, SAFE-ADVENT stands out as the best
approach, achieving performances between 95% and 96%.
In contrast, centralized FL and SAC-based P2P FL bench-
marks showed moderate performances around 89%, while
the DL approach performed the worst with accuracy and
F1-score being approximately 81.3%. These results indicate
the robustness of SAFE-ADVENT in handling a higher
number of agents compared to the benchmarks, and in the
worst data distribution scenario.

D. DESIGN RECOMMENDATIONS FOR 5G-V2X
DEPLOYMENTS
Based on our empirical evaluations using our testbed,
we distill the following design guidelines for deploying
FL-based anomaly detection in practical 5G-V2X networks:
• Implement Threshold-Based Client Isolation: Our

adversarial experiments (Table 10) demonstrate that
standard aggregation protocols fail under data poi-
soning conditions. Network operators should never
aggregate all available local models. Instead, sys-
tems must implement strict, dynamic local validation
thresholds (e.g., rejecting models performing below the
current round’s average F1-score) to naturally filter out
compromised updates and mitigate the impact of severe
non-IID data distributions.

• Prioritize Payload-Agnostic Feature Engineering:
Since 5G-V2X communications rely heavily on end-
to-end encryption, deep packet inspection is largely
unfeasible. Our results confirm that highly accurate
detection (> 94%) can be achieved purely through
flow-level statistics. Detection systems should priori-
tize lightweight, payload-agnostic features, specifically
short-window packet/byte rates and entropy metrics
derived from packet sizes and destination ports which
remain robust indicators of volumetric DDoS attacks
even when payloads are encrypted.

• Adopt Hybrid PC5/Uu Communication Architec-
tures: To resolve the O(N2) communication bottleneck
inherent to secure P2P FL, deployments should utilize
hybrid communication strategies. Heavy, peer-to-peer
model exchanges should be aggressively offloaded to
the PC5 sidelink (e.g., C-V2X or Wi-Fi ad-hoc) to
preserve cellular bandwidth. However, the system must

maintain the 5G Uu interface as a reliable fallback for
global model broadcasts or critical alerts if sidelink
packet reception rates drop below acceptable thresholds
due to high vehicular mobility.

VII. CONCLUSION
In this paper, we proposed SAFE-ADVENT, a novel SAC-
based P2P FL approach adapted for use within the 5G-V2X
network to detect DDoS attacks. We aimed to reduce the
communication cost and enhance the robustness against
data non-IIDness and adversarial attacks by leveraging
agent selection and transfer learning. First, we trained and
tested our proposed approach under offline scenarios, using
IID and non-IID data collected from a realistic 5G-V2X
testbed. Results showed that SAFE-ADVENT converged
faster than DL, centralized FL and SAC-based P2P FL
benchmarks. It also proved to be adaptable to different
network conditions, thus reducing the communication cost
over time. Through live traffic testing under IID and non-
IID conditions, we demonstrated that SAFE-ADVENT can
detect more than 90% of all DDoS attacks in most scenar-
ios, thus outperforming all benchmarks. Under adversarial
attacks, our method achieved the best accuracy and F1-score
performances (above 90%), while all benchmarks realized
degraded performances below 30%. Finally, doubling the
number of FL agents did not prevent SAFE-ADVENT
from preserving performances above 95%, thus proving its
high scalability, compared to the benchmarks’ performance
remaining under 90%.

Synthesizing our empirical findings, we strongly recom-
mend that future 5G-V2X anomaly detection architectures
implement strict threshold-based client isolation to with-
stand poisoning attacks, leverage payload-agnostic flow
heuristics (e.g., short-window entropy) to inspect encrypted
traffic, and utilize hybrid PC5/Uu orchestration to offload
peer-to-peer exchanges from the CN. Future work will
focus on refining SAFE-ADVENT’s resilience and adapt-
ability under extreme and unpredictable network loads,
managing the heterogeneity of computational resources and
communication bandwidths, ensuring attacks detection per-
formance under extreme and unpredictable network loads,
and optimizing real-time inference to meet the strict latency
requirements of real-world, heterogeneous 5G-V2X appli-
cations.
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