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Abstract
Developing machine learning–based intrusion detection systems
(IDS) remains a fragmented and engineering-intensive process, of-
ten relying on ad-hoc pipelines for data collection, preprocessing,
labeling, and experimentation. Moreover, most existing IDS datasets
focus primarily on network-level data, despite growing evidence
that combining heterogeneous sources can improve detection ro-
bustness. We present IDSLab, a low-code experimental platform
designed to support data-centric IDS research and prototyping. ID-
SLab integrates environment management, adversary simulation,
scalable multi-source data collection, and graph-based dataset con-
struction within a single extensible framework, exposed through
an interactive graphical interface. We describe the architecture and
implementation of IDSLab and demonstrate its utility through an
end-to-end use case involving dataset construction and ML-based
DoS detection in a Kubernetes environment.
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1 Introduction
Intrusion Detection Systems (IDS) play a critical role in protect-
ing modern software systems against increasingly sophisticated
cyber threats. With the widespread adoption of cloud computing,
containerized microservices, and distributed infrastructures, the
attack surface of applications has grown significantly, making se-
curity monitoring and anomaly detection more complex than ever
[8, 13]. As a result, machine learning–based IDS approaches have
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gained substantial attention due to their ability to model complex
behaviors and adapt to evolving attack patterns [1, 20].

Recent studies have shown that leveraging heterogeneous data
sources—such as network traffic, system calls, host metrics, and
application logs—can significantly improve detection accuracy and
robustness [27, 21, 9]. However, most datasets used in IDS research
remain strongly biased toward network-level data, often relying
exclusively on packet traces or flow features [5]. This narrow fo-
cus does not reflect the multi-layer observability signals used by
modern IDS in production environments, limiting the realism and
generalizability of experimental results [18].

Beyond data limitations, developing ML-based IDS remains a
highly fragmented and engineering-intensive process. Researchers
and practitioners must typically assemble custom pipelines for envi-
ronment setup, data collection, labeling, feature extraction, dataset
construction, model training, and deployment. These pipelines are
often implemented using scripts, configuration files, and notebooks,
making them brittle, difficult to maintain, and hard to reproduce
[4, 23]. More importantly, this complexity creates a high entry bar-
rier, preventing rapid experimentation and discouraging systematic
exploration of design alternatives.

Another major challenge is the lack of low-code solutions that al-
low users to design, modify, and reproduce IDS experiments without
extensive software engineering effort. Existing frameworks usu-
ally expose low-level APIs or require significant manual scripting,
which hinders accessibility and limits adoption by non-specialist
users. As a result, many research prototypes remain tightly coupled
to specific environments, datasets, or attack scenarios, reducing
transparency and comparability [2].

To address these challenges, we present IDSLab, a low-code
experimental platform for building, analyzing, and iteratively re-
fining ML-based intrusion detection systems. IDSLab focuses on
the data-centric stages of the IDS lifecycle, including environment
integration, adversary simulation, scalable and heterogeneous data
collection, and graph-based dataset construction. These capabilities
are exposed through an interactive graphical interface, allowing
users to configure experiments, define preprocessing pipelines, and
generate datasets without writing code. The system is designed to
be extensible, with architectural support for future integration of
model training and deployment components.

In this paper, we describe the design and implementation of ID-
SLab and demonstrate its practical value through an end-to-end
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use case involving dataset construction and ML-based DoS detec-
tion. Rather than focusing on achieving state-of-the-art detection
performance, our goal is to showcase how IDSLab lowers the bar-
rier to IDS experimentation, improves reproducibility, and enables
systematic, data-diverse exploration of IDS design choices.

2 IDSLab
2.1 ML-based IDS Development Process
To contextualize the role of IDSLab, we summarize the typical devel-
opment workflow of machine learning–based intrusion detection
systems (IDS). This workflow is inherently iterative, as models must
continuously adapt to evolving environments, workloads, and at-
tack strategies [36, 20]. We conceptualize this process as a five-layer
cycle (Figure 1), spanning from data generation to deployment and
feedback.

Figure 1: ML-based intrusion detection development cycle.

The cycle starts at the environment layer, which represents the
operational context where security-relevant data is produced, such
as cloud platforms, IoT ecosystems, or endpoint systems. The data
collection layer ensures reliable, scalable ingestion of heterogeneous
and potentially high-volume of telemetry streams, while routing
them to the appropriate processing or storage services.

Next, the dataset construction layer transforms raw inputs into
structured datasets through cleaning, labeling, aggregation, and
feature extraction [1]. Transformed data can be archived, prepared
for offline training, or forwarded to real-time analytics components.
The model training and evaluation layer then extracts knowledge
from these datasets using various learning paradigms, including
supervised, unsupervised, and hybrid approaches [20]. For instance,
anomaly-based IDS model benign behavior to detect deviations,
whereas signature-based systems learn known attack patterns.

Finally, the model deployment layer closes the loop by integrat-
ing trained models into the target environment for real-time in-
ference or experimental validation. This layer generates platform-
specific artifacts and ensures consistency between training and
inference pipelines [18]. Continuous deployment and monitoring
enable feedback-driven refinement, completing the iterative IDS
development cycle.

2.2 IDSLab Architecture & Implementation
IDSLab is designed as a cloud-native system following a multi-
tier microservice architecture, illustrated in Figure 2. This design
enables modularity, extensibility, and scalability, which are essen-
tial for supporting diverse experimental workflows in intrusion
detection research [28]. In the following, we describe the main

architectural tiers and highlight key implementation choices. Addi-
tional technical details are available in the public repository linked
in the availability section.

Client Tier. The client tier provides the primary interface be-
tween users and the system. It is designed to support multiple
interaction modalities, including graphical applications, command-
line interfaces, software development kits, and AI-agent clients
based on the Model Context Protocol (MCP) [31]. Each client issues
high-level commands that are processed by the backend.

We implemented a cross-platform graphical client using the
Godot Engine [17], chosen for its flexible UI toolkit and native
support for interactive workflows. The client communicates with
the backend via WebSocket, enabling real-time feedback on long-
running operations.

Backend Tier. The backend tier orchestrates the execution of
client commands and coordinates the system’s internal compo-
nents. As shown in Figure 2, incoming requests are received by an
API server and dispatched to dedicated controllers, each responsible
for a specific functional domain (e.g., data management, environ-
ment interaction, or pipeline execution). Controllers interact with
storage services and environment interfaces to persist data, retrieve
artifacts, or trigger actions in the target environment.

Most backend components are implemented in Python. DuckDB
[11] and MinIO [22] are used for structured data storage and ob-
ject storage, respectively. In its current version, IDSLab supports
Kubernetes-based environments. Integration with Kubernetes is
achieved using the official Python client [19] and Helm CLI [16],
enabling programmatic deployment, configuration, and lifecycle
management of in-cluster components.

Figure 2: IDSLab backend architecture.
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Environment Tier. The environment tier abstracts the physical
or virtual infrastructure from which data is collected and on which
models are deployed. This abstraction enables IDSLab to support
heterogeneous targets, including workstations, virtual machines,
on-premise clusters, and cloud platforms. While the current im-
plementation focuses on Kubernetes clusters, the architecture is
designed to accommodate additional environment types with mini-
mal changes.

To ensure seamless integration with heterogeneous environ-
ments, IDSLab deploys platform-specific agents within the target
infrastructure. These agents are responsible for collecting system
events and metrics and forwarding them to processing services.
In Kubernetes environments, the agent is implemented as a Dae-
monSet running on each node. It integrates Tracee [3] to monitor
system calls, network activity, and file operations, as well as cAdvi-
sor [7] and Prometheus [29] for resource metrics and time-series
data collection. Fluent Bit [14] is used as a lightweight data pipeline
for buffering, filtering, and forwarding the collected telemetry to
the appropriate services.

2.3 IDSLab Features
Environment Integration. IDSLab integrates with Kubernetes

clusters, after which it can deploy, configure, and monitor in-cluster
agent components. Building on this connection, IDSLab also sup-
ports controlled adversary simulation: users can define targets (e.g.,
endpoints or networks) and execute parameterized attack opera-
tions selected from an extensible catalog exposed through the user
interface.

Diverse Data Collection. IDSLab deploys a collector agent within
the target infrastructure to gather data and forward it to user-
selected repositories. Collectors can be configured with filters that
specify which data to capture (e.g., selected syscalls, network events,
or resource metrics) and the conditions events must satisfy (e.g.,
process name or container identifier), as illustrated in Figure 3a.
IDSLab supports all Tracee event categories, as well as cAdvisor
metrics with Kubernetes-specific attribute filtering. Collected data
and processed dataset branches can be stored in S3-compatible
object storage through reusable repositories.

Graph-Based Dataset Preprocessing Pipelines. Dataset construc-
tion is a central objective of IDSLab. The system provides a graph-
based editor in which users compose preprocessing pipelines from
modular nodes, each implementing a specific transformation (e.g.,
input parsing, feature extraction, labeling). Figure 3b shows the
dataset graph editor integrated into the client. This representa-
tion enables flexible pipeline composition, rapid experimentation,
and the generation of multiple dataset variants from the same
raw sources. Graphs can be shared among users together with
the underlying data, supporting reproducibility and collaborative
experimentation.

3 Evaluation
To demonstrate the practicality and end-to-end capabilities of ID-
SLab, we conducted an experiment that covers the main stages
of the ML-based IDS workflow: (1) collecting syscall data from a
microservice application under both benign and attack conditions,

Table 1: Extracted behavioural features

Feature Description
args num Number of arguments
return value Syscall return value
time since prev global s Time since the previous event in

the whole dataset
time since prev same con-
tainer s

Time since previous event for the
same container

rc1 container Rolling count of events in the last
1 second for that container

rc5 container Rolling count of events in the last
5 second for that container

(2) constructing a labeled DoS detection dataset, and (3) training
and evaluating a machine learning classifier to distinguish between
normal and malicious behavior.

We deployed a local single-node K3s cluster [30] inside a virtual
machine and hosted Google’s Bank of Anthos microservice applica-
tion [15] as the target workload. This environment was integrated
into IDSLab by importing the cluster configuration file and register-
ing the application’s frontend endpoint. This setup allowed IDSLab
to automatically deploy its monitoring agents and interact with the
environment through its standard interfaces.

After connecting IDSLab to the environment, dataset construc-
tion required two main steps: starting a collector and assembling a
preprocessing pipeline using the graph-based editor. During data
collection, we launched a Slowloris DoS attack [35] against the ap-
plication’s frontend endpoint to simulate adversarial behavior. The
collector was configured using a filter (Figure 3a) to capture TCP
network events. While IDSLab supports heterogeneous telemetry
sources, this use case focuses on network events to demonstrate
end-to-end dataset construction for DoS detection.

Once the raw capture files were available, we constructed a
preprocessing graph (Figure 3b) to transform them into a structured
dataset. Events were labeled based on the originating process name,
and a set of behavioral features was extracted. Table 1 summarizes
the selected features. The final dataset contains 11,786 samples,
including 9,236 benign events and 2,550 DoS events.

To validate the usability of the generated dataset, we trained a
binary classifier to distinguish between benign and DoS events. We
used the XGBoost library [34] to train the model, with an 80/20 split
between training and test sets. The resulting performance metrics
are reported in Table 2.

It is important to emphasize that this experiment is not intended
to establish state-of-the-art detection performance. Rather, its ob-
jective is to demonstrate the correctness, consistency, and practical
usability of the datasets produced by IDSLab. The high F1-scores
achieved for both classes (98.21% for benign, 93.54% for DoS) indi-
cate that the generated labels and features are coherent and informa-
tive, confirming that IDSLab-produced datasets can directly support
standard ML-based IDS workflows such as training, evaluation, and
comparative analysis.
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(a) Data Filtering and Logical Scope Configuration Interface. (b) Graph-Based Dataset Construction and Preprocessing Pipeline Editor.

Figure 3: IDSLab Interactive Interfaces for Dataset Configuration and Construction.

Table 2: XGBoost classifier test results

Class Precision (%) Recall (%) F1-score (%) Samples
Benign 98.27 98.16 98.21 1848
DoS 93.36 93.73 93.54 510

4 Related Work
Network-only IDS dataset generation. Several dataset-generation

frameworks focus on network intrusion detection systems (NIDS)
and primarily produce packet traces or flow records, which limits
their ability to capture host-level signals (e.g., system calls, logs,
and resource metrics) commonly used in modern IDS deployments
[27, 21, 9]. ID2T (Intrusion Detection Dataset Toolkit) creates la-
beled NIDS datasets by injecting synthetic attacks into background
PCAP traffic, enabling controlled evaluation of detection methods
[10]. NEDAGEN generates NIDS datasets by building configurable
synthetic networks (scalable to large container counts), executing
benign and ATT&CK-aligned malicious activities, and exporting
captures in PCAP/JSON for downstream dataset construction [32].
ConCap supports reproducible NIDS experimentation by setting
up an isolated environment that produces automatically labeled
packets/NetFlows and can be shared via a single configuration file
[33]. Farasat et al. propose a Kubernetes-based testbed leveraging
eBPF/XDP to generate network traffic datasets for ML-based NIDS
experiments with strong ground-truth guarantees [12].

Multi-source dataset collection. CREME proposes an automated
toolchain for IDS dataset generation integrating configuration, at-
tack reproduction, data collection, feature extraction, labeling, and
evaluation across multiple data sources [6]. However, its predefined
testbed and fixed scenarios make transferring the setup to new
environments or research questions labor-intensive. In contrast,
IDSLab’s low-code design decouples environment integration, data-
collection configuration, and preprocessing pipelines, reducing the
effort required to port experiments across scenarios.

5 Conclusion
In this paper, we presented IDSLab, a low-code experimental plat-
form designed to support data-centric research and prototyping
of machine learning–based intrusion detection systems. IDSLab
addresses key challenges in current IDS workflows, including frag-
mented tooling, limited dataset diversity, and poor reproducibility,
by integrating environment management, adversary simulation,
scalable multi-source data collection, and graph-based dataset con-
struction within a single extensible framework.

Through an end-to-end use case involving DoS attack simula-
tion, dataset generation, and model training, we demonstrated how
IDSLab simplifies the early stages of the IDS development lifecycle.
Our evaluation illustrates the practical usability of the tool and its
potential to support systematic, reproducible, and heterogeneous
data-driven experimentation.

IDSLab is under active development. Future work will focus on
integrating native support for model training, evaluation, and de-
ployment, extending environment support beyond Kubernetes, and
enriching the library of preprocessing and feature extraction com-
ponents. We also plan to support additional attack scenarios, data
modalities, and collaborative workflows. By lowering the barrier to
IDS experimentation, we aim to foster more transparent, realistic,
and reproducible security research.

Availability
IDSLab source code, installation instructions, and documentation
are publicly available online [25]. A screencast demonstrating the
platform’s end-to-end workflow is available at [26]. The dataset
used in the evaluation, including the raw captures, labeled samples,
and ML notebooks, is also publicly accessible to facilitate repro-
ducibility and further experimentation [24].
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