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Abstract
High-dimensional quantum key distribution (QKD) based on entangled qudits has
emerged as a promising route for advancing the performance and practicality of
quantum communication. By extending beyond the qubit framework, qudit entangle-
ment enables the encoding of multiple bits per particle and offers greater robustness
against noise, loss, and eavesdropping. In this review, we present qudit-based entan-
glement QKD protocols and their experimental demonstrations. We first introduce
the basic concepts of qudits and provide an overview of foundational qubit-based
entanglement QKD schemes, such as Ekert ’91 (E91) and Bennett–Brassard–Mer-
min ’92 (BBM92), which establish the core principles of entanglement-based secure
key generation. Subsequently, we examine the generalization of these protocols to
entangled qudits, highlighting how higher dimensionality enhances secure key rates
and noise tolerance. Finally, we survey experimental demonstrations of qudit-based
entanglement QKD across photonic platforms and outline prospects, showing that
high-dimensional entanglement can be reliably generated, distributed, and measured
for QKD with high stability and scalability. Remarkably, these achievements not only
verify the feasibility of practical high-dimensional QKD, but also demonstrate clear
advantages over qubit-based systems. Overall, theoretical frameworks and experi-
mental realizations reviewed here position photonic qudit-based entanglement QKD
as a promising resource for scalable, high-speed, and secure quantum communica-
tion networks, unveiling its potential as a central component in the future of quantum
information technologies.
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1 Introduction

The field of quantum information science has transitioned from fundamental theoreti-
cal exploration to a robust era of experimental realization. This progress is underscored
by a series of landmark achievements in quantum optics, which have demonstrated
the ability to generate and control large-scale quantum states with unprecedented pre-
cision [1–6]. From the generation of nonclassical light [3, 7–11] and the observation
of two-photon interference [12, 13] to the distribution of entanglement [14–20], these
foundational milestones have proven the feasibility of harnessing quantummechanical
effects for complex tasks. Such advancements in hardware and protocol design have
paved the way for practical applications that transcend the limits of classical physics.
Among these, quantum key distribution (QKD) stands as the most mature technology,
offering a paradigm shift in secure communications.

QKDenables communicating parties to establish a shared cryptographic key, whose
security is guaranteed by the laws of quantum mechanics [21–23]. In its earliest for-
m—often referred to as a prepare-and-measure scheme—one party prepares individual
quantum signals in one of several possible states and sends them to the other party,
who measures these states [21, 24–26]. Any attempt by an eavesdropper to intercept
or measure the quantum system inevitably introduces disturbances that manifest as
excess errors, allowing the legitimate parties to assess the channel’s security. A par-
ticularly powerful realization is entanglement-based QKD. Entangled particles are
distributed between the communicating parties, and their nonclassical correlations
are exploited to both generate a secret key and test for the presence of the unde-
sired eavesdropper [22, 27, 28]. Beyond reproducing the essential security features of
prepare-and-measure schemes, entanglement-based implementations naturally con-
nect to tests of nonlocal correlations [22, 27]. Moreover, they can relax assumptions
regarding the trustworthiness of the key-distribution source [22, 27]. Since its first
demonstrations [29, 30], QKD has progressed from theoretical proposals to practical
implementations, ranging from laboratory experiments [31–33] to deployed network
trials [34–36]. Traditionally, most entanglement-based QKD systems have relied on
two-level quantum states—qubits [22, 27, 31]. While qubit-based entanglement QKD
has been pivotal in establishing the feasibility of quantum-secure communication,
restricting the encoding to only two quantum states per carrier limits the amount of
information that can be transmitted. In addition, qubit-level encoding constrains the
protocol’s tolerance to noise.

In recent years, high-dimensional entanglement QKD has emerged as a powerful
extension of the original qubit-based framework [37–39]. In this approach, infor-
mation is encoded into quantum systems with more than two levels—referred to
as qudits [37, 40–43]. Increasing the number of distinct states per quantum particle
expands the accessibleHilbert space for communication and offers several advantages.
First, a higher information capacity per successful detection event can be achieved,
which can be exploited to increase the secure key rate [37, 44]. Second, many high-
dimensional protocols are more resilient to noise and errors, since the relative impact
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of disturbances is reduced in a larger state space [45–47]. Third, the protocol security
can be enhanced by allowing high-dimensional systems to use a richer set of mea-
surement settings and more complex encoding schemes, which, in turn, raises the
difficulty for eavesdroppers to obtain information undetected [44, 45, 48]. Together,
these benefits make high-dimensional entanglement QKD particularly attractive for
practical communication scenarios, where losses, noise, and operational imperfections
are unavoidable.

Photonics offers natural, versatile platforms for realizing high-dimensional quan-
tum systems [37, 41, 43, 49]. In particular, photonic qudits are defined by encoding
information in discrete sets of modes associated with specific degrees of freedom,
such as time, frequency, orbital angular momentum (OAM), or path, which form the
basis states of a high-dimensional system. Depending on the encoding, these states
can be transmitted and measured with high fidelity over long distances in both optical
fiber and free-space channels, being naturally compatible with existing telecommu-
nication infrastructure [50–52] and satellite links [53–55]. These properties make
photonic qudits a powerful resource for generating and distributing high-dimensional
entanglement over long distances and, in particular, for implementing advanced
entanglement-based QKD protocols [37–39].

Over the past few years, several reviews have provided comprehensive overviews
of high-dimensional prepare-and-measure QKD protocols, including photonic imple-
mentations and performance [37, 56]. In contrast, the corresponding landscape for
high-dimensional entanglement-based QKD remains comparatively underexplored.
Although qudit-based entanglement QKD protocols constitute a crucial and com-
plementary class of schemes alongside prepare-and-measure approaches, no unified
review has systematically consolidated this area [16, 39, 57]. Therefore, a dedicated
survey is needed to explore the current state of the art, identify open challenges, and
guide future developments.

In this review, we provide a comprehensive overview of photonic qudits and their
applications to entanglement-based QKD. We begin by introducing qudits and high-
dimensional entanglement. Then, we summarize qubit-based entanglement QKD as
a reference framework to clarify its operating principles and establish a baseline for
comparison. Building on this foundation, we discuss extensions to qudit-based entan-
glement QKD schemes, review representative experimental realizations on photonic
platforms, and outline pathways toward scalable quantum communication infras-
tructures. Throughout our discussion, we highlight both opportunities and practical
challenges that accompany the adoption of high-dimensional approaches. Ultimately,
we convey how photonic qudits not only deepen our understanding of quantum
information science, but also pave the way for practical, next-generation secure com-
munication systems.

2 High-dimensional quantum information

Quantum information protocols are conventionally formulated in terms of qubits.
High-dimensional quantum information instead exploits physical systems that support
more than two distinct levels, thus providing access to a larger alphabet and a richer
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structure of quantum correlations. In this section, we introduce the basic properties of
qudits and then discuss the entanglement of bipartite qudit systems as a key resource
for high-dimensional quantum communications.

2.1 Qudit

A quantum system is a physical entity governed by the rules of quantum mechanics,
such as superposition [58] and entanglement [59]. The possible states of such a system
are described within a mathematical structure called the Hilbert spaceH of dimension
dN , where N is the number of constituent quantum systems and d is the number of
accessible levels per system. Physically realizable pure states are represented by a unit
vector |ψ 〉 ∈ H, which fully specifies the system’s measurable properties, including
its energy [60], momentum [60], polarization [49], or spin [60]. The qubit residing
in the two-dimensional Hilbert space constitutes the simplest quantum vector [61],
whose computational basis consists of two orthonormal states {|0 〉, |1 〉}. The general
qubit state can be expressed as |ψ 〉 � c0|0 〉 + c1|1 〉, with complex coefficients c0,
c1 ∈ C satisfying the normalization condition |c0|2 + |c1|2 � 1.

In the context of high-dimensional quantum information, one considers qudits
whose Hilbert space has dimension d > 2 [37, 42, 43]. The standard orthonormal
basis in this space is

{|0 〉, |1 〉, . . . , |d − 1 〉}, (1)

where each basis state |k 〉 represents the system occupying the kth level. A general
qudit state is then written as:

|ψ 〉 �
d−1∑

k�0

ck |k 〉, (2)

with ck ∈ C satisfying the normalization condition
∑d−1

k�0 |ck |2 � 1. The increased
dimensionality results in a higher quantum information capacity per single carrier.
Specifically, the information content (expressed in bits) of a single qudit can be quan-
tified as the logarithm of the dimension of its Hilbert space, as

Information per qudit � log2d (bits). (3)

In comparison, a single qubit can carry an information content of log22 � 1 bit.
Thus, a single qudit has the same information capacity as log2d qubits. For exam-
ple, a qutrit (d � 3) carries log23 ≈ 1.585 bits, while a ququart (d � 4) yields
log24 � 2 bits. This logarithmic scaling highlights the enhanced information capac-
ity of qudits, and their use in QKD protocols can directly translate into higher key
generation rates.
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2.2 Bipartite qudit entanglement

Entanglement is a uniquely quantum phenomenon, where the state of a composite
system cannot be expressed as independent states of its constituent subsystems [59].
The concept of entanglement traces its origin to the early days of quantum theory.
Erwin Schrödinger coined the term entanglement and emphasized that it is “not one
but rather the characteristic trait of quantum mechanics” [62]. He formalized the idea
by describing the quantum states of two systems that cannot be decomposed into
independent subsystem states. Mathematically, a bipartite state |� 〉 in a Hilbert space
HA ⊗ HB is said to be entangled if it cannot be written as a product of local states

|� 〉 �� |ψ 〉A ⊗ |ψ 〉B , (4)

where |ψ 〉A ∈ HA and |ψ 〉B ∈ HB are the local states,while the symbol⊗ denotes the
tensor product. Such states exhibit nonclassical correlations that arise from coherent
superpositions across the two subsystems—coherence that cannot be reduced to any
mixture of locally defined states [63]. This coherence is at the heart of quantum
entanglement and underpins its power as a resource in quantum communication [22,
27, 59]. A standard example of bipartite entangled states is the canonical maximally
entangled qudit state, known as Bell states [64], given by:

|�d 〉 � 1√
d

d−1∑

k�0

|k 〉A|k 〉B . (5)

Bell states serve as fundamental resources for quantum communication protocols
such as quantum state teleportation [65–67] and entanglement-based QKD [16, 39,
57]. In addition to this canonical form, other forms of the entangled state can be
obtained by applying local unitary transformations on the subsystems [64, 68]. As an
example, any state of the form

|ψd 〉 � (UA ⊗UB)|�d 〉, (6)

with unitary operators UA and UB acting on the qudits A and B, respectively, remains
entangled. Since the local unitary operations do not affect entanglement [69], |ψd 〉
shares the same entanglement properties as the Bell state |�d 〉. This can be used in
high-dimensional quantum communication protocols, including QKD. Compared to
their qubit counterparts, qudit Bell states provide access to a broader set of correlations
and offer improved robustness to noise in QKD [45], as discussed in Sects. 3 and 4.

3 Entanglement-based QKD

QKD enables two (or more) remote parties, conventionally referred to as Alice and
Bob, to establish a shared secret key whose security is rooted in the principles of
quantum mechanics. Unlike classical cryptographic schemes, whose security relies
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on computational assumptions [70, 71], QKD achieves information-theoretic security
guaranteed by quantum phenomena, such as the no-cloning theorem, which prohibits
perfect copying of unknown quantum states [72].

The first QKD protocol, BB84, proposed by Bennett and Brassard in 1984 [21], is a
prepare-and-measure scheme. Alice encodes random bits in quantum states, and Bob
measures them in randomly chosen bases. Any attempt by an eavesdropper (Eve) to
intercept and measure the quantum states inevitably introduces errors, allowing Alice
and Bob to detect the eavesdropper’s presence and discard compromised data.

An alternative approach, entanglement-based QKD, distributes pairs of entangled
systems to Alice and Bob (see Fig. 1), who then perform independent measurements
in randomly selected bases. After many measurement rounds, Alice and Bob publicly
compare the bases used in their measurements and retain only the events compatible
with key generation—a process known as sifting. This approach offers several advan-
tages over prepare-and-measure schemes.Most notably, it removes the requirement for
a trusted source: the presence of genuine entanglement, verified directly frommeasure-
ment statistics, certifies the security of the key [48]. Additionally, entanglement-based
protocols enable device-level security verification based on observed correlations [73].
Foundational entanglement-based protocols include Ekert ’91 (E91) [22], which links

Fig. 1 Entanglement-based quantum key distribution protocol architecture. An entangled source generates
pairs of particles and distributes one particle to Alice and the other to Bob through a quantum channel.
Alice and Bob independently and randomly choose a measurement basis from a predefined set of settings
and record their detection outcomes. After quantum transmission, they communicate over an authenticated
classical channel to announce their measurement settings and disclose a subset of measurement outcomes
for parameter estimation, enabling detection of eavesdropping attempts and estimating correlation strength
and error rate. Based on this analysis, they can assess the security of the shared data. Once security is
confirmed, the correlated outcomes obtained from their measurements constitute a shared key that can be
directly used for secure communication
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the security of the key to Bell’s inequality violation, and Bennett–Brassard–Mermin
’92 (BBM92) [27], which instead establishes secure keys through entanglement cor-
relations without relying on Bell tests.

In this section, we present the original qubit-based entanglement QKD protocols,
E91 and BBM92. We discuss their operating principles, measurement configurations,
and security analyses to establish the essential features of entanglement-based QKD.
These foundations also provide the groundwork for understanding high-dimensional
entanglement-based QKD schemes, where entanglement is exploited in larger Hilbert
spaces to enhance performance and robustness.

3.1 E91

Proposed by Ekert [22], the E91 protocol was the first QKD scheme to explicitly
exploit quantum entanglement as a resource for the security of the generated secret
key. A source distributes pairs of entangled qubits, sending one qubit to Alice (A)
and the other to Bob (B). The security of the key is guaranteed by the violation
of Bell’s inequality, ensuring that any eavesdropping attempt disturbs the quantum
correlations and is detectable. Ideally, Alice and Bob share a maximally entangled
Bell state described by:

|�2 〉 � 1√
2
(|0 〉A|0 〉B + |1 〉A|1 〉B). (7)

In each measurement round, they independently and randomly select one of three
possible operators: (A1, A2, A3) for Alice and (B1, B2, B3) for Bob. After all mea-
surements, Alice and Bob publicly announce which operators they used. Only the
events corresponding to the A1–B1 settings are used for key generation, while the
remaining data are used to verify security. The operators A1 and B1 correspond to
measurements along the Pauli-Z matrix [60], whose eigenvectors are

Z : {|0 〉, |1 〉}. (8)

When both parties measure on this basis, their results are perfectly correlated: if
Alice obtains |0 〉, Bob obtains |0 〉, and likewise for |1 〉. These correlated outcomes
generate the shared secret key.

To test eavesdropping, Alice and Bob estimate the strength of quantum correla-
tions of the shared Bell state using the measurement operators–(A2, A3) and (B2,
B3)—defined by:

Aa � M(αa), Bb � M(βb), (a, b � 2, 3), (9)

with

M(θ) � cos(θ)X + sin(θ)Y , (10)
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where X andY operators are Pauli-X and -Y matrices [60]. The eigenvectors associated
with these operators are

|+θ 〉 � 1√
2

(
|0 〉 + eiθ |1 〉

)
, |−θ 〉 � 1√

2

(
|0 〉 − eiθ |1 〉

)
, (11)

where θ � αa or βb denotes the measurement angle chosen by Alice or Bob, respec-
tively. For the qubit Bell state, the quantum correlation between Alice’s and Bob’s
measurement outcomes for setting Aa and Bb is quantified by the expectation value

E(Aa , Bb) � P(Aa � Bb) − P(Aa �� Bb), (12)

where P(Aa � Bb) and P(Aa �� Bb) are the probabilities that their outcomes are
equal or different, respectively. This characterizes the degree of correlation between
their measurement results for each pair of settings. To test for nonlocal correlations,
Alice and Bob compute the Clauser–Horne–Shimony–Holt (CHSH) parameter [74]:

S � E(A2, B2) + E(A2, B3) + E(A3, B2) − E(A3, B3), (13)

whichmust satisfy | S |≤ 2 for any local realistic theory. For themeasurement settings
described by the angles

α2 � 0, α3 � π

2
, β2 � 3π

4
, β3 � −3π

4
, (14)

quantum mechanics predicts

| S |� 2
√
2, (15)

which gives the maximal quantum violation.
While a CHSH violation certifies the presence of nonlocal correlations and is there-

fore necessary to detect eavesdropping in a device-independent manner [75], secure
key generation further requires that the observed Bell parameter S satisfies the security
thresholds established by device-independent QKD (DIQKD) [73]. In DIQKD, physi-
cal measurement devices are treated as untrusted “black boxes”, with security derived
solely from observed classical input–output statistics without relying on assumptions
about their internal calibration. Under this framework, and for collective attacks pro-
cessed with one-way classical post-processing, the asymptotic secure key rate SKRsift
extracted from A1−B1 measurement outcomes explicitly incorporates S:

SKRsift ≥ Nsift

⎡

⎣1 − fECh2(Q) − h2

⎛

⎝
1 +

√
(S/2)2 − 1

2

⎞

⎠

⎤

⎦, (16)

where Nsift denotes the sifted key rate obtained from measurement outcomes in the
A1−B1 key-generating basis, Q � P(A1 �� B1) is the corresponding quantum bit
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error rate, fEC ≥ 1 is the error-correction efficiency factor, and h2(x) � −(1− x)log2
(1 − x) − x log2x is the binary entropy function [48, 73]. For ideal error correction
( fEC � 1), extracting a positive secret key rate (SKRsift > 0) requires the CHSH
violation S to satisfy the general condition:

S > 2

√
1 +

[
2 h−1

2 (1 − h2(Q)) − 1
]2
, (17)

where h−1
2 (·) denotes the inverse binary entropy function. This explicitly shows that

the required CHSH violation S grows with the error rate Q.
As an explicit illustration, consider a depolarizing channel acting on the shared

Bell state, for which S � 2
√
2(1 − 2Q) [73]. A quantum bit error rate of Q � 12%

then corresponds to S ≈ 2.15: the local-realistic bound | S |≤ 2 is violated, yet this
value falls well short of the S ≈ 2.56 demanded by Eq. (17), so that no secret key
can be extracted. Over such a channel, a positive secret key rate requires Q below
approximately 7.1%, that is, S above approximately 2.42 [73]. A Bell violation is
therefore a necessary, but by no means sufficient, condition for secure key generation.

In this protocol, Alice and Bob evaluate the violation of Bell’s inequality in their
shared entanglement, thereby certifying the security of their shared keywithout assum-
ing trust in the entanglement source. However, the protocol is inherently inefficient, as
only a small subset of measurement-setting combinations is used for key generation,
while the remaining settings are devoted to correlation estimation and eavesdropping
testing [76, 77].

3.2 BBM92

In 1992, Bennett, Brassard, andMermin proposed another type of entanglement-based
QKD protocol, known as BBM92 [27]. Compared to the E91 scheme, which requires
threemeasurement settings per party, the BBM92 protocol employs a simpler structure
involving only two mutually unbiased bases (MUBs). This reduction in measurement
settings streamlines implementation while still enabling secure key generation from
entanglement.

An entangled-pair source distributes one qubit to Alice and the other to Bob, ideally
prepared in a Bell state. Each party independently and randomly measures its qubit in
one of two MUBs, chosen as the eigenbases of the Pauli-Z and -X operators:

Z : {|0 〉, |1 〉}; X : |±〉 ≡ |0 〉 ± |1 〉√
2

. (18)

The security of BBM92 can be analyzed using the Koashi–Preskill framework [78],
which relies on the principle of complementarity between two measurement bases.
Specifically, complementarity means that information about one observable (e.g., the
Z basis) cannot be obtained without disturbing the complementary observable (e.g.,
the X basis). A randomly selected subset of the measurement data is then publicly
disclosed to estimate the quantum bit error rate (QBER) in each basis. QBER is defined
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as the fraction of measurement rounds in which Alice and Bob’s outcomes deviate
from the ideal correlation pattern expected for the shared Bell state in that basis. In
the specific case that the Bell state is |�2 〉 � (|0 〉A|0 〉B + |1 〉A|1 〉B)/

√
2, the QBER

in each basis is given by:

QZ � 1 −
(
N (Z)
00 + N (Z)

11

)

NZ
, QX � 1 −

(
N (X)
++ + N (X)

−−
)

NX
, (19)

where NZ (NX ) is the total number of measurement rounds in the Z (X ) basis. N (Z )
kk

with k ∈ {0, 1} denotes the number of measurement rounds where both parties obtain
an outcome k in the Z basis; N (X )

ss with s ∈ {+, −} is defined analogously for the X
basis. Alice and Bob extract the sifted key from Z -basis measurements. The observed
error rate QZ determines howmuch information must be revealed during error correc-
tion. Then, complementarity connects Z and X bases. If Eve attempts to learn Alice’s
or Bob’s Z -basis outcomes, her interaction with the quantum systems generally dis-
turbs the shared entanglement state and the coherence revealed bymeasurements in the
complementary X basis. Thus, a low X -basis error rate QX indicates that the shared
state retains strong X -basis correlations. This can only occur if Eve has not gained
significant information about their Z -basis key. Therefore, a small QX strictly limits
Eve’s information and ensures the security of the final key.

After bounding Eve’s information using the observed QBERs, Alice and Bob pro-
ceed to distill a secure key from their Z -basis raw data. The asymptotic secret key
fraction is determined by the information revealed during error correction and the
information Evemay access. Error correction requires the disclosure of approximately
fECh2(QZ ) bits per signal to reconcile discrepancies in their Z -basis outcomes, where
fEC ≥ 1 accounts for the inefficiency of the error-correction code and h2(·) denotes the
binary entropy function h2(Q) � −(1−Q)log2(1−Q)−Qlog2Q that quantifies the
uncertainty associated with a key bit affected by an error rate Q [79]. The remaining
information Eve could have obtained is removed through privacy amplification [80],
which compresses the reconciled Z -basis string according to the observed X -basis
error rate QX . This contribution can be quantified using the binary entropy h2(QX ).
Combining these terms, the asymptotic secure key rate is [81, 82]:

SKRsift ≥ Nsift[1 − fEC h2(QZ ) − h2(QX )], (20)

where Nsift denotes the sifted key rate obtained from the Z -basis measurements.
This procedure ensures that any information Eve may hold is eliminated, yielding
an information-theoretically secure key.

For the protocol to be secure, the secret key rate must remain positive. Assuming
identical error rates in the two bases, QZ � QX � Qth, 2, the threshold QBER can be
obtained by setting the secret key fraction per sifted bit to zero:

1 − fEC h2
(
Qth, 2

) − h2
(
Qth, 2

) � 0 ⇒ (1 + fEC) h2(Qth, 2) � 1. (21)
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This condition marks the boundary between a regime where a positive secret key
can be generated and one in which key extraction is impossible. For an ideal error
correction ( fEC � 1), it yields

Qth, 2 ≈ 0.11, (22)

indicating that the protocol remains secure as long as the observed QBER does not
exceed approximately 11% [48]. Although BBM92 does not include a Bell-test step,
its security can be rigorously quantified by evaluating the QBER in the matching
measurement bases, which bounds the information Eve can access.

While the above expressions define the asymptotic benchmarks for entanglement-
based protocols (such as E91 and BBM92), practical QKD evaluations require
transitioning from ideal assumptions to physical deployment conditions. Real-world
systems operatewith finite sample sizes (or finite key lengths N ), where statistical fluc-
tuations during parameter estimation require worst-case confidence bounds, reducing
the secret key rate and imposing a minimum block size threshold for key extraction
[48, 83]. The resulting statistical penalty scales as the inverse square root of the block
size, so that the asymptotic expressions given above are recovered only in the limit
of infinitely long keys. Additionally, key rates must be evaluated under a composable
security framework [84] to ensure the generated keys remain secure when deployed in
downstream cryptographic protocols, incorporating an explicit overall failure param-
eter εQKD across parameter estimation, error correction, and privacy amplification,
conventionally decomposed into a correctness and a secrecy contribution. The same
considerations apply to the high-dimensional protocols discussed in Sect. 4, where the
finite-size penalty is incurred in each of the d-dimensional bases used for parameter
estimation.

4 High-dimensional entanglement QKD

Having introduced qubit-based entanglement QKD protocols, we now extend the
discussion to the qudit regime. High-dimensional entanglement enlarges the acces-
sible state space and hence the information capacity of each quantum carrier. Higher
dimensionality improves protocol robustness, enabling more efficient and resilient
key distribution than standard qubit-based schemes. In the following, we review the
generalization of entanglement-based QKD protocols to higher dimensions, focusing
on the qudit versions of the fundamental E91 and BBM92 schemes.

4.1 Qudit-based E91

For high-dimensional systems with d > 2, the standard E91 protocol can be extended
naturally to entangled qudits [45, 57, 85]. In this framework, two parties share a qudit
Bell state of the form
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|�d 〉 � 1√
d

d−1∑

k�0

|k 〉A|k 〉B . (23)

In each measurement round, the two parties randomly choose a measurement basis
among three possible settings: (A1, A2, A3) for Alice and (B1, B2, B3) for Bob. The
bases A1 and B1 correspond to measurements in the computational basis, i.e., the
eigenvectors of the generalized Pauli-Z operator Zd [86, 87], given by:

Zd : {|0 〉, |1 〉, . . . , |d − 1 〉}. (24)

Whenbothpartiesmeasure in this basis, theyuse the outcomes to generate the shared
sifted key. Because the shared symbol is d-dimensional, each measurement yields one
of d possible outcomes (0,1, . . . , d − 1). As a result, the amount of information
obtained per successful measurement increases from 1 bit (in the qubit case) to log2d
bits.

To verify the protocol’s security, we employ a generalized Bell-type inequality
known as the Collins–Gisin–Linden–Massar–Popescu (CGLMP) inequality [46]. This
serves as the high-dimensional extension of the CHSH inequality and is expressed as:

Id ≡ E(A2, B2) + E(A2, B3) + E(A3, B2) + E(A3, B3), (25)

where the four correlation terms E(Aa , Bb) represent the expectation values of joint
measurement outcomes between Alice’s and Bob’s respective settings:(A2, A3) and
(B2, B3). Specifically, the four quantum correlations are defined as [46]:

E(A2, B2) ≡
[d/2]−1∑

k�0

(
1 − 2k

d − 1

)
{P(A2 � B2 + k) − P(A2 � B2 − k − 1)},

(26A)

E(A2, B3) ≡
[d/2]−1∑

k�0

(
1 − 2k

d − 1

)
{P(B3 � A2 + k) − P(B3 � A2 − k − 1)},

(26B)

E(A3, B2) ≡
[d/2]−1∑

k�0

(
1 − 2k

d − 1

)
{P(B2 � A3 + k + 1) − P(B2 � A3 − k)},

(26C)

E(A3, B3) ≡
[d/2]−1∑

k�0

(
1 − 2k

d − 1

)
{P(A3 � B3 + k) − P(A3 � B3 − k − 1)}.

(26D)
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Each term P(Aa � Bb + k) in Eq. (26A–26D) is defined as:

P(Aa � Bb + k) ≡
d−1∑

j�0

P(Aa � j + k, Bb � j), (27)

which represents the probability that the measurement outcomes of Aa and Bb differ
by k modulo d. Analogously, P(Bb � Aa + k) can be written as:

P(Bb � Aa + k) ≡
d−1∑

j�0

P(Bb � j + k, Aa � j). (28)

For any local realistic model, the CGLMP inequality Id ≤ 2 must hold. However,
quantum mechanics allows violation of this bound when Alice and Bob share a qudit
Bell state. In the standard CGLMP test, the measurement settings A2, A3 and B2, B3
are defined as phase-shifted MUBs with eigenvectors given by:

|k 〉Aa
� 1√

d

d−1∑

j�0

exp

(
i
2π j

d
(αa + k)

)
| j 〉A, (29A)

|l 〉Bb � 1√
d

d−1∑

j�0

exp

(
i
2π j

d
(βb − l)

)
| j 〉B . (29B)

Here, | j 〉A and | j 〉B denote the local computational bases of Alice’s and Bob’s
subsystems, while the parameters αa and βb introduce controlled phase shifts that
distinguish the two measurement settings for each party. By applying these MUBs to
the qudit Bell state, one can calculate the quantum-mechanical probability distribution
of all possible measurement outcome combinations, such as:

PQM (Aa � k, Bb � l) � 1

d3

∣∣∣∣∣∣

d−1∑

j�0

exp

(
i
2π j

d
(k − l + αa + βb)

)∣∣∣∣∣∣

2

� 1

d3
sin2[π(k − l + αa + βb)]

sin2[π(k − l + αa + βb)/d]
. (30)

If the phase parameters are chosen as:

α2 � 0, α3 � 1

2
, β2 � 1

4
, β3 � −1

4
, (31)

the CGLMP correlation can be expressed as:

Id , QM � 4d
[d/2]−1∑

k�0

(
1 − 2k

d − 1

)(
qk − q−(k+1)

)
, (32)
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where

qk � 1

2d3sin2[π (k + 1/4)/d]
. (33)

Under these optimal parameters, themeasurement bases are aligned tomaximize the
quantum probabilities contributing positively to the correlation sum. For instance, for
3-level Bell states, the theoretical value is I3, QM � 2.873, while for 4-level Bell states
it increases to I4, QM � 2.896. Consequently, higher-dimensional entanglement yields
a larger violation of the local-realistic bound, thereby certifying stronger nonlocal
correlations. However, whether this translates into an improved secret key rate depends
on the adopted security model and key-rate analysis.

Unlike the binary CHSH scenario, which yields a simple closed-form lower bound
on the DIQKD secret key rate, as shown in Eq. (16), the CGLMP inequality does not
admit a closed-form expression for the secret key rate. Instead, within the DIQKD
framework, the secret key rate can be obtained by calculating the lower bound on
Eve’s conditional entropy from the observed CGLMP violation using semidefinite
programming hierarchies [88, 89].

4.2 Qudit-based BBM92

Similar to the E91 scheme, the BBM92 protocol can also be generalized to high-
dimensional systems [16, 39, 44, 45] by distributing maximally entangled qudit states,
such as the canonical Bell state |�d 〉. In each measurement round, Alice and Bob
independently choose between two MUBs. The first is the computational basis

Zd : {|0 〉, |1 〉, . . . , |d − 1 〉}, (34)

corresponding to the eigenbasis of the generalized Pauli-Z operator [86, 87]. The
second is the Fourier basis for Alice

Xd , A : {∣∣ fsA 〉}d−1
sA�0,

∣∣ fsA 〉 � 1√
d

d−1∑

j�0

exp

(
i
2π jsA

d

)
| j 〉, (35)

and the inverse Fourier basis for Bob

Xd , B : {∣∣ fsB ′ 〉}d−1
sB�0,

∣∣ fsB ′ 〉 � 1√
d

d−1∑

j�0

exp

(
−i

2π jsB
d

)
| j 〉, (36)

where
∣∣ fsA 〉 and ∣∣ fsB ′ 〉 are the eigenbases of the generalized Pauli-X operator Xd and

its inverse, respectively [86, 87].WhenAlice and Bobmeasure inmatching bases—ei-
ther both selecting the computational basis Zd , or selecting the Fourier-pair (Xd , A for
Alice and Xd , B for Bob)—their outcomes are perfectly correlated. Specifically, mea-
surements in the computational basis yield identical outcomes, while measurements
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in the Fourier-pair yield outcomes satisfying sA � sB . Each local outcome corre-
sponds to one of d possible symbols and thus carries log2d bits of raw information.
As in the qubit case, Zd and the Fourier pair

{
Xd , A, Xd , B

}
constitute a pair of maxi-

mally complementary measurement bases, such that precise information in one basis
implies maximal uncertainty in the other. This complementarity is exploited by using
the measurement rounds in which both parties choose the Zd basis to form the sifted
key, while the Xd -basis (Fourier) outcomes are reserved for parameter estimation, pro-
viding a measure of disturbance and bounding the information potentially available to
an eavesdropper. To quantify the disturbance, Alice and Bob reveal a randomly chosen
subset of their data and compute their QBERs:

QZd � 1 − 1

NZd

d−1∑

k�0

N (Zd )
kk , QXd � 1 − 1

NXd

d−1∑

s�0

N (Xd )
ss , (37)

where NZd (NXd ) is the total number of Zd (Xd ) basis measurements and N (Zd )
kk

(N (Xd )
ss ) are the measurement rounds where both parties reported the same measure-

ment outcome k (s) in the Zd (Xd ) basis. The quantity QZd determines the amount of
classical communication needed to correct anymismatches betweenAlice’s and Bob’s
keys, while QXd bounds Eve’s information through complementarity. Since this error-
correction step operates on d-level symbols, the appropriate measure of uncertainty is
the d-ary entropy:

hd(Q) � −(1 − Q)log2(1 − Q) − Q log2

(
Q

d − 1

)
, (38)

which characterizes the uncertainty associated with a symmetric d-ary error model
with total probability Q. Including error-correction inefficiencies, the asymptotic d-
ary secure key rate is [39]:

SKR(d)
sift ≥ N (d)

sift

[
log2d − fEC hd (QZd ) − hd (QXd )

]
, (39)

where fEC ≥ 1 accounts for the inefficiency of the employed error-correction code
and N (d)

sift is the unrevealed sifted key rate obtained from the Zd -basis measurements.
In practical qudit deployments, these asymptotic key rates must be adjusted for finite-
sample statistical fluctuations across all d-dimensional parameter-estimation bases and
evaluatedwithin a composable security framework, following the finite-size formalism
detailed at the end of Sect. 3.2.

To isolate the effect of the dimension d on the protocol performance, we consider
a symmetric scenario in which the error rates in the two MUBs are equal, QZd �
QXd � Qth, d . The QBER threshold Qth, d is defined by the condition that the secret
key fraction per sifted symbol vanishes,

log2d − ( fEC + 1) hd (Qth, d ) � 0. (40)
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In the ideal case of perfect error correction, where the efficiency attains its optimal
value fEC � 1, the threshold condition for a non-zero secret key rate reduces to

log2d − 2 hd (Qth, d ) � 0. (41)

Equation (41) shows that the threshold is reached when the information carried by
each measurement outcome, log2d, is exactly balanced by the uncertainty introduced
by errors in the two bases. Since increasing the dimension raises log2d, more noise
(that is, a larger Qth, d ) is required to reach this balance. For example, in the ideal case,
one finds [39, 45, 90]:

d � 3 : Qth, 3 ≈ 0.1595,

d � 4 : Qth, 4 ≈ 0.1893,

d � 8 : Qth, 8 ≈ 0.2470. (42)

The threshold value increases with dimension, demonstrating the enhanced robust-
ness of high-dimensional QKD. For comparison, the corresponding threshold for the
standard qubit-basedBBM92protocol (d � 2) is Qth, 2 ≈ 0.11 (see Sect. 3.2),whereas
for d � 8 the tolerated error rate is more than twice that of the qubit protocol.

The high-dimensional extensions of both E91 and BBM92 protocols illustrate the
main advantages of qudit-based entanglement QKDover their qubit counterparts: each
detection event can carry more than one bit of secure information, and the protocols
tolerate higher levels of noise and disturbance before the secret key rate vanishes.
The high-dimensional BBM92 protocol preserves the simple two-basis structure, and
unlike E91, does not require a Bell test, whereas high-dimensional E91 naturally
retains the ability to certify security via stronger Bell-type inequality violations in
larger Hilbert spaces. Nevertheless, these benefits come at the price of increased exper-
imental complexity, including more demanding state preparation and mode control,
tighter stability requirements, and more intricate detection in larger outcome spaces
[16, 39, 57]. In the next section, we review themost representative experimental imple-
mentations of qudit-based entanglement QKD and assess their practical advantages.

5 Experimental QKDwith entangled photonic qudits

QKD implementations have largely benefited from photonic platforms, as photons
are naturally suited for transmitting quantum information over long distances with
minimal decoherence [50, 91]. Their weak interaction with the environment, along
with well-established techniques for generating, manipulating, and detecting single
photons, makes photonics an ideal platform for quantum communication protocols,
including quantum state teleportation [92–94] and QKD. In particular, photonic
degrees of freedom such as OAM [57, 95], path [16, 96], frequency [97–100], and time
[5, 39, 101] offer flexible, scalable encodings for high-dimensional quantum systems.
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For instance, OAM modes provide a theoretically unbounded alphabet that enables
multi-level encoding [57, 95]; path encoding can be implemented using integrated pho-
tonic circuits offering stability and compactness [16, 96]; frequency encoding exploits
spectrally distinct modes that are naturally compatible with commercial telecom-
munication infrastructure [4, 5, 97–100, 102]; time-bin encoding allows for stable
long-distance transmission and ensures compatibility with existing telecommunica-
tion fiber infrastructure [5, 39, 101]. These properties collectively make photonic
qudits a highly versatile resource for realizing high-dimensional entanglement-based
QKD schemes that combine practicality, scalability, and enhanced security.

In this section, we turn to experimental realizations of qudit-based entanglement
QKD schemes. By leveraging these photonic degrees of freedom, several pioneering
works have demonstrated the feasibility of generating, transmitting, and measuring
high-dimensional entangled states for secure key distribution. These experimentsmark
an essential step toward practical high-dimensional quantum communication systems,
illustrating how photonic qudits can be efficiently implemented and integrated into
existing optical infrastructures.

5.1 Qutrit-based E91 protocol implementation with OAM

One of the earliest qudit-based entanglement QKD demonstrations was reported by
Gröblacher et al. [57], who implemented an E91 protocol using entangled qutrits
encoded in the OAM of photons (see Fig. 2). OAM originates from the helical
phase structure of an optical field and can take discrete quantized values of angular
momentum, providing a high-dimensional degree of freedom for encoding quantum
information. In their experiment, a type-I β-barium-borate (BBO) crystal was pumped
by an Ar+ laser at 351 nm to produce photon pairs via spontaneous parametric down-
conversion (SPDC) [103]. SPDC is a nonlinear optical process in which a pump
photon is spontaneously converted into two lower-energy photons—called the signal
and idler—while satisfying energy andmomentum conservation. The down-converted
photons were energy-degenerate and spectrally filtered with a narrowband filter cen-
tered at 702 nm to ensure indistinguishability. The OAM degree of freedom of each
photon defined a three-dimensional Hilbert space spanned by the Laguerre–Gaussian
modes. The OAM of each pump photon is conserved when all beams are aligned
collinearly in the SPDC process [104, 105]. This conservation enables the generation
of photon pairs entangled in the form of a qutrit Bell state, expressed as:

|ψ3 〉 � α|0 〉s |0 〉i + β|1 〉s |2 〉i + γ |2 〉s |1 〉i , (43)

with measured coefficients α � 0.642± 0.009, β � 0.546± 0.009, and γ � 0.539±
0.009. Here, |0 〉 ≡ LG0, 0, |1 〉 ≡ LG0, +1, |2 〉 ≡ LG0,−1 and the subscripts s and
i label signal and idler photons, respectively. Note that the state in Eq. (43) can be
regarded as a locally transformed version of the canonical Bell state |�3 〉 [68], where
a permutation operation on Bob’s modes exchanges |1 〉B and |2 〉B .

As illustrated in Fig. 2, each arm of the platform contained two phase holo-
grams acting as OAM mode transformers mounted on motorized translation stages
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Fig. 2 Experimental setup for qutrit-based E91 QKD protocol with OAM. The entangled photon pairs are
generated by pumping a BBO crystal with an Ar+ laser operating at a wavelength of 351 nm. In each down-
conversion arm, two phase holograms mounted on computer-controlled stepper motors manipulate the
qutrit Bell state. Mode analysis is performed probabilistically using a combination of beam splitters, mode-
selecting holograms, and single-mode fibers, enabling discrimination among the three orthogonal spatial
modes LG0,−1, LG0, 0, and LG0, 1. Two logic units process the resulting detection events independently
and identify coincidence counts using synchronized timing signals. Each local measurement outcome,
represented by the value 0, 1, or 2, is stored in a first-in–first-out (FIFO) buffer. The computer collects these
outcomes and, after basis reconciliation, analyzes the coincidence data to verify security and to generate
the final secret key shared between the two parties. Reprinted with permission from [57]. © Deutsche
Physikalische Gesellschaft. Reproduced by permission of IOP Publishing CC BY-NC-SA

for fine displacement control. Horizontal translation of the holograms implemented
the measurement bases (A1, A2, A3) and (B1, B2, B3). Mode analysis was performed
probabilistically using OAM analyzers consisting of beam splitters, mode-selection
holograms, and single-mode fibers, resulting in a detection probability of 1/3 per
photon. Two computers independently recorded detection events (one for Alice and
one for Bob), and coincidences were identified via cross-synchronization signals. The
maximal measured qutrit Bell parameter for the QKD run was I3 � 2.688 ± 0.171,
exceeding the classical bound by ~ 4 standard deviations, thereby confirming strong
violation of local realism, which served as the eavesdropping check of the proto-
col. The sifted key consisted of 150 ternary digits (trits), which contained 14 symbol
errors. Following classical error, a final secure key of 72 trits was obtained. This exper-
iment demonstrated the capability of implementing high-dimensional QKD through
free-space propagation, showing that OAMmodes can maintain quantum correlations
even in open-air channels. The successful realization of qutrit-based entanglement dis-
tribution revealed the potential of this approach for long-distance free-space quantum
communication, particularly in future Earth-to-satellite quantum links [53–55], where
maintaining high-dimensional entanglement could significantly enhance information
capacity and noise resilience.
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5.2 Qutrit-based BBM92 protocol implementation with path encoding

Zheng et al. demonstrated (2023) a high-dimensional BBM92 protocol implemented
entirely on silicon photonic chips [16]. They reported the first realization of an
entanglement-based QKD protocol operating in higher dimensions on a fully comple-
mentary metal–oxide–semiconductor (CMOS)-compatible silicon photonic platform
(see Fig. 3A), marking an important step toward scalable chip-level quantum net-
works. The experimental system comprised a central server chip and three node chips
(Fig. 3B). The server generated entangled photon pairs via spontaneous four-wave

Fig. 3 Experimental setup for qutrit-basedBBM92QKDprotocolwith on-chip path encoding.APhotograph
of the 200-mm silicon-on-insulator wafer that contains CMOS-compatible integrated quantum-networking
chipsets fabricated by standard lithography. Each chipset includes a server chip and multiple-node chips,
forming a self-contained quantum-network module. B Circuit diagram of one networking module. The
architecture consists of a central server chip that generates and distributesmultiple pairs of high-dimensional
entangled photons to three node chips (labeled chip-A, B, and C). The server integrates four nonlinear
photon-pair sources based on spontaneous four-wave mixing in silicon nanowaveguides, followed by arrays
of coupled microring resonators (MRRs) that perform wavelength demultiplexing and remultiplexing.
Each photon pair is encoded across four distinct on-chip paths, defining a four-dimensional logical basis
|0 〉, |1 〉, |2 〉, |3 〉. These photons are then routed through multimode grating couplers (MMGCs) into
few-mode fiber (FMF) links, ensuring that the constituent photons of each pair are directed to distinct
receiver nodes. The triangular interferometric meshes labeled V4 on the server and U4 on the node chips
represent programmable linear-optical circuits capable of implementing arbitrary unitary transformations for
selecting the measurement bases. The M4 sections denote measurement interferometers used for projective
detection. Green elements correspond to reconfigurable beam splitters, and yellow regions indicate thermo-
optic phase shifters. Reproduced from Y. Zheng et al., “Multichip multidimensional quantum networks
with entanglement retrievability”, Science 381, 221–226 (2023), https://doi.org/10.1126/science.adg8159,
AAAS [16]
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mixing (SFWM) in four integrated nanowaveguide sources pumped by a continuous-
wave laser at 1558.17 nm. In this nonlinear process, two pump photons are annihilated,
creating a signal-idler photon pair at distinct wavelengths. The broadband biphoton
spectrum was then divided into multiple correlated wavelength channels by arrays
of coupled microring resonators (MRRs), which act as precise wavelength demulti-
plexers. Each entangled pair was encoded in four distinct on-chip paths, defining a
four-dimensional logical basis |0 〉, |1 〉, |2 〉, |3 〉.

After generation, the paths of each photon in a correlated pair were recombined
and routed so that one photon of the pair was directed to one node chip, and its partner
to another. This routing was accomplished through a carefully engineered network of
on-chip waveguide crossings and MRR-based wavelength multiplexers. For example,
photons with specific wavelength pairs (λ±3, λ±2, and λ±1) were assigned to connect
distinct pairs of node chips: one wavelength channel links nodes A and C, another
connects A and B, and the third connects B and C. In each case, the two photons
forming an entangled pair occupiedmatched pathmodes on the server chip,whichwere
coherently combined into a single output waveguide for transmission through a few-
mode fiber (FMF). Thismultiplexed arrangement allowed simultaneous distribution of
multiple entangled states among all nodes in the network. Each fiber thus carried one
photon from each entangled pair in a superposition of four hybrid polarization-mode
states. After transmission, the corresponding node chip demultiplexed and converted
the modes back into path encoding for measurement. The successful recovery of path
correlations between nodes confirmed that entanglement was preserved through the
chip–fiber–chip channels.

Building on this entanglement distribution, Zheng et al. implemented an
entanglement-based QKD experiment between two node chips. Although the net-
work supported up to 4-level (ququart) entanglement, the QKD tests were performed
for qubit and qutrit cases, using the corresponding qudit Bell states of the form

|�2 〉 � 1√
2

(|0 〉s |0 〉i + |1 〉s |1 〉i
)
, (44A)

|�3 〉 � 1√
3

(|0 〉s |0 〉i + |1 〉s |1 〉i + |2 〉s |2 〉i
)
. (44B)

The protocol follows the BBM92 scheme generalized to higher dimensions. Specif-
ically, each user measures their photon in one of two MUBs: the computational basis
and the Fourier basis, chosen randomly for each detection event. The experimental
results demonstrated the advantage of high-dimensional encoding for QKD. In the
qubit regime, the system achieved 0.301 ± 0.033 bits of secure key per coincidence,
with a QBER of 4.6%, which is well below the security threshold of 11% [27, 45].
Instead, extending the encoding to qutrits increased the secure key to 0.346 ± 0.037
bits per coincidence, with a QBER of approximately 10.3%, remaining below the cor-
responding security threshold of 15.95% [45]. Such achieved key rates confirmed that
higher-dimensional encoding improves the key capacity per detected photon, even in
the presence of fiber-induced modal crosstalk. Furthermore, secure key rates indicate
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that the qutrit case maintains positive key generation even at higher error levels than
in the qubit case, illustrating the robustness of the high-dimensional approach.

A key significance of this work lies in the complete integration of main QKD
components, including entangled-photon sources, multiplexers, routing networks, and
measurement circuits, onto mass-manufacturable silicon photonic chips. The system
demonstrates that high-dimensional entanglement can be generated, distributed over
chip–fiber–chip links, and measured entirely within a fully integrated platform.

5.3 BBM92 protocol implementation with time-bin ququarts

A recent experimental breakthrough by Yu et al. demonstrated a qudit-based BBM92
protocol using picosecond-spaced, time-bin-encoded photons on an integrated pho-
tonic platform [39]. The realization of high-dimensional, entanglement-based QKD is
implemented entirely within a fiber-pigtailed chip system operating in the telecommu-
nication C-band, marking a major advance toward scalable and high-speed quantum
communication over standard optical fiber networks. The experimental platform
combined a programmable on-chip interferometer cascade (OIC) integrated with a
45-cm-long spiral waveguide fabricated on a CMOS-compatible substrate (see Fig. 4).
Within the OIC, multiple unbalanced Mach–Zehnder interferometers were connected
in cascade, forming a reconfigurable network capable of coherently splitting a single
pump pulse into a sequence of subpulses with controlled temporal spacing. When the
pulse trains were injected into the spiral waveguide, SFWM generated C-band photon

Fig. 4 Experimental setup for ququart-based BBM92QKDprotocol with ultrafast time-bin encoding. A pro-
grammable on-chip interferometer cascade (OIC) coherently splits an input pump pulse into four subpulses
with equal amplitudes and 64-ps temporal spacing. Pump pulses drive spontaneous four-wave mixing in an
integrated spiral waveguide, producing the four-dimensional time-bin Bell state between signal and idler
photons. Using two beam splitters (BS) with a 500-ps delay line, photons are probabilistically routed either
to the time- or phase-measurement setups, arriving simultaneously or with a 500-ps delay, thereby enabling
the random selection of measurement bases for Alice and Bob. Measurements in the time basis are per-
formed through temporal gating, while those in the phase basis are realized by applying phase modulation
(PM) followed by temporal gating on the resulting time-bin superpositions. Temporal gating is implemented
using two intensity modulators (IMs), one per measurement basis. The sifted keys are extracted from coin-
cidence detections on the time basis, and the system security is evaluated from the bit error rates in both
bases. This integrated configuration enables stable and phase-coherent implementation of entanglement
QKD at a 1 GHz clock rate, offering a compact, fiber-compatible platform for high-dimensional quantum
communication. TDL tunable delay line, EDFA erbium-doped fiber amplifier, VOA variable optical atten-
uator, DEMUX demultiplexer, PC polarization controller, BPF band-pass filter, PF programmable filter,
NF notch filter, SNSPD superconducting nanowire single-photon detector. Reprinted from [39] under the
Creative Commons Attribution 4.0 International License (CC BY 4.0)
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pairs entangled in the time-bin degree of freedom. The pairs were then spectrally fil-
tered and distributed to two receivers through dense wavelength-division multiplexing
channels. Leveraging this capability, the BBM92 scheme has been realized using a
ququart Bell state of the form

|�4 〉 � 1

2

(|0 〉s |0 〉i + |1 〉s |1 〉i + |2 〉s |2 〉i + |3 〉s |3 〉i
)
, (45)

where {|0 〉, |1 〉, |2 〉, |3 〉} denote four time-bin basis states ordered by increasing
arrival time at the single-photon detectors, with adjacent bins separated by 64 ps.
In this scheme, Alice and Bob each received one photon from an entangled pair
(from the spiral waveguide) and performed measurements in one of two MUBs: the
time basis (equivalent to the computational basis), defined by the discrete time-of-
arrival of the photons, and the phase basis (equivalent to the Fourier basis), formed
by coherent superpositions of the time bins. Measurements in the time and phase
bases were randomly selected using a beam splitter-based delay scheme with a 500-ps
temporal delay. Coincidence outcomes were recorded for matching bases between
Alice and Bob and used to generate a shared secret key. The time-bin spacing was
comparable to the 52 ps timing jitter of the superconducting nanowire single-photon
detectors used in the experiment, so temporal gating was employed to isolate the
relevant modes and suppress crosstalk between adjacent bins. The system operated
stably over several hours with low background noise and maintained synchronization
at a pump repetition rate of 1 GHz, enabling processing speeds comparable to those of
standard telecommunication systems. The measured average secure key rate reached
2.04 kbit/s, while the average QBERswere 10.97% in the time basis and 13.05% in the
phase basis—within the 18.93% security threshold for the ququart BBM92 protocol.
The protocol scheme was also extended over a 60-km fiber link comprising telecom-
compatible modules (single-mode and dispersion-compensating fibers), yielding a
secret key rate of 37 bit/s. The measured secret key rate was mainly affected by two
factors: the low efficiency of the entanglement source and the losses introduced by the
external temporal gating, used to isolate the relevant time bins and suppress crosstalk
between adjacent bins. Temporal gating is required because the timing jitter of the
superconducting nanowire single-photon detectors (SNSPDs, 52 ps) approaches the
temporal mode spacing of the entangled qudits (64 ps). If SNSPDs with higher timing
resolution (e.g., < 30 ps) were used, secret key rates of up to 102.8 kbit/s and 1.93 kbit/s
could be achieved in the short-distance and long-distance configurations, respectively.

The significance of this work lies in realizing an application-ready, chip-integrated
platform for entanglement-based QKD. The monolithic interferometric architecture
provides phase-stable, programmable control of multiple time bins, enabling high-
dimensional operation at GHz speeds and compatibility with wavelength-multiplexed
fiber links. With further optimization of detector performance and on-chip active
phase control, the same system could generate and process time-bin entangled states
with 8 temporal modes, paving the way for dense, multi-user quantum networks.
The experiment by Yu et al. thus establishes a scalable foundation for implement-
ing high-dimensional entanglement-based QKD in practical, fiber-integrated quantum
communication systems.
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5.4 Systematic comparison

Sections 5.1 through 5.3 reviewed three distinct high-dimensional entanglement-based
QKD implementations spanning different physical degrees of freedom, integration lev-
els, and operational environments: a bulk free-space system utilizing OAM qutrits for
open-air propagation [57], a fully integrated silicon photonic platform exploiting spa-
tial path encoding for multi-node on-chip networks [16], and a telecom-compatible
fiber-integrated chip system leveraging picosecond time-bin ququarts for high-speed
transmission [39]. While each platform successfully demonstrates the information-
capacity and error-tolerance advantages of higher-dimensional Hilbert spaces, they
exhibit distinct performance trade-offs dictated by their underlying optical sources
and channel architectures. To provide a clear side-by-side evaluation, Table 1 system-
atically compares their key physical parameters and operational performance metrics.

In summary, the choice of physical platform and degree of freedom fundamentally
dictates the operational domain of high-dimensional QKD. Future progress across all
three paradigms will rely on hardware-level optimizations to enhance the secret key
generation rate and reduce the error rate.

Table 1 Systematic comparison of representative high-dimensional entanglement-based QKD implementa-
tions

Degree of freedom OAM [57] Path [16] Time-bin [39]

Protocol E91 BBM92 BBM92

Qudit level d � 3 d � 2, 3 d � 4

Physical platform Bulk optics Integrated photonic
chip/fiber

Integrated photonic
chip/fiber

Photon-pair source Type-I BBO crystal
(SPDC)

Nanowaveguide array
(SFWM)

Spiral waveguide
(SFWM)

Operating optical
band

Near infrared Telecom C-band Telecom C-band

Transmission
channel

Free-space FMF SMF/DCF

Error rate 9.33% (14/150 errors in
sifted key)

4.6% (d � 2);

10.3% (d � 3)

Time basis: 10.97%;
Phase basis: 13.05%

Secret key yield 72 trits
(Total post-processed)

0.301 bits/coincidence
(d � 2);

0.346 bits/coincidence
(d � 3)

2.04 kbit/s (few-
meter SMF);

37 bit/s (60-km SMF
+ DCF)

The three works quote their performance using different figures of merit (total post-processed key length,
key fraction per coincidence, and key rate in bit/s); the original units are retained here, and the corresponding
entries should therefore not be read as directly comparable numbers
SPDC spontaneous parametric down-conversion, SFWM spontaneous four-wave mixing, BBO β-barium-
borate, FMF few-mode fiber, SMF single-mode fiber, DCF dispersion-compensating fiber
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6 Frequency-bin entanglement for scalable high-dimensional QKD

Frequency-bin entanglement is a considerably promising resource for high-
dimensional entanglement-based QKD toward future quantum communication net-
works. Such states are naturally generated in nonlinear optical processes (SPDC or
SFWM), either directly as sets of discrete resonant modes (e.g., in microring res-
onators) or as broadband photon pairs that are subsequently mapped onto a discrete
set of frequency bins by spectral filtering [4, 5, 97–100, 102]. In this framework,
entanglement-basedQKDprotocols can be implemented by distributing frequency-bin
entanglement between Alice and Bob through optical fibers. Two recent experi-
ments have adopted this scheme by implementing the qubit-based BBM92 protocol
(see Fig. 5) [106, 107] with a frequency-bin Bell state of the form

|�2 〉 � 1√
2

(|0 〉s |0 〉i + |1 〉s |1 〉i
)
, (46)

where |0 〉 and |1 〉 denote the qubit states encoded in two distinct frequency modes
of each photon. Although the two works used different platforms—one based on two
microring resonators integrated into a silicon photonic chip [106], while the other
on a periodically poled lithium niobate waveguide [107]—the overall architecture is
rather similar. In both cases, measurements in the Z basis are implemented by spec-
trally separating the two frequency bins with narrowband filters and detecting them
independently. Measurements in the X basis are realized via electro-optic phase mod-
ulation that mixes the two frequency bins, followed by spectral [106] or temporal [107]
discrimination of the resulting interference pattern. Alice and Bob randomly choose
between these two bases, where the randomness is reproduced either with beamsplit-
ters that direct photons toward different analysis paths [106] or by continuously driving
the electro-optic modulators so that both bases are effectively sampled [107]. The two
groups demonstrate low QBERwell below the qubit-based BBM92 security threshold
of 11% and positive secret key rates over tens of kilometers of optical fiber.

These qubit-level demonstrations also provide a clear pathway toward high-
dimensional entanglement-based QKD using frequency qudits. Modern sources of
frequency-bin entanglement naturally support many spectral modes—far more than
the two bins used to encode a qubit—and experiments have already shown the gener-
ation and control of high-dimensional frequency-entangled Bell states [4, 5, 97–100,
102]. By selecting and coherently addressing larger sets of frequency bins, the same
hardware can be extended to encode qudits in the frequency domain. On the measure-
ment side, complex spectral phase masks sandwiched between electro-optic phase
modulators enable the implementation of generalized mutually unbiased bases for
qudits [108, 109]. However, current realizations are intrinsically lossy and further
constrained by the need for multi-tone radio-frequency driving [108, 109].
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Fig. 5 Experimental setups for qubit-based BBM92 QKD protocol with frequency-bin entanglement. A
In the integrated implementation, a continuous-wave laser amplified by an erbium-doped fiber amplifier
(EDFA) is phase modulated and spectrally filtered (BPF) to generate a frequency comb that pumps two
microring resonators (R0, R1) on a silicon photonic chip, which produce frequency-bin entangled photon
pairs via SFWM. The pairs are sent through a fiber spool acting as the quantum channel and then demulti-
plexed by a dense wavelength-division multiplexer (DWDM) toward Alice and Bob. Each party performs
Z- and X-basis measurements using electro-optic phase modulators, circulators (CRCs), and fiber Bragg
gratings (FBGs), with active phase compensation provided by a classical pilot tone monitored on a photodi-
ode (PD). Detection is carried out with superconducting nanowire single-photon detectors (SNSPDs), and
all time tags are registered by a common time-tagger unit. Reproduced from Ref. [106] under a Creative
Commons Attribution-NonCommercial-NoDerivatives 4.0 International License. B A pulsed pump laser,
which is spectrally shaped with a 4f -configuration filter, drives SPDC in a PPLN waveguide, producing
frequency-correlated signal–idler pairs. A polarization controller (PC) and a programmable wavelength
switch (PWS) select a pair of frequency bins that define the logical qubit states and distribute the photons
through standard single-mode fibers (SMFs) to Alice and Bob. A variable optical attenuator (VOA) and up
to ~ 73 km of SMF emulate channel loss. At each user, a QKD analyzer module based on electro-optic
modulation, filtering and frequency-to-time mapping implements projective measurements in the compu-
tational Z basis and in superposition X basis, with detection events recorded by a time-to-digital converter
(TDC). Reproduced from Ref. [107] under the Creative Commons Attribution 4.0 International License

7 Discussions and perspectives

Thedevelopment of qudit-based entanglementQKDprotocols hasmarked a significant
step toward advancing the performance and scalability of quantum communication.
By extending entanglement into higher-dimensional Hilbert spaces, these protocols
can offer notable advantages, including enhanced secure key rates, improved noise
tolerance, and stronger resilience against eavesdropping, which surpass the capabili-
ties of their qubit-based counterparts. Such merits have driven diverse experimental
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demonstrations across various photonic platforms, underscoring the opportunities that
high-dimensional systems offer for next-generation quantum networks.

Experimental demonstrations of qudit-based entanglement QKD have confirmed
that high-dimensional encoding can be realized across multiple photonic degrees of
freedom, including OAM [57], path [16], and temporal [39] modes. These achieve-
ments demonstrate that photonic qudit entanglement not only increases information
capacity but also provides greater robustness against noise and experimental imper-
fections. Time-bin entanglement operating at gigahertz repetition rates, for instance,
has enabled secure key generation at kilobit-per-second rates—an encouraging step
toward bridging the gap between proof-of-principle experiments and deployable
QKD systems [39]. The ability to generate, distribute, and measure high-dimensional
entanglement at such high clock rates demonstrates strong compatibility with scal-
able, high-speed quantum communication infrastructures. In parallel, frequency-qudit
entanglement combines several attractive features for high-dimensional QKD. It can
be generated and directly transmitted using off-the-shelf telecommunication com-
ponents, offering seamless compatibility with existing optical infrastructures [4, 5,
97–100, 102]. In addition, the manipulation and measurement of frequency-entangled
qudits can be implemented entirely within a single-mode fiber using commercially
available electro-optic components, eliminating the need for bulk or interferometric
optics [4, 5, 97–100, 102]. This approach allows reconfigurable control of frequency-
bin superpositions, substantially simplifying system design while minimizing phase
drift [110]. The ability to access a large number of well-defined and inherently stable
spectral modes further supports the realization of high-dimensional states. Demonstra-
tions of up to eight-dimensional frequency Bell states highlight this potential [98], and
existing implementations of frequency-qubit BBM92 further indicate the feasibility
of extending such approaches to a scalable, high-dimensional regime [106, 107].

Integrating high-dimensional encoding into practical networks introduces several
technical challenges. Generating and manipulating high-dimensional entangled states
typically requires precise phase and amplitude control across multiple modes, which
becomes challenging in real network environments where interferometric paths drift
and mode alignment fluctuates [51, 111–114]. Furthermore, a higher dimensionality
exacerbates crosstalk in multimode systems, and maintaining coherence across all
basis states becomes increasingly difficult over long distances [101, 115–117]. These
factors constrain channel stability, synchronization, and detection efficiency—critical
issues that must be addressed before high-dimensional systems can operate reliably
in large-scale networks.

The progress in photonic qudit-based entanglementQKDhighlights both the oppor-
tunities and challenges inherent to high-dimensional approaches. These advances
have validated their theoretical advantages and provided the groundwork for scal-
able, high-rate implementations. Moving forward, the successful integration of qudit
entanglement into telecom-compatible platforms, together with advances in frequency
multiplexing [14, 16–18, 118], will be crucial for realizing large-scale, efficient, and
robust quantum communication infrastructure.
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